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Figure 1: We present PriView, a concept to visualise potential privacy intrusion (i.e., video or audio recordings) in the users’
vicinity. We compared two output devices, namely a mobile application (left) and a head-mounted display (right). We imple-
mented five visualisations for each. We found that details in the form of text labels were preferred in both versions. However,
more subtle indications were considered adequate in some scenarios.

ABSTRACT

We present PriView, a concept that allows privacy-invasive devices
in the users’ vicinity to be visualised. PriView is motivated by an
ever-increasing number of sensors in our environments tracking
potentially sensitive data (e.g., audio and video). At the same time,
users are oftentimes unaware of this, which violates their privacy.
Knowledge about potential recording would enable users to avoid
accessing such areas or not to disclose certain information. We
built two prototypes: a) a mobile application capable of detecting
smart devices in the environment using a thermal camera, and b)
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VR mockups of six scenarios where PriView might be useful (e.g.,
a rental apartment). In both, we included several types of visual-
isation. Results of our lab study (N=24) indicate that users prefer
simple, permanent indicators while wishing for detailed visuali-
sations on demand. Our exploration is meant to support future
designs of privacy visualisations for varying smart environments.
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1 INTRODUCTION

Mark Weiser’s vision of computers that “weave themselves into the
fabric of everyday life” has become true [49], leading to increasing
saturation of our environment with sensors. Such sensors can be
found in both, personal devices as well as in our environment. For
example, smart speakers can eavesdrop our conversations, smart
TVs and smart vacuum cleaners can observe our homes using their
built-in camera, surveillance cameras monitor public spaces, and
cameras and microphones in smartphones and laptops can be ac-
cessed by many applications running on those devices.

While in many cases the data collected by those sensors serve
a meaningful purpose, such as assisting users or ensuring public
safety, their presence might be problematic from a privacy point of
view. Users are often unaware of sensors in the first place and, hence,
cannot avoid being exposed to them. Think about a public transport
station where users generally do not know where surveillance
cameras are placed and whether additional measures, such as face
recognition, are employed!; similarly, guests in smart homes might
be unaware of the loudspeakers serving as voice assistants or hidden
cameras might be placed in rental apartments®3; or smartphones
carried by employees might observe their work environment or
record conversations. In all these cases, people might want to know
about such devices to deliberately decide to avoid a particular area
or not to disclose certain information.

In this paper, we present PriView as a concept to support users
in such situations. The idea is to visualise the position of sensors
in the environment; provide users information about the sensor
(e.g., which data is collected and with whom it is shared); and
in particular, highlight areas of potential privacy intrusion (such
as video or audio recording). An example output device for such
visualisations is Augmented Reality (AR) glasses. AR is likely to
find its way into users’ everyday life in the near future (cf. Apple’s
new generation of AR glasses?).

In this paper, we first explore the design space and possible
application scenarios of PriView. Secondly, we built two prototypes,
namely a) a mobile application capable of detecting smart devices
in the environment using a thermal camera; and b) VR mockups
of possible application scenarios, private as well as public, where
PriView might be useful (e.g., a public train station or a rental
apartment). For both applications, we implemented various ways
of visualising the privacy relevant information (e.g., text labels or
frames around the device). Thirdly, we report on a user study (N=24)
in which we investigated both versions of PriView. In particular,
we let users try out our prototypes using the think aloud method
and conducted semi-structured interviews.

Our results show that participants appreciated the ease of using a
headset to explore their environments, but could also imagine using
PriView in a mobile application on-demand. For unfamiliar private
places in which device owners and the purpose of data collection

!https://www.theguardian.com/technology/2020/jan/24/met-police-begin-using-
live-facial-recognition-cameras, last accessed August 9, 2020
Zhttps://www.theatlantic.com/technology/archive/2019/03/what-happens-when-
you-find-cameras-your-airbnb/585007/, last accessed August 9, 2020
3https://www.forbes.com/sites/suzannerowankelleher/2020/01/27/why-you-should-
start-screening-for-hidden-spy-cameras-when-you-travel/#ffe069b5afds,

last accessed September 1, 2020

4refer to, e.g. https://www.techradar.com/news/apple-glasses,

last accessed June 26, 2020

Prange et al.

might be unclear, participants generally wished for more detailed
visualisations, while appreciating simple warning indications to
get a first overview in a new scene.

Contribution Statement. With PriView, we contribute 1) poten-
tial application scenarios and design opportunities for privacy vi-
sualisations in both, private and public spaces; 2) we built two pro-
totypes (a mobile and a VR application), exploring both, detection
and visualisation of smart devices in the user’s vicinity and various
sample use cases (VR only); 3) we discuss our results, formulate
design challenges, and suggest directions for future research.

2 BACKGROUND & RELATED WORK

With privacy, we refer to users’ ability to decide about and control
their personal data being captured [12]. However, staying in control
becomes challenging as computational systems tend to be invisible
and it is hard for users to know where their data is flowing [50].
Hence, users need to be aware of data being tracked in the first
place. To enable users to be aware of potentially privacy relevant
devices (i.e., recordings of their personal data), several measures
have been suggested in related work. We present further measures
closely related to our concept below.

2.1 Privacy Notices & Visualisations

Privacy policies are currently providers’ main means to communi-
cate their data collection and processing practices to consumers.
Approaches to design such notices have been suggested [44]. How-
ever, such text-based policies are rarely read thoroughly by users [48].
To address this, several solutions have been suggested. For instance,
PriBot is a conversational agent that can answer questions on pri-
vacy policies [20]. Kitkowska et al. stated that privacy Uls should
enhance curiosity to foster the comprehension of privacy policies
and suggested respective designs [23]. Mozilla provides an emoji-
based crowd-sourced assessment of the “creepiness” of a number
of smart devices®. Personalised privacy assistants support users
to make and communicate their decision on privacy settings [11].
Furthermore, attempts to visualise information on devices [36] and
data flows [5] within smart environments have been done.

2.2 Privacy Labelling

Privacy labels on IoT device’s packaging have been subject to prior
research [13, 16, 22] and recently became mandatory in several
countries (e.g., UK®, Singapoore”). Moreover, new data protection
regulations make it mandatory in many countries to indicate by
physical signs that CCTV is active in public spaces.

Kelley et al’s privacy labels allow users to grasp information
more quickly as compared to natural language privacy policies [22].
Following this approach, Naeini et al. found privacy and security
as especially influencing users’ purchase decisions if devices are
capable of collecting sensitive data [16]. Thus, such information

Shttps://foundation.mozilla.org/en/privacynotincluded/,

last accessed September 1, 2020
®https://www.gov.uk/government/consultations/consultation-on-regulatory-
proposals-on-consumer-iot-security/consultation-on-the-governments-regulatory-
proposals-regarding- consumer-internet- of- things-iot-security#designing-a-
security-label, last accessed September 1, 2020
"https://www.csa.gov.sg/programmes/cybersecurity-labelling,

last accessed September 1, 2020
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should be included in privacy labels. The design of such labels
was further evaluated with experts and consumers, suggesting that
a secondary information layer beyond the packaging itself could
carry more details [13]. Also, Apple recently introduced “nutrition
labels” for apps®. However, users affected by the data collection are
oftentimes not in hand of the device’s packaging, e.g. for devices
that have been installed in hotel rooms or public spaces. In addition,
such labels do usually not cover the current state of the device (i.e.,
if it is currently recording data). Furthermore, for, e.g. CCTV signs,
it remains unclear to users as to where exactly the tracking happens
and if additional measures (e.g., face recognition) are being applied.

2.3 Device Indicators

Many IoT devices indicate their current state (i.e., currently active
and/or recording data) by various indicators, e.g., small LEDs in-
dicate that a webcam is on. As another example, Amazon’s Alexa
indicates by a light ring that it is currently recording [10, 26]. At
the same time, this indication might be unclear to novice users and
additional means to support users’ privacy have been suggested,
including wearables jamming the signal [6] and tangibles fostering
the use of the device’s muting functionality [47]. Furthermore, users
tend to overlook such device-centric indicators [9, 41] and/or have
only limited means to take consequences.

2.4 Device Locators

Related work has also looked into a) how to detect sensors and
their state in the environment and b) how to communicate this
information to users in the form of device locators.

2.4.1 Detecting Sensors in the Environment. Various approaches
to detect sensors and/or smart devices in the environment exist.
For instance, the presence of smartphones can be determined by
scanning for Bluetooth MAC addresses. Furthermore, the signal-to-
noise ratio can reveal the distance of a device. Means to find hidden
cameras in rental apartments were suggested’, including network
scans (e.g., Fing!?), scanning rooms manually for plugged in items,
or radio frequency detectors'!. Finally, Youngjun et al. showed that
thermal cameras can be used to detect surfaces [7]. Abdelrahman et
al. highlighted the potential of using thermal imaging to determine
whether devices are recording or not [1]. This motivated us to
detect devices for PriView using a thermal camera.

2.42 Device Locators. To support users finding IoT devices in
their environment, several means have been suggested in related
work. Song et al. suggested visual and auditory cues attached to
the devices, increasing their participants’ search efficiency as com-
pared to no locators [45]. Related mechanisms have been suggested
to support users in finding objects using visualisations in smart
glasses [17]. While such mechanisms can increase users’ awareness
about devices’ position, they can also serve other purposes such as
learning about IoT devices [45].

8https://mashable.com/article/apple-privacy-nutrition-labels-ios14/?europe=true, last
accessed September 1, 2020
https://www.abc15.com/decodedc/technology/apps-help-track-hidden-cameras-in-
airbnb-and-hotel-rentals, last accessed August 23, 2020
Ohttps://play.google.com/store/apps/details?id=com.overlook.android.fing&hl=de,
last accessed July 03, 2020
Uhttps://www.cnbc.com/2019/06/28/how- to-find-cameras- in-your-airbnb-or-hotel-
room.html, last accessed August 23, 2020
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2.5 Summary

Users are oftentimes unaware of IoT devices collecting their per-
sonal data [8], which makes it impossible for users to exert control
over the data collection, i.e. to protect their privacy [12, 50]. With
PriView, our goal is to help users to not only physically locate IoT
devices being static in arbitrary environments but to also identify
dynamic devices (e.g., smartphones in bystanders’ pockets) as well
as areas being covered by potential recording (i.e., potential privacy
intrusion) and to provide additional information (e.g., data practices).
This will help users to take action, if necessary. Additionally, as
opposed to existing measures, PriView is independent from device
providers in the first place as we suggest to detect devices in users’
vicinity using sensing technology such as a thermal camera.

3 RESEARCH APPROACH

Users might be unaware of (hidden) IoT devices and generally wish
for information in that regard, in particular in spaces they perceive
as private [45]. We implemented PriView to help users in not only
locating but also understanding sources of potential tracking by
providing them with AR visualisations in a mobile application or
a head-mounted display (HMD). With our work, we contribute to
answering the following research questions:

RQ1 Privacy Awareness: Can PriView support users in pro-
tecting their privacy?

RQ2 Information: Which amount of information do users
prefer (in which context) and why?

ROQ3 Visualisation: Which type of visualisation is most pre-
ferred by users for which setting?

RQ4 Interaction: How would users like to interact with such
visualisations?

In the following, we describe potential application scenarios for our
concept, based on factors that impact users’ privacy concerns. Next,
we describe our concrete implementations for PriView. We then
report on our user study with two prototypes using two output de-
vices, namely a mobile application and an HMD. We conclude with
discussing opportunities and challenges of privacy visualisations
for varying smart environments.

4 APPLICATION SCENARIOS FOR PRIVIEW

To choose a sample of application scenarios for PriView, we built
upon factors impacting users’ privacy concerns.

4.1 Factors Impacting Privacy Concerns

IoT devices are increasingly present in users’ daily surroundings,
including their own home, but also other places such as unfamiliar
private households, hotel rooms or public spaces. While such de-
vices provide a rich variety of features (cf. [33] for an overview),
they have the potential to invade users’ privacy by collecting and
processing their data. Users’ acceptance of IoT devices is influ-
enced by a myriad of factors, including perceived privacy risks [25]
and perceived benefits [42]. Tabassum et al. investigated user per-
ceptions and concerns towards smart homes and respective data
policies and highlighted the need for increased awareness [46].


https://mashable.com/article/apple-privacy-nutrition-labels-ios14/?europe=true
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Figure 2: We created 6 scenarios for the evaluation of PriView, di ering in the space (cf. Environment, namely private, semi-
public and public) and the users' familiarity with it (cf. Familiarity ). Note that we consider familiar places to be likely trusted
by users, while unfamiliar places are likely to be untrusted.

Moreover, concerns are no longer bound to a device, but rather and their capabilities are important factors. For example, cameras
to the whole scenario. In particular, related work identi ed a myr-  and microphones have been shown to be particularly privacy inva-
iad of factors that in uence users' privacy perception as well as  sive sensors to users as they are capturing sensitive d24p Photo
ultimately their concerns 9, 15 27 30 53 54 and decisions as to and video-based monitoring is generally considered unacceptable,
when and where data collection is acceptable. Among these are regardless of the purpos@§]. Users are also uncomfortable with
the (perceived) information sensitivity, receiver, and usagkds continuously recording audio and are while still feeling uncom-
well as who is collecting what data, where, for which reason, and fortable more willing to accept occasional recordingaspecially
at which frequency (i.e., once vs continuousl®d. We discuss a for work environments requiring con dentiality [24].
number of these factors in detail below. Many sample devices exist that include these sensors. Examples

) ) ) ] are personal devices (such as smartphones) as well as ubiquitous
4.1.1  Social Aspects & TruSocial aspects and relationships have  geyices in public spaces (such as CCTV cameras). While personal
been identi ed as a crucial factor for users when it comes to making sensing is gaining popularity and acceptance (for example, moni-
their own decisions on their opinion of data collectiod$ 28 53 toring personal data for long term goals, such as losing weiggj),[
54. For example, users are more willing to accept data collection if ubiquitous sensing in varying environments is less personal, but at

friends do so as well13. Furthermore, it is very importantto users  he same time less controllable for users, which makes informed
who is collecting their data (i.e., the identity of the information privacy decision challenging.

inquirer ) [ 2§. In particular, users are more willing to share their
data if they know and/or trust the owner of a devic&4. Finally,
users also tend to make a di erence as to whether or not they trust
the environment. For instance, in unfamiliar smart home settings,
such as rental apartments, users are concerned about hidden loT
devices and even tend to search for them manually [45].

4.1.4 Summarysers' perception of privacy and concerns are
highly dependent on contextl4, 39, what is being recorded in a
particular context, and the perceived value of the recordingd[
Furthermore, users are concerned about their privacy and wish
to beawareof 10T devices capable of recording their data and the
4.1.2 EnvironmenAlso, users' relation to the environment plays & ected space$5 43 54, as well as respective data processirgj

an important role when assessing potential privacy concerns. For This motivated us to buildPriViewfor various scenarios.

instance, data monitoring in private spaces such as users' own or
others' homeg is completely.ungcceptgble, yvhile they are more 4.2 Sample Scenarios
comfortable with data collection in semi-public (e.g., restaurants) ) )

or public spacesT4, 29. Furthermore, users' privacy concerns are AS Privacy highly depends on contex8f, 40, 53, related work

in uenced by how often and for how long data is monitore@§. has used various scenarios _when_lt comes to privacy in the IoT (cf.,
This is often coupled to the frequency at which they visit a certain ~ ©-9- L5 53 54). However, using ctional IoT scenarios for research
place. Note that while an environment is unfamiliar hence likely =~ PUrPose comes with several limitations. In case participants are
untrusted upon users' rst visit, this fact is likely to change over ~ not familiar with the factors that build the scenario (such as, e.g.,
time as users visit a place more often. Finally, in semi-public and devices, place), results might be limited. loT scenarios being used
public places, data collection might be dynamic as passers-by might N online surveys su er from the fact that participants conduct the

carry further tracking technologies. survey in a decoupled place that may not at all be related to the
scenario R9. In our lab study, we used VR as a means to overcome

4.1.3 Context, Devices & Purpdsarthermore, the context in- this limitation and immerse participants in the scenario as best as

cluding the purpose, type and frequency of data collecti®rg9 30, possible. Based on the factors discussed in Section 4.1, we chose

data processing policies and storage as well as the concrete devices the following six sample scenarios (cf. Figure 2 for an overview).
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