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ABSTRACT
While we put great effort in protecting digital devices and data,
there is a lack of research on usable techniques to secure personal
items that we carry in public space. To better understand situations
where ubiquitous technologies could help secure personal items,
we conducted an online survey (N=101) in which we collected real-
world stories from users reporting on personal items, either at risk
of, or actually being lost, damaged or stolen. We found that the
majority of cases occurred in (semi-)public spaces during afternoon
and evening times, when users left their items. From these results,
we derived a model of incidents involving personal items in public
space as well as a set of properties to describe situations where
personal items may be at risk. We discuss reoccurring properties of
the scenarios, potential multimedia-based protection mechanisms
for securing personal items in public space as well as future research
suggestions.
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1 INTRODUCTION
Much of the research in usable security and privacy is based on
the assumption that attackers get physical access to users’ personal
devices, such as smartphones, tablets, or laptops. Subsequently, to
mitigate the risk of attackers gaining access to sensitive data that
is either stored on the device itself or can be accessed by means of
the device, researchers are developing an ever-increasing number
of authentication concepts (e.g., [5, 20]). The main focus of these
works is to ensure that the attacker is unable to find the user’s login
credentials through, for example, shoulder surfing [6], smudge
attacks [2, 16], guessing attacks, or thermal attacks [1].

At the same time, little research exists on understanding the
context and circumstances under which personal devices are stolen.
Undisputedly, though, theft of personal items occurs frequently.
For example, in Germany about 600 smartphones are stolen every
day1. We argue that we should take a step back and first understand
how attackers get access to personal items. Attackers do not only
steal personal items to access sensitive information, but also for
monetary value (e.g., selling a stolen smartphone on the black
market). Knowledge about how attackers get access to personal
devices is valuable because by understanding such situations, we
can design better protective mechanisms to prevent theft or allow
users to find their stolen/lost items.

The objective of our research is to (a) obtain an understanding
of the context in which attackers (might) get physical access to
users’ personal devices and (b) to derive requirements for designing
mechanisms that prevent attackers from getting access to the device
in the first place. This is valuable in the context of authentication as
well: if a personal device is able to understand that it is in the hand
of an attacker, appropriate security measures could be taken, such
as switching to a secure authentication mechanism, that would
require too much effort and thus be inappropriate for daily use.

Our research approach is: Firstly, we conducted an online survey
(N=101) where we asked participants to describe in detail a situation
in which a personal item was at risk or even attacked. Secondly,
we analysed these situations for common themes and derived op-
portunities for the design of systems capable of securing personal
items in public space. Such mechanisms may involve the personal
items, the owners, or group members and/or bystanders. Thirdly
we derive open questions and opportunities for future research.

All sources were last accessed August 30, 2019
1www.presseportal.de/pm/55928/3348558
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2 BACKGROUND & RELATEDWORK
Prior work on securing personal items mainly focuses on users’ dig-
ital possessions (i.e., data), which may be protected through several
authentication factors – mainly knowledge-based, token-based, or
biometric [12]. A number of authentication mechanisms aiming
at being more secure while at the same time being more usable
have been investigated in prior work [16, 20]. Further, methods to
reduce authentication overhead have been introduced, for example,
SnapApp [3].

However, we see a a main risk in how potential attackers may
gain access to the personal item itself. 127,376 cases of pick-pocketing
were reported at German police departments in 20172. Especially
in locations such as bars, bags are particularly at risk when placed
over a chair or on the floor [17]. Some devices hence employ “anti-
theft features”, mainly addressing the issue of returning and/or
finding the device (in particular smartphones) once it got lost. Ex-
amples include Google’s find my device3 or Apple’s find my iPhone4.
Examples for securing other items include anti-theft systems for
bikes5 or security cables to lock laptops6. Moreover, patents for anti-
theft mechanisms have been granted (e.g., for portable electronic
devices [21], vehicles [14], or detection of theft or burglaries [10]).

Moreover, to securely store and carry personal items, several pro-
tection features have been applied to bags. Examples include, but are
not limited to, the use of cut resistant, waterproof or RFID blocking
material or hidden or locking zippers (e.g., Bobby Original Anti-Theft
Backpack7, Secura® Premier Anti-Theft Satchel8). However, while
many devices already employ authentication mechanisms, the need
for ubiquitous security mechanisms for personal items as physical
objects is under-investigated. Secured bags have been proposed as
a possible solution, but those still do not actively avoid or intervene
in potential attacks. With our work, we obtain an understanding
of potential attacks to guide the use of ubiquitous multimedia to
design more suitable security mechanisms for personal items.

3 ONLINE SURVEY
3.1 Design and Method
With our work, we investigate attacks and risks for personal items.
We hence decided to collect real world stories from users in an online
survey. To achieve this, we loosely followed the critical incident
technique [7] and questions were designed in such a way that both,
victims and bystanders, could report on stories. For other threats,
this methodology already provided valuable insights [6]. Note, that
there is no IRB at our institution. However, we made sure to comply
with the study, ethics and privacy regulations of our local university.

3.2 Questionnaire Structure
The questionnaire consisted of three parts (refer to Appendix A): 1)
a free text entry field for a detailed description of the scenario, 2)
voluntary open-ended questions about details of the scenario (e.g.,
2www.bundespolizei.de/Web/DE/02Sicher-im-Alltag/01Vorsicht-Taschendiebstahl/
04Statistik/statistik_node
3www.google.com/android/find,
4support.apple.com/kb/PH19297?viewlocale=en_EN
5www.indiegogo.com/projects/boomerang-v2-bike-anti-theft-safety-system
6https://www.kensington.com/p/products/security/keyed-locks/
7www.xd-design.com/us-us/bobby-anti-theft-backpack-grey
8www.lewisnclark.com/secura-rfid-blocking-anti-theft-satchel/

Gender 75 Female
25 Male
1 Not stated

Mean Age 27.93

Occupation 68 Student
26 Employee
7 Other or not stated

Nationality 92 German
9 Other or not stated

Table 1: Demographics of participants who filled in our on-
line questionnaire (N=101).

time, location), and 3) demographic questions. We also included a
5-point Likert item about participants being honest in their answers.
Participants could fill in the questionnaire multiple times if they
had multiple scenarios to share.

3.3 Participants
We ran the survey in spring 2018 in a large German city. It was
distributed via a university mailing list and participants were self-
selected. We excluded 8 scenarios due to being not honest (i.e.,
participants did not partially or fully agree to being honest) or de-
scribing no scenario (e.g., P73: “I can’t remember such a situation”),
resulting in a total of 101 scenarios. The reported mean age was
27.93 (compare Table 1) and most participants were female (75%).
Participants were mainly students (68%) and almost all were Ger-
man (92%). Participants could win one of three e20 gift vouchers.

3.4 Limitations
Our study sample is biased towards young people, students and
females. In addition we only received one scenario from the view-
point of an attacker. This may cause bias in our qualitative insights.
Due to our data being self-reported, our insights are limited to parts
of scenarios participants were willing to share and/or recalling
correctly and may also have been influenced by our wording [13].
Participants may also have modified their answers due to social
desirability [18]. However, we took great care to avoid bias in the
questions (e.g., we avoided the term “victim” in favour of “owner”)
and most participants indicated they were honest in their answers.

4 ANALYSIS & DATASET
4.1 Coding Process
The dataset used for analysis consisted of 101 answers; each in-
cluding a scenario description, answers to detail questions and de-
mographic information. We applied qualitative content analysis to
the descriptions as well as the detail questions. Two researchers
independently applied in-vivo coding to all answers and merged
their codes afterwards. Focused coding was applied to derive cate-
gories from the in-vivo codes (e.g., codes such as “in a backpack”
and “carried” were grouped to “item storage”). Finally, axial coding
was applied to find relations between the discovered categories. We
noticed that categories could be associated with one of two models:
either describing properties of the environment or steps occurring
in the event of an incident. We report on both derived models in
Sections 5 (environmental properties) and 6 (incident model), respec-
tively. Participants’ quotes were translated from German.

www.bundespolizei.de/Web/DE/02Sicher-im-Alltag/01Vorsicht-Taschendiebstahl/04Statistik/statistik_node
www.bundespolizei.de/Web/DE/02Sicher-im-Alltag/01Vorsicht-Taschendiebstahl/04Statistik/statistik_node
www.google.com/android/find
support.apple.com/kb/PH19297?viewlocale=en_EN
www.indiegogo.com/projects/boomerang-v2-bike-anti-theft-safety-system
https://www.kensington.com/p/products/security/keyed-locks/
www.xd-design.com/us-us/bobby-anti-theft-backpack-grey
www.lewisnclark.com/secura-rfid-blocking-anti-theft-satchel/
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Time

� afternoon
� evening
� night
� noon
� forenoon
� during the day
� morning
� other

Location

� public transport
� university/work/library
� public road/place
� station/airport
� food court/bar
� city
� sports facility
� disco
� other

Artefacts

� smartphone
� wallet
� bag/backpack/suitcase
� bike
� clothes
� camera
� money
� laptop
� car
� keys
� other

Protected

� yes
� no
� other

Companions

� alone
� not alone
� other

Table 2: Properties of potentially dangerous environments
(Section 5), as found from the collected situations. Counts
indicate the number of scenarios the respective manifesta-
tion was mentioned in. For details refer to Section 4.2.1.

4.2 Results
We quanti�ed both, scenarios and detail questions, and in this sec-
tion report on the results. For quanti�cation, one scenario could con-
tribute to multiple manifestations in the same category if more than
one was mentioned (e.g., the manifestations �wallet� and �money�
would be separately counted towards the category �Artefacts� if
both were mentioned in one scenario). Manifestations that were
mentioned less than 3 times over all scenarios were summarised as
�other�. In cases where the manifestation of a category could not
unambiguously be determined, we marked it as �unclear�.

4.2.1 Environmental Properties.Results relating to environmental
properties are illustrated in Table 2. We found the scenarios being
relatively evenly spread over di�erenttimeswith a light tendency
to occurring later in the day. Except for a few cases (e.g., work), only
public places were given aslocationsin the scenarios. The a�ected
artefactswere mainly smartphones, wallets and bag-like objects.
Notice, that this includes several situations where those things
were a�ected simultaneously (e.g., P33: �I forgot a bag containing
my wallet on a chair in my unlocked o�ce�). There were also a large
number of scenarios involving bikes. Scenarios were almost evenly

Action

� leave item
� have item with them
� (shortly) leave unattended
� forget item
� secure item
� distraction/sleep
� accident
� other
� unclear

Incident

� theft
� no attack
� damage
� raid
� other
� unclear

Reaction

� emotional reaction
� none
� confront attacker
� search
� none (no incident)
� �le a complaint (police)
� return to owner
� increase vigilance
� alert owner
� other

Reaction time

� delayed reaction
� instant reaction
� no reaction (no incident)
� no reaction
� unclear

Consequence

� none
� loss
� damage
� partial loss
� unclear

Table 3: Number of scenarios mentioning phases of our
incident model (Section 6). For Details refer to Section 4.2.2.

split between cases where personal items wereprotected(e.g., P55:
�My bike was stolen [...] although it was locked�) or left unsecured as
well as between the owner being alone or havingcompanions.

4.2.2 Phases of Incident Situations.Results relating to observed
phases of incident situations are illustrated in Table 3. Our scenarios
included many situations in which participants either left items
unattended (for a short duration) or where items were intentionally
left and secured (e.g., locking a bike to an object). The most common
incidentwas theft. In 25 cases no incident occurred (i.e., there was
no attack on personal items (e.g., theft or damage)). Many partici-
pants described to havereactedemotionally on incidents. In some
cases, the attacker was confronted or a lost item searched (15 occur-
rences each). In 23 cases no reaction was shown/described. This was
oftentimes linked to a longreaction time, i.e., the participant only
noticed the incident after a certain delay (40 occurrences). Instant
reactions were only shown by 23 participants. In most cases there
were no consequences. However those cases are closely followed
by a total of 30 cases where an artefact was lost (including stolen in
the sense of lost for the owner). In some cases items were damaged
or partial loss occurred (e.g., P13: �[...] I found my ransacked bag in
a bush [...]. Except for my phone and cash everything was still there�).


	Abstract
	1 Introduction
	2 Background & Related Work
	3 Online Survey
	3.1 Design and Method
	3.2 Questionnaire Structure
	3.3 Participants
	3.4 Limitations

	4 Analysis & Dataset
	4.1 Coding Process
	4.2 Results

	5 Properties of potentially dangerous environments
	5.1 Entities
	5.2 Actions
	5.3 Environmental Properties

	6 Incident Model
	6.1 Initial situation
	6.2 Actions
	6.3 Incident
	6.4 Reactions
	6.5 Consequences

	7 Design Opportunities
	7.1 Don't Forget Me: Items remind Owners
	7.2 One For All and All For One: Involving Bystanders and Group Members
	7.3 Summary

	8 Further Research Opportunities
	8.1 Understanding Critical Situations
	8.2 Designing Security Mechanisms

	9 Discussion
	9.1 Potentially Dangerous Situations
	9.2 Reasons for Incidents
	9.3 When and How to Secure CRAVED Items

	10 Conclusion
	Acknowledgments
	References
	A Questionnaire
	A.1 Part 1 Scenario
	A.2 Part 2 Detail questions
	A.3 Part 3 Demographic questions

	B Full Co-Occurrence Table

