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ABSTRACT
In the era of ubiquitous computing, users security and privacy is at
risk at almost all times. Security and privacy assistants support their
users in becoming aware of these risks and taking the appropriate
measures to protect their data. However, they often suffer from
being too complex, not intuitive and non-engaging. Hence, in order
to truly enable less tech-savvy or inexperienced persons to use
security and privacy assistants, we argue that such mechanisms
must become tangible in the future.

CCS CONCEPTS
• Security and privacy→ Usability in security and privacy; •
Human-centered computing→ Ubiquitous and mobile devices.
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1 INTRODUCTION & BACKGROUND
Connected devices are increasingly ubiquitous in our lives, as they
are integrated into both, our surroundings and everyday routines.
However, besides all the benefits these devices entail, they also
put our privacy at risk. Users of such technologies often disclose
much more information about themselves than they realize or are
unable to properly assess potential risks to their sensitive data
[6–8, 17, 19, 20]. The protection of one’s own data and privacy
should, therefore, be of interest to everyone. However, concepts
related to security and privacy are often complex and intangible
for users. Hence, researchers frequently suggest assisting users
through transparent awareness mechanisms and easy to use con-
trol functionalities [4, 9, 23]. Nevertheless, the resulting privacy and
security assistants frequently target individuals who can interpret
and apply the corresponding variety of information and configu-
rations [18]. This can lead to large usability and trust barriers, for
example for bystanders (e.g. visitors), less tech-savy or less expe-
rienced users [1, 7–9]. Moreover, researchers observed mistrust
in software controls and a desire for physical, unambiguous and
easy to use alternatives [1, 2, 24]. We, therefore, argue that in the
future, such mechanisms need to be tangible in order to make them
truly engaging, trust inspiring and intuitive. Tangible interactions
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enable direct, integrated and meaningful control and communica-
tion of data [21], making them the ideal basis for both, awareness
and control functionalities of security and privacy assistants. Such
envisioned tangible assistants materialize the abstract concepts of
security and privacy, making them physically graspable and di-
rectly manipulable, and thereby support the formation of mental
models and reduce cognitive load. To support our claim, we have
compiled a selection of possible research areas and open questions
on tangible security and privacy assistants.

2 RESEARCH AREAS
In the following, we list three exemplary future research areas for
tangible security and privacy assistants. Please note that the actual
field of possible research is much larger.

2.1 Authentication
Authentication mechanisms generally include secret-, token- and
biometric-based approaches. Tangible interactions could be applied
to any of these mechanisms, but also to combined approaches. To
generate tangible input and output, an additional object or dedi-
cated hardware is usually required. Hence, related work suggested
using these interactive objects as authentication tokens [3, 22].
Researchers further investigated tangible, interactive objects and
gestures performed with them as secret-based [10, 11, 13] or behav-
ioral biometric [16] authenticationmethods.We, therefore, envision
a tangible security assistant that uses explicit input (e.g. rotation
or button press) and behavioral measurements (e.g. acceleration,
touch sensing) for secure and engaging multi-level authentication
on connected objects.

2.2 Privacy in the Internet of Things
Tangible assistants that allow to configure and enforce personal
privacy choices in smart environments have been suggested multi-
ple times in recent works, but have been scarcely implemented to
the date [1, 14, 15]. Such systems increase awareness by informing
users on nearby sensor enhanced IoT devices (e.g. cameras or mi-
crophones). Furthermore, they enable users to accept or reject the
data collection to a certain degree. Nevertheless, researchers found
that intangible solutions suffer from mistrust and excessive com-
plexity, especially for bystanders (e.g. visitors or non-users) and less
experienced or non-techy individuals [1, 17]. Hence, we argue that
the development of tangible privacy assistants is urgently needed,
as more and more sensors are being installed in both, novel (e.g.
smart home devices or drones) and traditional (e.g. PC) devices.
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2.3 Online Security
Moreover, tangible interactions could assist users online by increas-
ing their awareness of security critical situations. Researchers found
that warnings are commonly ignored due to habituation [12]. How-
ever, tangible feedback like vibration or movement might be harder
to ignore and easier to distinguish from the large variety of other
notifications. For instance, such stimuli can be generated by an
uncommon or external device, like a wrist band, enhanced glasses
or a physical keyboard (similar to the “moody” keyboard [5]).

3 CONCLUSION
We argue that security and privacy assistants should be tangible,
to be really usable by everybody (i.e. especially bystanders, non-
tech-savy or less experienced users). We, therefore, discussed three
exemplary research areas – authentication, privacy in the internet
of things and online security – where we see a special potential
for tangible interactions. Interesting questions for future research
include, but are not limited to, how to 1) design tangible input and
output mechanisms for authentication; 2) design tangible privacy
mechanisms that support the needs of various target groups; and
3) design tangibles to foster awareness for security and privacy
critical situations. We are looking forward to discuss these, further
application areas and potential limitations in the workshop panel.
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