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To add an additional layer of security to knowledge-based authentication mechanisms, security questions
oftentimes serve as additional mean to identify the legitimate user (in particular in cases such as resetting
the password). Related work already suggested dynamic security questions [1] or location-based questions
[2]. We believe that this concept may be promising to transfer to new fields.

With this thesis, we aim at transferring the concept of security questions in the broader scope of smart
environments. As an example, devices such as smart speakers could start a dynamic ,Q&A" session to
verify the legitimate user. Contents of questions may vary according to current contexts or previous
interactions while preserving users’ privacy (i.e. do not put sensitive questions!).

Tasks:

o Comprehensive survey of related work
Get familiar with hardware and software
e Conceptual design of authentication mechanisms using security questions for smart environments,
considering:
o Device & interaction modality (e.g., smartphone, smart TV, smart speaker, etc)
o Content of questions? (e.g. recent events? what about privacy-sensitive content?)
¢ Implementation of a concrete prototype
e Evaluation of security as well as usability of the prototype

Requirements:

¢ Independent scientific work and creative problem solving
e Interest in designing and conducting user studies (also: wizard-of-0z)
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