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ABSTRACT Authentication on today’s smartphones usually implies an explicit authentication at the beginning of each
usage session. This causes an authentication overhead, as sensitive data are accessed on only a small number of these
sessions. Even though biometric methods, such as fingerprint or face recognition, increased the convenience of this one-time
authentication these overhead still exists. This led to a wide range of research on alternative methods such as context-aware
and app- and time-based restriction systems. Although these methods decrease the number of explicit authentications, they do
not include further security barriers and, therefore, do not increase the security significantly. Implicit authentication, on the other
hand, has the potential to do both by continuously verifying the user’s identify through their behavior. However, this method
might cause mid-task reauthentication interrupts, when the device confidence level (DCL) is too low. This raises new usability
concerns, which are addressed in the present thesis, by (a) showing the recent state of the DCL at any time, (b) announcing
an imminent interruption and (c) enabling the user to reauthenticate voluntarily at any time. In this context, we developed a
prototype application – the Authenticator – and subsequently evaluated it during a 4-week-long field study (n = 11). A positive
effect on the user’s annoyance and an increased number of voluntary reauthentication, which were perceived as not annoying,
could be proved. Thus, a high motivation to reauthenticate voluntarily might be a key feature for improving the usability of
implicit authentication.
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