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ABSTRACT

This paper introduces a concept to correct post-correlation results from the influence of radio frequency interference (RFI). Most
of the single aperture GNSS mitigation algorithms are pre-correlation techniques with the objective to clean the GNSS noise floor
from the RFI before the signal stream will be fed to the GNSS receiver. This new approach passes the RFI together with the noise
floor and the GNSS signals to the tracking engine. The signal stream will be analyzed and the influence on the correlator outputs
(punctual, early, late, each in-phase and quadrature phase) will be estimated. The estimation allows a correction of the deformed
auto-correlation result, before it will be further progressed by the discriminators of the tracking unit. The performance of this
method will be evaluated by a basic GNSS software receiver under the stress of a personal privacy device (PPD) and an amateur
radio signal of the 23-centimeter band (also Galileo E6) as interference source. Additionally, the results will be compared with
the performance of the classical pre-correlation frequency domain adaptive filter (FDAF).

I. INTRODUCTION

The vulnerability of GNSS receivers caused by radio frequency interference (RFI) is already well known [1]. Many examples
have already been reported [2, 3, 4], for which reason there is no doubt that future GNSS receivers should be equipped with a
higher robustness against RFI. This leads to higher requirements for GNSS receivers in terms of hardware and software. A GNSS
antenna and a RF front-end needs to provide high linearity for the large RFI power without disturbing the GNSS noise [5, 6],
and it should have a good out-of-band filter rejection. The last step of a front-end is the conversion to the digital domain, which
furthermore can limit the instantaneous dynamic range. The degradation caused by the in-band RFI will be mitigated by digital
signal processing (DSP).

DSP mitigations are mostly pre-correlation techniques with various complexity [7]. The drawback of pre-correlation methods in
combination with a one input port front-end is the difficulty to separate the GNSS noise floor from the RFI. An additional input
source could support the mitigation process, but increases the complexity and costs of the hardware. Array antennas are even
more sophisticated, but therefore they can use spatial diversity to separate RFI from the GNSS signal.

The proposed concept in this paper only requires a one input port front-end. To achieve a higher separation between the GNSS
noise floor and the RFI, the idea is to correct the RFI influence after the correlation process and to use the frequency domain
for the RFI estimation. First work to correct the RFI at the post-correlation were done with very narrow-band continuous wave
signals [8, 9] and was called repair algorithm based on a third order Prony model. Further work to separated the GNSS noise
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floor from the RFI in the frequency domain was done by [10] with the robust transform domain signal processing for GNSS.

The post-correlation and RFI correction (PCRC) presented at this paper keeps the classical tracking unit unchanged and estimates
the influence of the RFI to the correlator, which is derived from the input signal stream within the frequency domain. The effect
of the RFI to the correlator will be subtracted, before it will be further processed by the discriminators of the tracking unit. At
this stage of work, a very simple calculation were applied and achieves not yet the performance of a classical pre-correlation
frequency domain adaptive filter (FDAF). But, the potential for a better performance is demonstrated and ideas for future research
are discussed.

The paper is organized as follows. Section II introduces the concept of the post-correlation RFI correction (PCRC). It provides
some examples about the reconstruction of the auto-correlation function and explains the requirements to the receiver hardware
and software. Section III continues with the theory of the PCRC approach, which is based on the spectral line theory. A novel
correlator plot is introduced, which shows the inside of one correlation process over the frequency bin scale. Section IV provides
detailed information about the test setup. A software receiver based on MATLAB® was used for the demonstration with real
GNSS signals and RFI sources, which were recorded with a software defined radio. Finally, Section V shows the results with the
effective C/ Ny as performance criteria, and future work is proposed.

II. POST-CORRELATION RFI CORRECTION CONCEPT

Different to pre-correlation mitigation techniques, the post-correlation RFI correction (PCRC) approach let’s pass the interference
through correlator branches and keeps the architecture of the classical GNSS tracking unit unchanged. The influence of the RF
interference shall be estimated and subtracted after the integration and dump units (I&D units). Figure 1 shows the block diagram
of the classical GNSS tracking unit and it is extended by the 1&D RFI estimator. The block diagram of the RFI estimator is given
in Figure 4 and two examples about the recovery of the auto-correlation function (ACF) are provided by Figure 2 and 3.
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Figure 1: Block diagram of a classical GNSS tracking unit (in black color) and the post-correlation RFI correction concept (in orange)

A classical tracking unit operates the correlation within the time domain. First, the incoming signal is processed by the carrier
wipe-off to get rid of the Doppler frequency. The next step is followed by the correlation process, which is compounded by the code
wipe-off processes and 1&D units. In a standard tracking unit, there usually exists six correlator branches for one GNSS signal
and satellite: twice times the early, late, and prompt (once for the in-phase and the others for the quadrature phase). Afterwards,
discriminators for code and phase are steering the code and phase numerically-controlled oscillator (NCO), respectively. Both
NCOs are closing the control loop for tracking of the desired GNSS signal.

RF interference influences the correlator values, which leads to higher errors up to loss-of-lock after a certain RFI power level.
The theory of how the correlator values are manipulated is described in the next section. The aim with the PCRC method is to
estimate this influence, which will be inversely added to the I&D values (see orange block of Figure 1). An early-minus-late
correlator needs a stable ACF, which is deformed by RFI. Figure 2 and 3 shows this influence by a frequency modulation (FM)
signal and a personal privacy device (PPD) as interference, respectively. In normal operation, the full energy of the GNSS signal
is in the in-phase branch of the prompt correlator after a stable phase locked state. The blue line plots the output of the in-phase
prompt correlator. The red line demonstrates the estimate of the interference component. In case of this FM signal, the shape is
like a sinusoidal curve, which is typical for a continuous wave narrow-band signal. This is caused by the phase changes occurring
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Figure 2: Output of the in-phase prompt correlator (blue), the estimation of the RFI influence (red), and the correction (yellow) with a
GPS L1-C/A (C/No = 55 dB-Hz, T;,,+ = 1 ms) and a FM-Voice signal with an interference-to-noise ratio of (a) 5 dB and (b) 15 dB

by shifting the code replica. By the subtraction of the correlator output and the RFI estimate (yellow curve), the ACF is recovered
again. In case of higher power of the interference or in conjunction with broadband interference, the ACF is not directly visible
anymore, but can be reconstructed with a certain quality by the PCRC method. Even though a PPD as used for Figure 3 is a

narrow-band signal with a fast frequency change over a large bandwidth [11, 12], it behaves for a correlator like a broadband
signal.
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Figure 3: Output of the in-phase prompt correlator (blue), the estimation of the RFI influence (red), and the correction (yellow) with a
GPS L1-C/A signal (C/No = 55 dB-Hz, T}, = 1 ms) and a Personal Privacy Device (PPD) with an interference-to-noise ratio of 20 dB

The estimation of the RFI influence to the correlator is done by the 1&D RFI estimator shown in Figure 4 and occurs in the
frequency domain. Therefore, the baseband signal stream after the carrier wipe-off process will be transformed by a discrete
Fourier transform (DFT) or FFT, if applicable. It should be said here, that the direct signal stream before the carrier wipe-off
process could also be selected for the estimation, but it would increase the complexity for this paper unnecessarily. The next step
is the selection of the highest frequency bins, which exceeds a fixed threshold level. The selected frequency bins will be used
to calculate the RFI influence to the 1&D units according to equation (1) and (2), which needs the frequency transformation of
the corresponding code replica. It is also possible to use pre-calculated memory based values selected by the code NCO value
to save computational resources by replacing an always repeating function for each correlation interval. Furthermore, the shift
of the code replica could also be calculated in the frequency domain directly. The phase components are directly dependent to
the shift of the code and the amplitude components remain constant. A drawback with this type of selection and calculation is,
that the GNSS signal energy of the selected frequency bins are not separated from the RFI components, which leads to a certain
degradation of the reconstructed ACF (or even more correct: the corresponding early, prompt, and late I&D values). The PCRC
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Figure 4: Block diagram of the post-correlation (I&D) RFI estimator

does not need a inverse transformation, because the influence of the inference to the time domain will be directly calculated from
the frequency domain.

Requirements to the receiver hardware and software

The RF front-end of the GNSS receivers needs a high linearity in the RF signal conditioning and a high-bit resolution of the digital
signal, so that the front-end can provide a very large instantaneous signal dynamic for the RFI. Otherwise, the hardware would be
the limiting factor of the robustness [6]. But, this requirement is also valid for other DSP mitigation methods. The pre-correlation
mitigation techniques will reduce the energy of the RFI, so that afterwards the digital amplitude resolution can be decimated to the
common low-bit resolution for GNSS [13] by a digital automatic gain control. This means, that a tracking unit will normally have
a maximum digital amplitude resolution of up to four bits. The introduced post-correlation and RFI correction methods feeds the
entire bit resolution through the correlation process up to the I&D units. From a SDR like the USRP, we get a integer resolution
of 16 bits, whereas the built-in ADC just support up to 14 bits. A hardware implementation tries to minimize the number of bits,
because they drives the implementation costs. The software receiver of our institute called MuSNAT [14] already uses 16 bit as
input values for the multiplication for the standard correlator and 8 bit for the fastest correlator [15]. Additionally, the estimator
needs for each correlation process a DFT or FFT of the samples for each signal and satellite, when RFI interference is present.

III. THEORY OF THE POST-CORRELATION RFI CORRECTION

To understand the theory of the post-correlation RFI correction, we need to dive slightly into the spectrum line theory. The
consideration of spectral lines is the exactest way of calculation for the RFI influence to the GNSS signal. Another model as
introduces by [16] is easier, but it is using an average power estimation of the spread spectrum modulation. The spectrum line
theory can also reflect the phase of the code replica and interference component. A very exact model is essential for a RFI
correction algorithm, whereas the average model is by far good enough for an estimation of the RFI influence to the output values
of GNSS receivers (in particular the effective C'/Ny).

There were a lot of work done in the last decades to investigate the spectral line influence on a GNSS receiver. The first papers
[17, 18, 19, 9] were using the sinc-function, whereas [20] changed it to sinc?. Others followed the introduced sinc? [21, 22, 23].
All of them except of the very first ones - at least in their equations - are using just the nearest spectral line of the code. In this
case, the spacing to the nearest spectral line of the code is applied. Directly after the correlation process at each 1&D unit, this
model is not mature enough anymore. There is simply no spectral line in between of the code replica, which is digitized with the
same parameters as the incoming signal samples. Any RF interference with a spectrum in between of two spectral lines in the
analog domain is decomposed to nearby spectral lines in the digital domain.

Figure 5 illustrates the spectrum and the prompt correlator output after the I&D unit, which is arbitrarily zoomed in between of
40 to 45 kHz. The RF-interference is a single-tone continuous wave signal (cosine) with a fixed phase ¢;,; of 0° and a constant
amplitude equal to the code replica, but it has an adjustable frequency f;,;. The in-phase branch gets the same phase of 0°, and
the quadrature branch has a phase shifted by 90°. The phase of the PLL is assumed to be 0°. Any other phase value of the PLL
would lead to an additional phase offset of both correlator branches. The absolute output value of the in-phase correlator I p (blue
curve) and the quadrature correlator () » (red curve) will show a different behavior because of their phase difference. It should
be noted, that these results are the one of the punctual correlators, but without a GNSS signal and a noise source as input source.

[=2 2
Therefore, the early and late correlator outputs would look similar. The green curve plots the auxiliary function /I~ + @,
which is used for most of the code discriminator function. In contrary to the in-phase and quadrature results, the output of the
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Figure 5: Correlator outputs, auxiliary function as used for the code steering and the C'/Ny-estimation, the model with sinc-function, and the
Fourier transform of the code replica with GPS L1-C/A PRN 1 (the input signal is a single-tone continuous wave signal with an adjustable
frequency fint)

auxiliary function is always equal for any phase offset of the single-tone continuous wave interference. The “sinc-function”
commonly used to model the interference effect on a GNSS receiver does not fit perfectly to the reality but is still better than the
“sinc?-function”. The discussion about the error is out of scope for this paper. Nevertheless, the error comes from the fact, that
the continuous wave signal is decomposed to the nearby spectral lines and the model based on the distance to the next spectral
line is imprecise. That’s why, the Fourier transform of the code replica (see asterisk dots) matches exactly the auxiliary function
and the sinc-function. With these information, we can calculate the influence of the interference in the following way:

Tolnl = kE_Nj (P10 { O, (1) 05 4} 0

Qrln) = zNj [SPo(k)| - R{Cr, (k) - e 050 @ @)
=

SPi[n] = DFT (R {spppes [n] - e~ ot }) 3)

SPo[n] = DFT (% {spRF, ] - e—i'@’ffcb+¢cb>}) )

where:
* sprrr [n] is the n-th sample package of the RFI before the carrier wipe-off process
* Ngp is the length of the sample package

* Cr,,, (k) is the discrete Fourier transform of the code replica or replicas (the concatenation of the same code(s) for a longer
integration time)

e fep is the frequency of the carrier for the conversion to the baseband
* ¢ is the phase of the carrier for the conversion to the baseband
* ¢sp, and ¢sp, is the phase of SPr and S Py, respectively

These equations assume, that we know the RFI from the sample package sprr; [n]. In reality, the incoming signal sp;, [n] is
mixed with the RFI, GNSS signal, and the noise floor. The algorithm in this paper just selects the frequency bins higher than a
pre-defined threshold S P, and replaces sprpy [n] with the incoming samples to the tracking unit sp;,, [n]. All the frequency
components, which are below of the threshold, will be ignored or mathematically set to zero as indicated by the following
equations:
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As already said, the drawback of this selective threshold method is, that the energy of the GNSS signal with the selected frequency
bins gets also lost with this approach.
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Figure 6: Cumulative prompt correlator value of the in-phase branch with spectral line components up to one MHz for a GPS L1-C/A signal:
(a) no RFI, and (b) three spectral line interference at 142, 182, and 700 kHz

Figure 6 illustrates the influence of three spectral line RFIs. This plots are very unusual in today’s publications and shows a kind
of “inside of a correlator” on the frequency domain. The left plot is without RFI and the right plot is affected by three spectral
line interference at 142, 182, and 700 kHz. The x-axis is here limited to one MHz for a better visualization. The rest of the
frequency components will effect the lines only marginal, because with a GPS L/1-C/A most of the energy is obtained by the
main lobe. The y-axis shows the cumulative values of the prompt correlator output after the 1&D unit for the in-phase branch.
Here, the PLL is locked to the phase, so that all the energy of the GPS L/1-C/A signal is entirely in the in-phase branch. The
summation along the frequency axis is separately done once for the positive and additional for the negative frequency correlation
component. In case of a pure GNSS signal without any noise, the negative components would always be zero. Here, the noise
is distributed randomly but homogeneous to the positive and negative components. Both components together (yellow curve)
indicates the correlation process in the frequency domain. The time domain correlator gets only the final result, which is the
cumulative value of the positive and the negative components together at the highest frequency. Finally, Figure 6(b) demonstrates
the influence of RFI spectral line interference. The first spectral line interference at 142 kHz causes a jump into the positive
direction. Whereas, the interference at 182 and 700 kHz generate a jump into the negative direction. This leads to an error to the
final correlator result, which shall be corrected by the PCRC method. It shall be repeated again, that that kind of interference is
just for the demonstration and exists not in any real RFI situation. Even when a single spectral line interference would exists, the
RF signal chain of the GNSS receiver would already modify this spectral line to a broader spectrum and finally the digitization
would require a perfect synchronization to the RFI. Additionally, any frequency correction by the carrier wipe-off process to
remove the Doppler frequency from the GNSS signal would lead to a segmentation of the single RFI spectral line to adjacent
spectral line components.

IV. TEST SETUP

In this section, the test setup is described, which is used for the demonstration of the PCRC concept. As performance metrics,
the effect on the C'// Ny is evaluated in dependence to the I /N as shown in Figure 8 and 9.
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Front-end and Signal Recording

The software defined radio USRP-2952 from National Instruments were used as RF front-end. Real GNSS-RF-samples were
recorded with a GNSS antenna without any RF interference. In this paper, we compare the GPS L1-C/A signal with a personal
privacy device (PPD) and the Galileo E6-C signal with a narrow-band amateur radio signal. All the signals were recorded with a
complex sampling and a sampling rate of 10 MHz to get a bandwidth of 20 MHz. The recording was done on the 09.03.2020 at
4:08 pm. The strongest GPS L1-C/A and Galileo E6-C signal was selected with the PRN 25 and SVID 1, respectively. The RFI
samples were directly recorded from the PPD and amateur radio device with the same SDR. Later, they are digitally merged and
tuned for the different interference-to-noise ratios.

Software Receiver

For the demonstration and comparison of this post-correlation approach, the software receiver of Kai Borre et al. were used [24].
This gives other researchers the possibility to reconstruct the results. This receiver is very basic, but for our purpose more than
good enough, and the implementation can be easily modified thanks to MATLAB®. The receiver had been adapted for complex
samples [25] and a C'/ Ny-estimator was implemented according to the concept of Ward [26] with an additional correlator branch
just for the noise floor estimation. Additionally, the acquisition and tracking capability for Galileo E6-B/C were added with the
codes of [27]. The mentioned post-correlation RFI correction approach was implemented and will be compared with the classical
FDAF pre-correlation technique. The implementation of the FDAF was done according to [28, 29] with a FFT depth of 1024, an
overlap of 50%, and a Hanning window. The FDAF was not synchronized to the tracking unit.

Type of Interference

In this paper, we compare the GPS L1-C/A signal with a personal privacy device (PPD) and the Galileo E6-C with a narrow-band
amateur radio signal. Detailed studies about PPDs were done in [11, 12]. PPDs are a very complex type of RFI for a tracking unit
because of it very fast sweep time, which appear for a GNSS correlator as a broadband signal. Our PPD is of class II (FM-signal
with one saw-tooth function) transmitting in the E1/L1-band with a bandwidth of 12.18 MHz and a sweep time of 14.48 psec,
whereas the chirp up- and down-time is 6.83 and 7.65 psecs, respectively. It is shown in Figure 7(a).

(a) (b)

Figure 7: Used RFI for the tests: (a) Personal Privacy Device, and (b) YAESU FT-736R (FM/SSB Amateur Radio Receiver)
[Source: https://www.universal-radio.com/catalog/hammulti/ft736r.html]

The second signal source is a narrow-band amateur signal of group 2 as used in the measurement report about a potential
coexistence of amateur radio service and Galileo E6 [30]. It should be noted that there is no discussion and evaluation about the
on-going co-existence discussion done on CEPT level within this paper [31]. Here, this signal is just used for academic research
consideration. It is a FM signal with a test sentence of pre-recorded voice repeating the spoken names of German cities (,,Berlin,
Hamburg, Miinchen, Koblenz, Leipzig, Dortmund”). The hissing sounds within those names ensure that the voice spectrum
is equally balanced over the full audio bandwidth [30]. The occupied bandwidth (99%) is 11.1 kHz. The audio sequence was
repeated without interruption during the full test period. This FM-voice signal was transmitted by the all-mode transceiver of
YAESU with the model number FT-736R, which is displayed in Figure 7(b).

V. RESULTS AND DISCUSSION

The performance of the GNSS receiver is depicted with the effective carrier-to-noise ratio [16, 32], which was directly estimated
by the prompt and noise correlator outputs. This provides the capability to compare the quality of the countermeasures by the
post-correlation RFI correction (PCRC) and the classical frequency domain adaptive filter (FDAF). The FM-voice as interference
in conjunction with Galileo E6-C is given in Figure 8 and the PPD in conjunction with the GPS L1-C/A is plotted in Figure 9.
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Tests were also done by rotating the configuration scenario, but they are not presented in this paper because of similar results.
There would not be an additional benefit and the amateur signal is only occurring in the E6-Band whereas the PPDs are more
present in the L1/E1-Band. The integration time for both signals was set to one millisecond.
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Figure 8: Performance comparison of interference mitigation with Galileo E6-C and a FM-Voice signal as interference
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Figure 9: Performance comparison of interference mitigation with GPS L1-C/A and a PPD as interference

Figure 8 shows the effective C'// Ny for the Galileo E6-C signal, when FM-voice as interference is applied with and without of a
mitigation technique. The central frequency of the FM-voice signal has an offset of 200 kHz to the transmitted center frequency
of Galileo E6. Actually, the frequency offset in reality is at least 18 MHz as defined in the recommended IARU band plan for
region 1 [33]. But, the effect of the interference would be to small and not so meaningful for this paper. The blue curve provides
the effective C'/ Ny without any protection. Normally, there is a steady-going degradation by the increase of the interference level
as it is the case in Figure 9. The degradation varies by 12 dB. It is assumed that this is caused by the change of the frequency due
to the frequency modulation with the voice as information, which hits different spectrum lines of the code replica with strongly
different values. When the PCRC (green) is applied, we see an improvement in between of 20 to 32 dB. Compared with the
pre-correlation FDAF method (black), the robustness increases by further 25 dB. The potential of the PCRC method becomes
visible by the red curve, which brings further 25 dB and in total a robustness of at least 70 dB compared to no RFI mitigation.
In this situation, the limitation is given by MATLAB® and its internal accuracy of calculation. The estimation is done by using
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the RFI signal stream sprp;y directly instead of the input stream sp;,, for the I&D RFI estimator and it shows the maximum
performance, which could be achieved by a perfect separation of the RFI from the GNSS noise floor. The processing in the
frequency domain enables a higher degree of freedom, which might solve the separation with future research. The original idea
was to distinguish the interference with the support of different spreading codes. During the work of this topic, it figured out
that there is still the issue of separation. A second code just means a different amplitude and phase of the individual spectral line
components. Another idea is to including more than one integration time intervals by superposition. Normally, every integration
interval is only considered on its own. It is even possible to remove the GNSS energy by superposition, so that only the combined
RFI information of both time intervals remains. By optimization of the GNSS signal design, there could also be a solution for an
improved differentiator. Finally, the symmetry of the GNSS could be used. The positive and the negative frequency component
of the GNSS modulation have the same amplitude, but because of the baseband processing both components are overlapping.
Unfortunately, this also happens with the RFI components. To avoid this situation, the signal tracking must be done on an
intermediate frequency. Such kind of IF correlator had been demonstrated once in [34].

Analog to the FM-voice example, Figure 9 shows the effective C'/ Ny for the GPS L1-C/A signal, when a PPD as interference is
applied with and without of a mitigation technique. This type of interference is more challenging for the GNSS signal tracking
and interference mitigation, because it appears for a GNSS correlator as a broadband signal. The blue curve provides the
effective C'/ Ny without any protection. When the PCRC (green) is applied, we see an improvement of 12 dB. Compared with
the pre-correlation FDAF method (black), the robustness increases by further 6 dB. The potential of the PCRC method becomes
visible by the red curve, which brings further 42 dB and is similar to the absolute robustness of the narrow-band FM-voice signal.

VI. CONCLUSION

This paper introduced a novel concept to mitigate radio frequency interference (RFI) by the estimation of the RFI influence to
the correlator. The estimation will be subtracted after the correlation process. This keeps the classical time domain tracking unit
unchanged, which allows to activate the correction by estimation only in presence of the RFI to save additional computation effort.
The estimation of the RFI occurs in the frequency domain. However, a inverse transformation is not needed. The feasibility was
demonstrated by a software receiver and with real recorded signals. In this stage of work, this post-correlation RFI correction
(PCRC) is only an academic approach and is not yet competitive with the classical pre-correlation FDAF method. But, there
is a high potential to achieve higher performance of at least 70 dB protection against RFI. Some solution for future research
had been discussed. The influence of spectral line components by RFI was visualized in a unique way, which provides a better
understanding of how RFI is having an impact to the correlator result.
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