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Daz System wird heruntergefahren. Speichem
Sie alle Daten, und melden Sie zich ab. Alle
Lnderungen, dis nicht gespeichert werden,
gehen verloren. Das Herunterfahren wurde
won NT-8UTORITATAEYSTEM ausgeltst

Zeit biz zum Herunterfahren:  00:00:50

Meldung

Windows muzs jetzt neu gestartet werden,
da der Dienzt Remoteprozeduraufruf [RPC)
unenwartet beendet wurde

Sicheres Betriebss$
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Mexus Computing Agents

NCA NCA

Windows XP Service Pack 2 Selup Wizard

Welcome to the
Windows XP
Service Pack 2 Setup

Trusted
Before pouw irstall his update, we iecommes) USE Hub Tgl;?d
Bach up your gpsbem

Standard

- Cloze &l open programs

Tio gt thas wtallation Wirsdows maght recpse iadlaiting
alten i fivish this wizaid

To confnue, chek Hel.
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Sicherheitsfunktionen von Vista

BitLocker Drive Encryption (BDE)
Benutzerkontensteuerung (UAC)
Windows Integritatsmechanismus (WIM}
Dateisystem- und Registry-Virtualisierung
J Windows Resource Protection (WRP)
Speicher-Randomisierung (ASLR)

Datenausfuhrungsverhinderung (DEP)
USB Device Control
Windows Firewall
Windows Defender (Spyware-Schutz)
Internet Explorer 7 im geschutzten Modus
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Service Pack 1 fur Vista

0 Win32-APls fur die Datenausfuhrungsverhinderung (DEP)
0 Deaktivierung des Reduced Functionality Modes

7 Erweiterungen der BitLocker Drive Encryption
3 Authentisierung mit TPM, PIN und USB-Token
3 Verschlusselung von Datenpartitionen

7 Fehlerbehebungen bei der BitLocker Drive Encryption
3 Neuer Zufallszahlengenerator
J Verbesserte Smartcard-Unterstutzung

Quelle: http://[technet.microsoft.com/en-us/library/cc709618.aspx
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unter Vista

J Benutzerkontensteuerung (User Account Control, UAC)
unter Vista verfolgt die Ziele

3 Software auch unter ,Nicht-Admin-Bedingungen® lauffahig zu
halten

3 Benutzern begrundete Entscheidungen zu Veranderungen
am Betriebssystem zu erlauben
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unter Vista

Anteil der Sitzungen mit UAC-Meldungen
=—Vista = Vista SP1
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50
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Anteil in Prozent

10

0
Mai 07 Jun 07 Aug 07 Sep 07 Nov 07 Jan 08 Feb 08 Apr 08 Jun 08 Jul 08
Monat

Quelle: http://blogs.msdn.com/e7/
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Choose when to be notified about changes to your computer

T|"'?| |555r~'

1 1] 1
ch Control Panel

User Account Control helps prevent potentially harmful programs from making changes to your

computer.
Tell me meore about User Account Control settings

Always notify

]

Always notify me and wait for my response

®  Notify me when programs try to install software or make
changes to my computer.

®  Notify me when I make changes to Windows settings or
pregrams try to make changes to Windows settings.

| @ok

]l Cancel ]

o |

£y User Account Contr...

B OH S

1:55PM
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Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your
computer.
Tell me meore about User Account Control settings

Always notify

Only notify me when programs try to make changes to my
computer

®  [Don't notify me when I make changes to Windows
settings.

®*  Note: You will still be netified if 2 program tries to make
changes to your computer, including Windows settings.

s

[ '@D}{ ]l Cancel ]

£y User Account Contr... = ®l YT Mk 1:55PM
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Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your
computer.
Tell me meore about User Account Control settings

Always notify

MNever notify me
®  [Don't notify me when programs try to install software or
make changes to my computer.

% o Dontnotify mewhenImake changes to Windows
settings or programs try to make changes to Windows
settings.

]

[ '@D}{ ]l Cancel ]

£y User Account Contr... = ®l Ys Mk 1:56PM
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Benutzerkontensteuerung
und MS08-067

Affected Software Server Service Yulnerability -

CYE-Z008-4250

Microsoft Windows 2000 Service Pack 4 Critical
Remote Code Execution

Wwindows ¥P Service Pack 2 and Windows ¥P  Critical
Service Pack 3 Remote Code Execution

windows ¥P Professional x64 Edition and Critical
Wwindows ¥P Professional x64 Edition Service  Remote Code Execution
Pack 2

Wwindows Server 2003 Service Pack 1 and Critical

Wwindows Server 2003 Service Pack 2 Remote Code Execution
windows Server 2003 x64 Edition and Critical

Wwindows Server 2003 x64 Edition Service Remote Code Execution
Pack 2

Windows Server 2003 with SP1 for Critical
Itanium-based Systerms and Windows Server i
2003 with SPZ for Itanium-based Systems

nde Execution

windows Vista and Windows Vista Service
Pack 1

Important

Remote Code Weecution

Wwindows Vista x64 Edition and Windows Wi
%64 Edition Service Pack 1

Important

Remote Code Efecution

Wwindows Server 2005 for 32-bit Systems® Important

Remote Code ExEcution

Wwindows Server 2008 for x64-based
Systems®

Important

Remote Code Effecution

Wwindows Server 2005 for Itanium-based
Systems

Important

Remote CodegfExecution

Thomas Caspers ) ber 2008

Aggregate Severity
Rating

Critical

Critical

Critical

Critical

Critical

Critical

Important

Important

Important

Important

Important
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Affected Software g = . i '.'._i : .'1 e

Microsoft Windows 2000 Service Pack 4

Wwindows ¥P Service Pack 2 and Windows P
Service Pack 3

windows ¥P Professional x64 Edition and
Wwindows ¥P Professional x64 Edition Service
Pack 2

Wwindows Server 2003 Service Pack 1 and
Wwindows Server 2003 Service Pack 2

windows Server 2003 x64 Edition and
Wwindows Server 2003 x64 Edition Service
Pack 2

Wwindows Server 2003 with SP1 for

Itanium-based Systerms and Windows Server
2003 with SPZ for Itanium-based Systems

windows Vista and Windows Vista Service
Pack 1

Wwindows Vista x64 Edition and Windows Vista
%64 Edition Service Pack 1

Wwindows Server 2005 for 32-bit Systems®

Wwindows Server 2008 for x64-based
Systems®

Wwindows Server 2005 for Itanium-based
Systems
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ﬁ 2 important messag

yware and other malware protection (Important)

Virus protection (Important)
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. Control Panel Home :
Review recent messages and resolve problems

Change message settings Mo problems have been detected.

User Account Control settings

View reliability information Security ':EJ'
WindoS g e Spyware and other malware protection (Important) —

. . n ate now
Back up or restore your files e Windows Defender is out of date. =
Change firewall settings Turn off messages like this Show me my available options.

Change Internet settings

Virus protection (Important)

View information about your

Find a program cnline

computer's perfformance Windows did not find antivirus software on this computer.
Turn off messages like this Show me my available opticns.
’ Maintenance (20

Don't see your problem listed?

. Troubleshooting - f Systemn Restore
Find and fix preblems . Restore your computer to an
earlier time

Improvement Settings

Windows Program
Compatibility Troubleshooter

I'? Windows Solution C... -Ell Til I:J.-=| My 1:53 PM
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Select the items you want Windows Solution Center to monitor

Windows will check the selected areas for preblems on a regular kasis. You will receive messages if
Windows detects any problems. How dees Selution Center moniter my cemputer?

Security
Automatic Updates Spyware
Internet Security User &ccount Control
[¥] Firewall [¥] Virus [%

Maintenance
[¥] File Backup [¥] Windows Update

Maintenance Checks

Felated settings

Problem Reporting Settings
Windows Update Settings

[ OK ] ’ Cancel Apply

xplorer ca... £y Change message se... E ol YT M 200PM
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3 .NET 3.0 ist in Windows Vista enthalten
7 Aktuelle Version: .NET Framework 3.5 Service Pack 1

3 Wird uber Windows Update verteilt Microsoft:
(ab XP mit .NET 2.0) n_e't
o
WCF WPF Forms LINQ ASP.NET DLR

Common Language Runtime
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Sicherheitsmodell

1 Pragmatische Anderung:
NET Framework 3.5 SP1 Allows managed code to be
launched from a network share!

Quelle: http://blogs.msdn.com/vancem/archive/2008/08/13/net-framework-3-5-sp1-allows-managed-code-to-be-launched-from-a-network-share.aspx

3 Tatsachlich:
FullTrust on the Locallntranet

Quelle: http://blogs.msdn.com/shawnfa/archive/2008/05/12/fulltrust-on-the-localintranet.aspx Microsoft*
| __ IS NET
J Neue Empfehlung von Microsoft fur .NET:

Software Restriction Policies
0 Zusammenspiel .NET Security Policies und SRP unklar
1 Strategie zur Code Access Security derzeit nicht erkennbar

3 Konkrete Umsetzung in .NET 4.0 (im September 2008
erstmals angekundigt) bleibt abzuwarten
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0 Grundsatzliche Ziele
3 Hohere Stabilitat
1 Bessere Unterstutzung fur TPM-Anwendungsentwickler‘
0 TPM-Selbsttest durch Treiber (falls nicht durch das BIOS)
3 Verbesserung der Event-Log-Nutzung
3 TPM Treiber, TPM Base Services
1 Bereitstellung des TCG Event Logs durch Windows
0 Entropie-Generierung allein durch TPM-Treiber
3 Vista SP1 benotigt noch TPM Base Services

d Zurucksetzen des Schutzes gegen Worterbuchangriffe
durch Windows (mmc.exe, TPM_ResetLockValue)

3 BitLocker fur USB-Massenspeicher
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Windows 7 und Speicherschutz

¥ Process Explorer - Sysinternals: www.sysinternals.com [124n1:ﬁ-l'-'|ﬂﬁ’h.CasEr5] A . [':' | [=] ﬁ
File Options View Process Find  Users Help
ﬂlllﬂ@&llfﬂlﬁ@ -=“-
Process CPU  Integrity Virtualized
I B System Idle Process 0 5077 niax
B carss exe hi2 ndax
B wininit .exe 616 “niaz
B_|cerss.exe 624 <nfax
B winlogon.exe 752 ndax

i3 conime exe
= B update.exe
f7d avnotify exe

2832 Mittlere Verbindlichkeitsstufe

Mittlere Verbindlichkeitsstufe
2.31 Miedrige Verbindlichkeitsstufe

Mittlere Verbindlichkeitsstufe

4224 Mittlere Verbindlichkeitsstufe

Virtualized DEP (pemanent)
Virtualized

Virtualized DEP {pemanent)
<nfas
Virtualized

CPU Usage: 9.23% Commit Charge: 46.84% Processes: 77

—

Thomas Caspers

4. Dezember 2008

Vista/IE7
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& Process Explorer - Sysinternals: www.sysinternals.com [124ncb400\Caspers]

EEE)

File Options View

Process  Find Users Help

H A= @Ee s S |
Process FIDO CPU Integrty Virtualized DEF ASLR
4 Process Explorer - Sysinternals: www.sysinternals.com [Caspers2-PC\CaspersZ] = || = |||

File Options View Process

& () =EFE B

Find Users Help

Y -;=_

Process
[+ 8] System Idle Process
B | csmss exe
[ B wininit exe
B | camss exe
| winlogon exe
= (M explorer.exe
w# VBoxTray exe
L procexp exe
= & iexplore exe
Eiexplore exe

PID

0
372
402
420
452

3700
3983
1244
2644
3328

CPL | DEP

95.15 «<n/a:
N/as
N/as
n/as
n/as

0.97 DEF {pemanent)

DEFP {pemanent)
DEFP {pemanent)
DEFP {pemanent)

Integrity

Medium
Medium
Medium
Medium
Low

ASLR

ASLR

ASLR
ASLR
ASLR

Virtualized

Virtualized

Virtualized
Virtualized

m

CPU Usage: 4.85% Commit Charge: 30.25%

Windows 7/IE8

Thomas Caspers

Processes: 35 Physical Usage: 62.86%

4. Dezember 2008
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von Windows 7

3 Morro
1 Kostenloser Virenschutz fur Windows 7 (und Vista/XP}
3 Unklare Abgrenzung zu Windows Defender und MSRT
0 Gadgets
3 Weiterentwicklung des Windows Sidebar in Vista?
3 Zementierung einer industrieweiten Fehlentwicklung
O Identitatsmanagement
3 Live ID als Single Point of Failure
3 Geneva (Framework, Server, CardSpace)
3 Windows Azure
J Ruckkopplung von Singularity-Forschungsergebnissen?

0 Aktivierung, Windows Genuine Advantage, Verfugbarkeit
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Kontakt

Thomas Caspers

Bundesamt fur Sicherheit in der
Informationstechnik (BSI}

Thomas Caspers

Referat 124 — Sicherheit in Betriebssystemen
Godesberger Allee 185-189

53175 Bonn

Telefon 022899-9582-5452

Fax 022899-10-9582-5452 _
E-Mail thomas.caspers@bsi.bund.de

www.bsi.bund.de
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