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Robin Demonstration April 2008

Simulated Situation:
• Cell Phone Platform
• Linux and Dialler
• Fully Compromised Linux
• Attempt to Dial 0900 xxx
• Dialler reliably shows number before dialing
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Outline
• Virtual Machines and Micro-Kernels:

Orthogonal and Complementary Technologies
• TUD:OS Propaganda
• Application Areas
• Where we Stand, What we Need
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Getting ...  where ?
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Any Better ... ?
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Security

Is Virtual Better Than Real ?

HEISE ...

• 7.11.2008: Bug in VMware’s CPU emulation grants 
elevated privileges

• 31.10.2008: VMware patches ESX server to close 
security holes

• 6.10.2008: VMware patches various vulnerabilities

• 19.9.2008: security update for VMware ESX
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Virtual Machines

Virtual Machines

• Isolation

• Reuse of COTS Operating Systems and 
Applications
through (Virtual) Hardware interface

At the price of complexity !
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Micro Kernels 

Virtual
Machine
Monitors

Virtual Machines

Virtual Machines

• Isolation

• Reuse of COTS Operating Systems and 
Applications
through (Virtual) Hardware interface

At the price of complexity !
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Micro-Kernels

• Isolation and Communication
• Highly Effcient IPC
• IPC Control through Capability System
• Security Policy through IPC Control

• Operating Systems Based on Small, Isolated, 
Securely Interacting Components
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Orthogonal and complementary technologies
• Micro-kernels → Isolation
• Virtual Machines →  (Virtual) HW Interface

Light-Weight Micro-Kernels
• Componentisation of Operating Systems
• Split applications, run critical on Micro-Kernel, 

uncritical on COTS Operating Systems

Small Trusted Computing Bases
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Any Better ... ?
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Any Better ... ?
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Any Better ... ?
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Any Better ... ?

BLOB
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Separate (Virtual) Machines

BLOB

BLOB

BLOB

Virtual Machine Monitor

BLOB
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Smaller Hypervisors
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Smaller, Special Purpose BLOBs
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BLOBs/VMs plus Critical Applications ...
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… Based on Componentised, Small OS
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Separate Virtual Machine Monitors?
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Critical
Application

Reuse COTS for Critical Applications
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L4/Nizza Architecture
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L4/Nizza Applications: VPN
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L4/Nizza Applications: VPN
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L4/Nizza Apps: Internet Transaction
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L4/Nizza Apps: Internet Transaction

Microkernel

Loader GUIUser
Auth

Secure
Storage

Legacy OS
(e.g., L4Linux)

internet       
 select goods

       sign and pay             
        

editor 

extremely
simplified
Webserver

Show and Pay 



Hermann Härtig, et al. München, Dezember 2008, UniBW&BSI, Mikrokerne und Virtualisierung 33 of 32

Computer Science Department, Operating Systems Group

Complexity Numbers
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AppCoreOriginal Application

Reducing TCB Complexity for Security-Sensitive Applications:  Three Case Studies 
Lenin Singaravelu, Calton Pu, Hermann Härtig and Christian Helmuth 
Eirosys 2006
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Application Possibilities

• Security-Sensitive Applications
• Safety-Critical Scenarios
• Real-Time
• ...
• Combinations thereof
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Stay Tuned

Prototypes in Dresden & San Diego
• Full Virtualisation on KVM/L4Linux/L4Fiasco
• Full Virtualisation with 30KLoC on 

Vancouver/L4NOVA
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TU Dresden 12/2008 
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San Diego OSDI-Poster 12/2008
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Research Needs

• Components based on Capability Micro-Kernels
• Split Applications
• Formal Verifcation
• Applications

– Safety Critical System
– More on Security
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Conclusions
• Combine COTS and Security-Sensivity
• Reduce Size (and Complexity) by orders of 

Magnitude
• Support and Reuse Legacy Software
• German Academia are Leading Players  
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