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Section One: Criminal Activities in the Information Age
Today nation-state militaries are reliant on advanced information technology (IT) for threat detection, weapon launch, guidance, and detonation.  Simultaneously, within societies, IT offers law enforcement personnel new methods for catching criminals and terrorists while simultaneously offering the latter the chance to attack nation-states and society in ways never before anticipated. While any criminal, terrorist or state sponsored computer information or network attack is difficult to predict or expose under any circumstances, IT attacks are twice as difficult to uncover. These attacks occur in the interdependent public, military and private domains, and are often anonymous. Thus the military cannot stand between the threat and the public as it once did. Instead, the role of law enforcement agencies has increased dramatically to counter this criminal/terrorist threat. 

 Information age people don’t understand completely the consequences of the use of IT, can’t watch certain aspects of a state or criminal’s information mobilization, don’t understand the fog and friction of the information environment in which they operate, and must deal with both military and societal threats simultaneously. Criminals and terrorists capitalize on this uncertainty. In many cases, states aren’t even sure who the players are as criminals and terrorists hide behind the façade of a nation-state to perform their activities, at times giving their activities the appearance of state sponsorship.  

To control the consequences of the use of IT products demands target intelligence far beyond that required by most weapons, a fact most criminals and terrorists recognize as an advantage. Law enforcement agencies can’t respond indiscriminately. They must spend much time and effort on this issue. Criminals/terrorists usually don’t care if their attacks have secondary consequences since the generation of chaos detracts attention from the source of the attack. Law enforcement agencies handling these attacks must consider carefully each use of electrons since any response is capable of damaging not only the criminal/terrorist target set intended, but also several unintended targets (due to the integrated nature of society in the information age). 

Additionally, it is difficult for citizens and law enforcement agencies to measure the Aintent@ of electrons. They may appear harmless when they enter your computer as a file, only to appear as a virus carrier or some type of logic bomb upon closer examination. Further, the use of electrons is scalable to an extent not feasible with most weapons in matters of both effect and size. Electronic attacks can be administered in small or large doses by individual hackers or entire detachments, and increased or decreased on demand. Both states and criminals/terrorists can use electrons as information weapons anonymously, while more traditional state weapons have a large and more recognizable signature. This makes any law enforcement response against a criminal electronic attack tricky since the characteristics of an electron stream (invisible, anonymous, unknown intent, quantity, etc.) are vague at best.

A criminal or terrorist use of these capabilities is difficult to interpret or capture under law. One US agency that has not overlooked the term, and for good reason, is the Justice Department which must interact with Congress and enact laws against cyberweapon toting criminals. On 15 July 2002 Reuters reported that the US House of Representatives had approved a bill to increase online surveillance and stiffen penalties for computer crime. Now, punishments for cybercrimes will take into consideration the perpetrator’s intent and other factors (such as whether sensitive government computers were the target) in addition to the amount of economic damage caused. The latter used to be the sole criteria for sentencing someone until the introduction of this bill. Outside the US, the European Union has developed a Cyber Crime Convention for the Council of Europe=s Cyber Crime Convention. 

These characteristics of the information age generate a host of questions for analysts and investigators to consider and act upon. For example, consider just the issue of anonymity. Is the reliability of a response negated due to anonymity, and if that is the case,
 then how and against whom is the response to be directed? Against the most likely aggressor even if one is not 100% certain? Is some type of proportionality response more desirable? Will one nation destroy another nation=s information infrastructure only to later ascertain that the attacker is an individual, a Aunivirusbomber@? In light of such issues, what mechanisms are there for law enforcement agencies to control the use of these weapons? Clearly, consequence management is playing a key role in many of the law enforcement policies of nations today while experts try to grasp the complexity and consequences of the information age.

Further, is there a profile that fits the cyberterrorist or criminal? That is, who commits these cyber crimes? Anyone with illegal intent and even a minimum of computer skills could find a way to involve a computer in most any type of crime such as a disgruntled employee who wanted to inflict damage or to steal proprietary data for resale or personal gain. A stereotype of a computer criminal is difficult at best. 

Three things are required for a crime: motivation, access and capability. The motivation for illegal access may be as simple as “because it was there.” Or it may be to show power and expertise to other hackers or for a more sinister purpose such as corporate espionage.  Access will vary depending on the computer system used. If an incident occurred on a stand-alone classified network for instance, access would have to come from an insider. If it is from an internal network that has a gateway to the Internet protected by a firewall, it could be an insider or an outsider who exploited vulnerabilities in computer security measures. Determining who had access may be tricky. These days anyone with a computer normally has a modem, cable or Digital Subscriber Line (DSL) service making the pool of network crime suspects nearly impossible to trace. 

Capability is also hard to determine. Computer operations have become more intuitive and automated. Even hacker exploits have become a point and click process to some extent. However, if you are tracking an account holder that normally exhibits just enough knowledge to send and receive e-mail, it is doubtful whether that person is the one who can capture the keystrokes of the company CEO’s e-mail. Co-workers, friends, and family can usually give you a good idea if a suspect has extensive computer knowledge. On occasion hackers themselves will tell you how smart they are, especially the young inexperienced ones. Most young hackers are just out to break and enter as many computers as possible and usually cannot do so without bragging to their peers. More sophisticated state trained information warriors, however, use this to their advantage. They may sit back and use the static of hackers as a smoke screen for their intelligence gathering. They may also recruit or use unknowing hackers to assist a break-in.  Other places to find capability is any Internet Relay Chat (IRC) channel that is frequented by subjects.

This chapter will examine the computer from the perspective of its use by law enforcement and by criminals and terrorists. The perspective is that of two Americans discussing US developments in these areas. Representatives from other nations might view these operations in a slightly different manner.

 SEQ CHAPTER \h \r 1Section Two: Computer Crime and Digital Forensics: Controlling Criminal Misuse of the Internet 

The Computer as Cyber Criminal

Just as the Internet has become a main means of communication for commerce, banking, education and entertainment, it has also become a medium for criminals to commit both old and new types of crime. Computer crime awareness began in the 1980s and 1990s. One early definition of “computer crime” was any violation of a computer crime statute. This definition was not very helpful, particularly at an international level. For example, it did not define what type of computer crime statute was under consideration. In the United States, there are federal, state and local laws that could be applied to this definition. On the international level, there are some countries with national computer crime laws while others still have no specific laws addressing the issue.  By including the word “computer” in the term “computer crime”, some argue that it leaves off other digital means such as pagers, cell phones, personal digital assistants, and so on. Thus the definition did not include a host of devices associated with the information age.


A more accurate term used since the late 1990s is “cyber crime”. It evolved after the term “cyberspace” was made popular by the media. The Council of Europe developed a common language for dealing with such issues. Representatives noted 

The integration of telecommunication and information systems, enabling the storage and transmission, regardless of distance, of all kinds of communication, opens a whole range of new possibilities. These developments were boosted by the emergence of information super-highways and networks, including the Internet, through which virtually anybody will be able to have access to any electronic information service irrespective of where in the world he is located. By connecting to communication and information services users create a kind of common space, called ‘cyber space’. 

The Council went on to define “cyber-space offenses” as those offenses committed against the integrity, availability and confidentiality of computer systems and telecommunications networks, and include the use of such networks or their services to commit traditional offenses. Examples include illegal money transactions, offering illegal services, violation of copyright, and issues that violate human dignity and the protection of minors. 


Throughout the documents from the Council of Europe, the terms computer - related crime, cyber-space offenses and cyber crime are used interchangeably. The Council of Europe is not the only organization that has not fully defined cyber crime. The US government has no formal definition for cyber crime or computer crime. It does, however, have statutes that give examples instead of definitions of what is punishable under US federal code. The US statutes will be discussed in more detail later. What follows is a listing of types of cyber crimes.

(1) Data manipulation for reasons of theft, fraud or sabotage 


Computer data by its nature is very volatile. The data on a computer system is stored electronically on some type of digital media. As the saying goes, it is all 1s and 0s. The manipulation of that data and the ability to know what has been changed depends on a variety of factors. Like other crimes, the criminal has to have motive, access and capability to commit the crime of data manipulation. A disgruntled employee for a software company could install code into a commercial software package to make the program unmanageable at some point in the future and accomplish date manipulation. A bank worker could manipulate electronic transactions to siphon off funds to a surreptitious account. There could be outsiders who attack a networked system and then once inside change data for any of the above reasons; or someone may want to get to medical records to fake an illness so that an insurance company drops a policy or a future employer doesn’t hire someone. Enemy countries could try to change intelligence databases to remove suspicion about one of their spies. Thus, there are a multitude of motivations for data manipulation. Access is the difficult element in this equation of motive, access and capability. The insider may have to expand “user” access to an increased level to commit the crime. Such increases in access are traceable. Capability is simply the ability to know what piece of data to change. Those with a higher capability not only can gain access but can protect themselves by ensuring that logs are turned off and file dates are changed. This insures that such indicators do not point a finger at them. 

(2) Destruction or damage of infrastructure operations


At first glance this may seem like an information warfare technique and indeed it is one goal of an information warfare plan. However, in the US experience, this is not solely the work of a nation state, as organizations and even individuals are often implicated in destructive infrastructure operations. In the US, a hacker group was able to disrupt the 911emergency phone service. This attack on a critical infrastructure operation may have cost human suffering and had the potential to cause loss of life. Other hacker groups have been able to disrupt power infrastructure systems on a smaller scale. This is a wake-up call for any nation not willing to adequately protect its critical infrastructure assets. During peacetime or time of war, a disruption of critical infrastructure resources can affect the government’s ability to secure the country. 

(3) Using the computer as an instrument to break into, enter, trespass, steal, damage, or intercept communications of other devices through the computer network (internally or from the Internet) 


A gun may be the instrument used in a crime such as murder, and a computer may be used by a criminal to transmit ions down range to carry out the criminal’s nefarious deeds. The computer is then said to be an instrument used to commit the crime. The computer assists the criminal in carrying out his intent of misdeed. If it is proved that a certain computer was an instrument involved in a crime, there needs to be no evidence of the crime on the computer.


A hacker usually has a purpose when breaking into other computer systems. Those reasons range from espionage to “just because I can”, and everything in between. Also, a crime is committed when a user of a local area network exceeds his ordinary user access to system administrative rights and accesses prohibited parts of the system or network.

(4) Political and economic intrigue such as money laundering, slandering a political candidate, or using “hactivism” tactics


The advent of the computer has increased the ability of the criminal to launder money, making an old process much easier. The process of laundering money obtained from illegal activities is faster, safer and simpler by the use of networked systems and computers. The process can be made so convoluted that it is nearly impossible to trace the money flows, or track the companies, which can be created and changed in an instant. The laws of different countries also compound the issue. The Internet and the ability to conduct banking on-line anywhere in the world further complicate the ability to regulate financial transactions.


The new use of computers incorporates old political motivations, discrediting competition, building mass hysteria, disinformation, and winning publicity for causes. This new computer form of protest/confrontation/activism has been termed “hactivism”. Many countries, groups, and individuals use web page “graffiti” as a public medium to support their hactivist efforts. 

(5) Using the computer as an anonymous means to conduct illegal activities, such as producing, distributing or downloading child pornography, using the computer to find and entice victims such as children for pedophilia, to construct pyramid schemes via e-mail, etc


Using a computer for communication through the Internet can give a person the sense of anonymity. An anonymizer is an Internet connected service that takes e-mail, strips it of the return header and puts its return header on your e-mail. Most of these services do not keep logs or records and it is impossible to find the originator of the e-mail. The regular user may not know that there are many methods to identify and find him. The experienced user can make anonymity a reality, however. Not only anonymizers but Internet Protocol (IP) spoofing (using another IP address as a source), using cyber cafes or other public Internet sites, obtaining someone else’s Internet account, breaking into and using someone else’s computer system, traveling through multiple systems that have been hacked to complicate the ability to trace them back to the original source, and deleting logs or other records of access are all examples of how to remain anonymous. These methods make it difficult for law enforcement to find the perpetrator of any of these illegal activities. 

(6) Copyright infringements and violations of intellectual property (copying or the  illegal distribution of commercial software, music, and now digital videos);   Intellectual property violations that include plagiarism 


Copyright infringements run rampant for software. Commercial software products have not only been copied for home use from work, but many sites can be found that contain copyrighted software for free download by anyone over the Internet. These sites are called “warez sites”. Usually a hacker finds a vulnerable and publicly accessible anonymous File Transfer Protocol (FTP) server. Once hacked, the hacker creates a directory and places all the illegal software in it. Then he notifies his friends or others via e-mail, IRC messages, and so on to not only publicize the system but also the directory and any username or password so that people can get into the system. Copyrighted music was and still is available for download. The biggest site, Napster, was forced to shut down its use of copyrighted music but can still make available non-copyrighted music. Digital videos are the latest victim. During a computer security assessment at a US government agency, an FTP site that was hacked was found to contain digital videos that had not been publicly released on DVD yet. 

(7) Virus creation and distribution


This type of crime is the most often recognized and discussed, and is a crime that may fit many of the above categories. A virus can have many purposes, such as the destruction of data for sabotage reasons, the collection of data for intelligence purposes, network slowdowns for information warfare purposes, and so on. A virus is built to spread itself in some fashion to other computers via several means, to include “Sneakernet”, the manual transport of a diskette, or a worm that propagates itself in some fashion across the network. Most viruses are attachments to e-mails that are executed by the user. However, today’s viruses are becoming even more lethal. They can be part of a web site script or are automatically executed by the function of the mail program. Not only is destruction of data at risk, but information may be intercepted and sent via e-mail to other locations (data such as the password file). Some worms or viruses attack other systems until the network is clogged to a stand still. Others infect a system but then wait until a certain date to carry out its destructive task, such as wiping out all of the contents of the user’s hard drive. These latter viruses are called “logic bombs” but the payload may be considered a virus.

Other criminal computer uses  


Computers can also help criminals due to some of the tools available to them either commercially or on the Internet. These include anonymizers, fake return addresses, encryption and even steganography tools to hide communications. Encryption, of course, is the method of encoding a file with a key to produce a scrambled document. The receiver of your encrypted message must have a key to decode the encrypted message. Steganography is the art of hiding or embedding a document or other file within another “carrier” file. Most standard steganography programs have the ability to encrypt the document first and then embed it in a carrier file such as a web graphic file or audio file. This presents two levels of difficulty in finding these illicit communications, first detection and extraction of the embedded file, and then the decryption of the encrypted document.  Of course, law enforcement can benefit from the use of these tools as well.


Another communication device used by criminals is Internet Relay Chat (IRC) or ICQ, an Internet tool that indicates who is on-line at any time and enables you to contact them. This device is composed of a series of servers, which provide “channels” for members to join. Chat channels usually are by topic. Members may establish their own chat channels, which can be made private (by invitation only). Most IRC services do not log any activity of these channels. They provide the means to transfer files anonymously. Pedophiles, hackers and other criminals use this communication means to further hide their communications. 
 

The Computer as Cyber Cop

The computer can assist investigators in several ways. These include the following:


(1) Computer and/or Hardware is Merely a Storage Device for Evidence of a Crime
Computers store crucial data—both informational and evidentiary. Investigators can obtain evidence or information in the form of a trail of bits across the network (if it was perpetrated across the network) or files stored on an information system if the perpetrator used an information system in any part of the crime. Investigators now know to check digital devices for clues, such as pagers, cell phones, personal digital assistants (PDAs), computers, Internet service accounts, and billing records of these services. Computer files are stored according to the type of operating system. When a criminal believes he is erasing a file, he may in fact only be erasing a directory pointer to that data and not the actual data. Many investigators have benefited from the criminal’s false belief that “if I erase a file, it’s gone.” For example, in one crime, the rape of a 15 yr old, the perpetrator met and courted the victim through the Internet. The trail of evidence was extensive. It was possible to obtain the identity of the perpetrator from his “screen name” or alias used on the computer system from the Internet service provider. The victim’s computer stored copies of e-mails between the victim and the subject. Further investigation from the subject’s computer revealed those communications, such as the fact that the subject received a message from the victim revealing her age. Also found were other messages to potential victims of a similar age, to include travel arrangements, reservations, etc that corroborated the victim’s story. 


(2) Computer and/or Hardware is Instrumentality, Contraband or Fruit of the Crime
The computer can be the device that assisted in the commission of a crime, the “instrument” used to intrude or trespass into other computer systems. The hacker uses the computer as his “burglary tool” just as a computer helps the sex criminal create, collect, or distribute child pornography, or it may be purely contraband.  

The computer is considered the “fruit of the crime” if, for example, a hacker using fraudulent credit cards purchases a computer system. This is not uncommon for hackers involved in “carding”, stealing credit card numbers either through hacking e-commerce site customer databases or from other more traditional means. 

(3) Computer and/or Hardware can be the Target or Victim of the Crime

The computer may be the target of the crime. A hacker may want to control or “own” a specific computer system. That computer becomes the hacker’s target. “Owning” or having root level privileges may be the sole target of the crime. When this is the case, the computer may serve as a container of evidence.

(4) Computer and/or Hardware can be a Witness to the Crime

A local area network at a company or business has many resources that individual computers share when logged into the network. The network also may have perimeter security devices or computers that protect those internal assets, grant user privileges to those internal resources, and conduct bookkeeping on three things: the users, the assets and the outside entries into the local area network. These logs, records and other similar data may serve as a “witness” of a crime committed against one of its internal computers. Take for example border router logs. A border router sits at the gateway between the Internet and a local area network and routes traffic or packets of data. This router has the capability to filter out unwanted traffic to some degree and to produce logs. These configurations are called access control lists. They are tailored to meet the needs of the local area network’s operational requirements. These sets of rules may log certain events while the logs may contain information about a computer break-in. Another “eye-witness” report may come from a firewall. A firewall is a computer application or a combination of a hardware appliance and software that protects a network from outside connections. The rule set of a firewall is configurable and can also filter out unwanted traffic while logging activities. These logs may contain information about a break-in. The local area network may have a file server or network administration machine that controls and logs user access. There are also specific types of systems that may contain logs such as the web server, mail server, FTP server and proxy servers. Each of these systems could potentially be a witness depending on the type of computer crime. 

(5) A Computer Provides Digital Evidence


Digital evidence is data that indicates a crime has occurred. It is contained on a myriad of digital devices, to include computers, personal digital assistants, pagers, cell phones, global positioning system (GPS) devices, and so on. Investigators, cyber security personnel, witnesses, system managers or victims of a crime can access or collect digital evidence and use it to prove a crime has been committed.

Digital Forensics

One of the key tools available to investigators and analysts to uncover illegal electronic activity is forensics. Forensics is the use of science and technology to investigate and establish facts in criminal or civil courts of law. Computer forensics is using scientific methodology to investigate and obtain facts in a criminal or civil case on computers, computer media or computer hardware. Most law enforcement organizations are moving toward a more inclusive term to cover other digital media such as Personal Digital Assistants (PDAs), cell phones, pagers, Global Positioning System (GPS) devices, network devices, etc. This term is digital forensics. Interestingly, the forensic analysis of digital devices is both an investigative and a forensic laboratory mission. Digital forensics entails extracting the information from the digital device by using standardized processes that eliminate or reduce the chance of altering the evidence. Many in the law enforcement community have studied the problems of digital forensics and have adopted community standards to process digital evidence. As with any forensic process, this will be a work in progress as new technology is developed and new programs and procedures are discovered. 

The forensic laboratory brings standardization to the world of forensics. The accreditation authority for approximately 85% of all the crime labs in the US is the American Society of Crime Laboratory Directors (ASCLD). Their mission is to develop standardized procedures for many forensic disciplines to include fingerprint analysis, ballistics, DNA analysis, toxicology analysis, etc. In the year 2000, ASCLD began to develop standards for digital forensics as well. There are many factors involved in accrediting a standardized process when it comes to digital forensics. In other forensic disciplines, the tools must first be standardized and tested to ensure they function properly and as expected. An example would be a blood machine, which must meet certain technical specifications in order to be able to conduct DNA analysis. Also, many years of researching DNA were required to be able to categorize and draw conclusions about the DNA sample. Then a process had to be written without altering the sample to skew the results. Digital forensics on the other hand is in the embryonic stages of becoming a forensic discipline. Some laboratories will not incorporate it as a forensic discipline until specific processes are in place. For example, the forensic tools for digital forensics consist of several items 1) hardware platforms to conduct the analysis 2) a variety of different software programs that do a variety of tasks to complete the analysis 3) peripheral devices that assist with the analysis, e.g. adapters, cables, keyboards, printers, scanners, etc and 4) protocols that address different configurations such as hardware platforms, operating systems, applications, networks, and so on. With technology moving forward at the speed of light and the next generation of computers only six months away, it is a formidable task to nail down hardware/software requirements, processes and required types of analysis steps for every possible scenario. This is especially the case since no two computers are configured exactly alike.

The first step toward making digital forensics a real forensic discipline is testing the tools and the platforms to ensure that no data is missed. There is a project at the National Institute of Standards and Technology (NIST) in the United States called the Computer Forensic Tool Testing (CFTT) Project. The U.S. Department of Justice’s National Institute of Justice (NIJ), federal, state and local law enforcement, and NIST support the CFTT project. CFTT is designed to provide a measure of assurance in the results of investigations based on automated tools used in computer forensic examinations. 

A second step toward enhancing digital forensics is another NIST project called the National Software Reference Library (NSRL). The NSRL is designed to collect software from various sources and incorporate file profiles computed from this software into a Reference Data Set (RDS) of information. This enables law enforcement, government, and industry to review files on a computer and attempt to match them with those in the RDS. The idea is to eliminate many superfluous files if they match the profile of a commercial software product. This will help investigators to quickly sift through the enormous number of files that computers contain and focus only on those files that have the potential for containing informational or evidentiary data. 


A third step in making digital forensics a more accepted forensic discipline is adopting community standards in the examination of digital media. In the United States, there are many scientific working groups that develop, promulgate and research new technologies in many forensic disciplines. These scientific working groups are sponsored by the local, state and federal government, and consist of experts from government, academic and law enforcement backgrounds. They publish their recommendations to the community for comment and acceptance. The Scientific Working Group for Digital Evidence (SWGDE) is responsible for the development, promulgation and publishing of digital evidence standards. Of course, as with any discipline, a common terminology must be adopted. SWGDE has drafted and submitted to the International Organization on Computer Evidence (IOCE) the following definitions:


Digital Evidence – Information of probative value stored or transmitted in digital form.


Data Objects – Objects or information of potential probative value that are associated with physical items. Data objects may occur in different formats without altering the original information.


Physical Items – Items on which data objects or information may be stored and/or through which data objects are transferred.

Original Digital Evidence – Physical items and data objects associated with such items at the time of acquisition or seizure. 

Duplicate Digital Evidence – An accurate digital reproduction of all data objects contained on an original physical item. 

Acquisition of Digital Evidence – A process that begins when information and/or physical items are collected or stored for examination purposes. The term “evidence” implies that the courts recognize the collector of evidence. The process of collecting is also assumed to be a legal process and appropriate for rules of evidence in that locality. A data object or physical item only becomes evidence when so deemed by a law enforcement official or designee. 

Copy – An accurate reproduction of information contained on an original physical item, independent of the original physical item.

Due to the very nature of the global economy, the borderless realm known as cyber space and the accessibility of governmental, industrial, academic and other information to hundreds of millions of people across the globe, it is necessary for law enforcement to collect and exchange digital evidence across jurisdictional and national boundaries. US and international organizations seeking to assist the law enforcement effort include the following:

National (US)

National Infrastructure Protection Center (NIPC) – The center is a joint government and private sector partnership whose mission is to prevent and respond to cyber attacks against US critical infrastructure systems. NIPC has become the US cyber crime point of contact for international inquiries into cyber intrusion issues. http://www.nipc.gov/
US Department of Justice (USDOJ) Computer Crime and Intellectual Property Section (CCIPS) – A section of the Criminal Division of the US Department of Justice that: drafts and recommends US laws for cyber crime issues; develops guidelines for US Attorneys and law enforcement in the handling of digital evidence and presentation of cases involving cyber crime in federal court of law; assists local and state governments in the formulation of local and state laws involving cyber crime and digital evidence issues; represents the US on international organizations working on international cyber crime issues;  and participates in a myriad of other tasks that promote legal issues addressing cyber crime and intellectual property.  The Computer Crime and Intellectual Property Section (CCIPS) of the US Department of Justice (USDOJ) published a guideline entitled “Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations”. This document gives examples of when it is best to seize a computer or search it at the site. These are guidelines and not policies, as final decisions must be based on the facts surrounding the case.

http://www.usdoj.gov/criminal/cybercrime/index.html
Scientific Working Group on Digital Evidence (SWGDE) – This organization of US law enforcement and forensic organizations establishes and promulgates forensic guidelines and definitions for the handling and analysis of digital evidence.  http://www.for-swg.org/swgdehm.htm
Federal Bureau of Investigations (FBI) Computer Analysis Response Team (CART) – The CART provides assistance to FBI field offices in the search and seizure of computer evidence as well as forensic examinations and technical support for FBI investigations involving computer systems, media or data. http://www.fbi.gov/hq/lab/org/cart.htm
State/Local

Regional Computer Forensic Laboratories (RCFL) – Local, state and federal law enforcement labs that cooperate in the conduct of forensic analysis of digital evidence.

FBI Field Offices –local FBI offices offer computer investigative support for state/local law enforcement for intrusion and/or computer forensic support. The FBI also conducts intrusion investigative training for state/local law enforcement.

International


Council of Europe – This intergovernmental organization of European nations addresses issues of human rights, the development of European culture, the consolidation of European democracy and seeks solutions to problems facing European society to include issues needing legal cooperation. The Council of Europe established a cyber crime convention to address international cooperation of cross boundary issues. http://www.coe.int/
European Union – An organization of European nations that seeks to establish European citizenship, ensure freedom, security and justice, promote economic and social progress and assert Europe’s role in the world. This organization developed an international treaty for signatory countries to develop and promulgate cyber crime laws, and to aid in the cooperation of investigations by other countries. http://www.europa.eu.int/

Interpol – A law enforcement organization consisting of 168 countries. It is an organization that supports all law enforcement organizations. Specifically related to cyber crime, Interpol assists member law enforcement agencies with investigations into cyber issues and assists in obtaining digital evidence for member countries. http://www.interpol.int/

International Organization on Computer Evidence (IOCE) – This is an international body of forensic and law enforcement organizations developing standards for acquiring, transferring and analyzing digital evidence. http://www.ioce.org/ 

Section Three: Law Enforcement Tools 

The Need for Law Enforcement

During the 1980’s and the 1990s law enforcement embarked on a new challenge. That challenge was the increased number of computer media criminal cases. At first the law enforcement challenge focused on stand-alone computer systems requiring computer forensic analysis. Expertise in this area was hard to find, especially in the law enforcement community. Also, in that era, bulletin board systems (BBS) became popular. If a computer owner was rich enough, he or she could buy a modem, which allowed a user to dial into these BBSs. Hacking the BBS became the first form of computer intrusion. Later as Internet access increased and businesses, the government and universities installed local area networks connected to the Internet, cyber crime went global. Law enforcement now needed to handle network crimes as well as stand alone computer systems.

Fighting Computer Crime with a Computer

Two paths of investigation were necessary to solve such crimes. The first was the investigation into network- like crimes.  This required knowledge of networks and the methods that could lead to the identity of the subject, and knowledge about the evidence on those systems to prove the subject committed the crime. 

The second investigation path was the analysis of computer media. Conducting computer forensics on computer evidence required tools and processes not utilized in standard investigations. Analysis required a computer that could process the data, and specialized tools and processes. Necessity, being the mother of invention, resulted in some software tools being developed by law enforcement personnel in the early computer forensic days. Now, commercial, governmental research institutes, academia and even business are involved in developing forensic software and hardware tools. 
The Internet is “governed” to some extent by the assignment of Internet Protocol addresses. Much like obtaining your phone number from the local phone company, one obtains an Internet phone number or Internet Protocol (IP) address from an Internet Service Provider (ISP) before connecting to the Internet. These Internet addresses are obtained and registered to a governing body, the Internic registry. The Internic registry maintains a registry database of all IP addresses. An investigator can start looking for the owner of an IP address using this tool. There are actually many databases based on geographical location. You can start at the main database, whois.arin.net. It will tell you what geographical database contains the pertinent IP address, e.g. whois.arin.net may point you to whois.apnic.net, which is the Asian Pacific regional registry database, which may point you to whois.twnic.net.tw, the registry database for Taiwan. Once a local ISP is located, the ISP may have logs that reveal which of their accounts were utilizing the IP address in question. Law enforcement can use the public database, but to get further data from the ISP entails some legal complications such as jurisdictional boundary issues and obtaining legal authority documents. 
Other benefits of the Internet for law enforcement are company web sites, department of motor vehicles (DMV) records, courthouse records (to some extent), search engines and other on-line services. Traditional crime investigations as well as cyber crime investigations can be enhanced by the information available on the Internet. In this manner, the Internet eventually became an important law enforcement tool.
Not long ago, in a well-publicized case, a 14 yr old girl disappeared from her home in Salt Lake City, Utah. One of the investigative activities performed by the police was to seize (by consent) and search all of the family’s computers. As the detective explained to the press, it is just a normal investigative step. A few years ago, that “normal” investigative step would have been rare. In the Salt Lake City case, there were no leads, and the hope was that digital evidence might point to online acquaintances. The point is, however, that digital evidence has become a mainstream method for law enforcement as another avenue for potential leads or evidence in almost any criminal act.

Investigative electronic tools and techniques

Types of tools and techniques

Most law enforcement computer investigations can be categorized in terms of (1) extracting stored data from digital processing systems such as data from the hard drive of a computer (2) “capturing” data as it is transmitted across a digital or analog communications path and (3) post processing analysis of either of the above or both combined with link analysis.

a.) Digital forensic analysis


The goal of conducting digital forensic analysis is to retrieve evidence in a manner that does not alter the original media or change evidence, and does not document the steps taken to extract data. 


b.) Network monitoring



The goal of network monitoring is to capture digital data in transit to retrieve evidence or information about a crime from network traffic. 


c.) Link analysis 



The goal of link analysis is to fit the pieces of the puzzle together by identifying relationships between people or IP addresses, thereby building a comprehensive picture of all the digital data retrieved on a specific crime. 

Digital Forensic Analysis

The basic premise of a forensic analysis is to avoid changing the media. Work should be done from a bit for bit copy if at all possible. Document, document, document is the rule to follow. With all the available technologies, hardware, software and configurations, it is impossible to know everything. The best practice is to consult with a subject matter expert and add that knowledge to yours for the future.  Investigators, patrol officers and other computer support personnel as well as forensic laboratory examiners, analyze digital evidence. The digital forensic community is a combination of such experts and other forms of information technology support to law enforcement. This wide gamut of potential examiners of digital data is a necessity for many reasons. 
First, investigations or first responders must ascertain immediately if a criminal event occurred which may require a system administrator to review logs and look for potential compromises; second, investigators may need to view a file server on-site because the business will not let them seize their only system. Those investigators may rely on specialists since not all law enforcement officials are trained to examine digital data. Neither are they system administrators who could point out possible evidence; third, computer security personnel investigate per company policy and only then, if data suggests a crime, are law enforcement officials called. All of these are realistic scenarios. Trained forensic examiners may acquire the data at some point or investigators may obtain enough evidence so that a forensic examiner is never requested. The potential problem is that a standard technique or tool is not utilized from this multitude of possibilities. One premise repeated in professional books on computer forensics is to know your limitations and call for help when your knowledge on a particular subject is exceeded. It is not OK to assume or continue an examination if you do not know what you are doing.  Why a plethora of individuals to deal with digital information? The most important reason is time. How long will that evidence be there? Will seizing that computer by turning it off loose the critical data that the investigator needs?
Some data will be in memory and will be lost if the system is shut down or shut off for a bit for bit copy, and is thus known as volatile data. This information should be evaluated based on the case type, the computer or network server to be analyzed, and the likelihood that volatile data exists. If so, there are protocols being developed to save this data. These protocols allow a copy of the process table to be copied out to a file. The process should be followed and, of course, all steps, actions and reasons for actions should be documented. Processes for retrieving static data follow the law enforcement agency’s guidance or the national standard for preserving static data.
While the proliferation of digital forensic practices and training in the commercial as well as the law enforcement community is a fact, there is a down side. The methods, techniques and tools can become common knowledge and smart criminals create countermeasures to those methods. For example, not many people initially realized that erasing a file on a computer did not completely get rid of the data. Many criminals thought that as well much to their chagrin. Today many people know that deleting a file does not fully remove it from the media. Tools have been developed that completely remove a file. A product called “Evidence Eliminator” professes to rid a Windows system of all traces of evidence. 

Of the forensic processes used by law enforcement personnel, it is important to note the following as the main processes of digital forensics:

Identifying the data properly
The agency investigating the incident will have strict procedures and forms for this process. It is the typical police “bag and tag.” Taking digital media into evidence is no different from any other type of evidence. It must be brought into a “chain of custody.” When volatile 1’s and 0’s or electrons are captured and transferred to a physical medium such as a diskette, it is the diskette that is “bagged” with a proper description  of what it contains and how it was captured.
Preparing hardware/software tools for conducting digital analysis

The law enforcement officer or the lab examiner that conducts the forensic analysis should be working from a sanitized analysis work station, meaning that the system should be free of defects, viruses, and other case work. The computer forensic examiner should conduct an integrity check of his/her analysis workstation as well. Wiping the drive and reloading the software after each case is feasible with the current tools. 
Obtaining hardware or processor information from suspect computing devices
Besides the data from the suspect’s hard drive or floppy diskettes, there is other information necessary and important to the case. One is the date and time that is held in a firmware chip, called the basic input output system (BIOS). This type of investigative step, known as extracting data from the physical characteristics of the suspect computer, can be extremely important when trying to place a file of evidentiary value to a computer at a specific time. 

Media protection

Of course, a forensic examination starts with the protection of the original evidence from any tampering. There are two main methods of “write protection.” A physical write protection method is any means to set a jumper or disconnect the data cable or alter the write function of the hard drive controller to keep ANYTHING from being written to the hard drive. The second means of write protection is a program that intercepts a write request, and doesn’t allow it to reach the hard drive. This allows processes such as creating an image of the hard drive to continue without fear of changing any data. 
Processing the physical data

A most important issue when processing the digital data is whether the procedure being performed is being done at the physical level of the medium or at the logical level. The following categories subdivide procedures into either physical or logical level analysis.

The physical aspects of a hard drive are those that are not operating system dependent. A hard drive is divided up into units called sectors. A sector is 512 bytes of data. These sectors of data are tracked, and metadata is created by the operating system. Data no longer tracked by the operating system may still be on the physical level of a disk. 
Physical level analysis of a computer hard disk or other media is conducted regardless of whether the disk is formatted for Windows, Macintosh or Unix. Such analysis and processes look directly at the physical disk at the sector level. No interpretation of the file system takes place. An operating system and specifically that operating system’s file manager program arranges and tracks these sectors into a file system. Usually this file system keeps metadata about the data stored on the hard drive to find it easily. This metadata is a mixture of directory information, location information, and file attribute data.
Physical level analysis includes the following:



Bit by bit copy – creates an exact duplicate of the coputer media. This method copies the media at the physical level from the starting sector of the computer media (such as a hard disk) to the ending sector of the disk (regardless of whether the sector is in use by a file or not).


            File Header searches – this search uses a program that starts at physical sector 0 and looks for key strings that are known file headers (GIF87, JFIF - for some graphic file types).



String searches –examiners search at the physical level or within the file system for a listing of keywords to the investigation. Encase and DiskSearch Pro are examples of programs that do this. The string search starts at sector 0 and looks for particular strings (for example, the words cocaine, coke, hash, etc)



Regular Expression Searches – this type of search utility helps an examiner find data that has some type of expression that is consistent but may not be a consistent string of characters. An example would be an e-mail address physical level searches of regular expressions such as an e-mail address (xxx@xxx.com), or a URL (www.xxx.com). The consistent part of an e-mail address is the @ followed by a string of characters followed by a period followed by the rest of the domain name.


Bad sector data recovery – When the physical disk is formatted so the operating system can write and retrieve data, a sector read/write test is performed. If for some reason, such as a physical imperfection, this test fails, then the operating system has the ability to mark that sector as bad, annotate it in the file system, and skip it. It is important to uncover these “skips” and recover the data therein



Maintenance tracks or other areas of the physical disk not addressed by the file system-- a maintenance track is placed on the disk by the hardware manufacturer. It contains specific data about a disk when the hard disk is made. Special software tools are needed to read or write information to these tracks, and law enforcement must have at least access to such tools. 

            Recovering sectors marked as bad—when a hard disk is formatted, the formatting routine conducts a read/write test on each sector to ensure that it can be utilized by the file system. If this test fails, the routine can mark the sector as bad and tell the file system to skip this sector. There are also other utilities that can mark sectors as bad. A person wanting to hide data could potentially write data to a sector, mark it as bad, and that data would not be found using standard file viewing programs. Therefore, as part of a forensic process of recovering data, utilities to seek out bad sectors and review the contents of those sectors marked as bad is essential.

Logical level analysis of computer media requires interpretation of the file system structure that is on the disk. For instance, for a disk in which Windows 2000 was installed, the logical level analysis would have to interpret the NT File System (NTFS) utilized by Windows 2000. these processes include finding data within the file space addressed by that file system utilizing tools that interpret that type of file system. The object of the analysis may be to obtain the directory structure, the metadata about the data or file, and the file attributes.

Logical level analysis includes the following:

           Directory listings—the directory lists directories of subfolders that contain files tracked by the file system. The utility in creating this listing is the chance to poll the file system for this data, thus it must understand the file system.



Authentication algorithms – Message Digest 5 (MD5) programs that calculate the contents of a file result in a unique number. If the file is changed in any way and another MD5 calculation run, the result will not yield the same number.



File listings – A complete listing of system files, archive files, regular files, hidden files and if possible, a listing of deleted files and the directory path or directory structure of where these files are stored.



File viewing (such as graphics, text and audio) – programs that will allow the examiner to open and view a variety of file formats for graphics files, and text based files. Includes programs that will play a variety of audio formats.

             Erased file recovery—uses a logical file system to determine where erased data may reside and then goes to those physical parts of the disk pointed out by the file system that once had a file but is now no longer being tracked by the logical file system.

            Slack extraction—uses a logical file system to determine the actual length of a file and the size of the allocation unit designated for the file. The remainder of the space from the file in the allocation unit is then recovered using the physical addresses.



File comparison utilities – This utility compares a file to another file to see if it has been changed.  A file might have been altered or had its evidentiary value changed. These utilities assist in discovering this.



Recovering erased files – an operating system will have a method to delete or erase a file from the file system. It would be analogous to removing a directory card from the old card catalog index file. There would no longer be a “pointer” to where the book resides on the library shelves but the actual book would still be there. The same holds true for a lot of operating systems in that the file remains even when the pointer is erased. The degree of data that you lose is dependent on the operating system. In a forensic analysis of a computer, recovering this data can provide a wealth of information and perhaps evidence.



 Extracting slack – Slack is the space from the actual end of a file to the logical end of file space. For instance, you may create a word document that is only 50K but the operating system creates a logical block or “clusters” that may be 32K in length. In this example, this file would take two clusters. Cluster one allocated to this file would be filled. Cluster two however, would have only 18K of data from the document you created. The extra space, in this case, which would be 14K, would be considered slack space. What happens to the remaining space? The operating system may use this space to dump excess data from the memory. Or it could contain data from a previous file that has been deleted. Slack can give an investigator clues, but it is hard to put into context because it may only be partial fragments of a file.



 Recovering and Interpreting Swap Files – Some operating systems create a portion of the disk to use as a paging storage area or a temporary area to store information from the processor. This “swap space” can have some valuable information. There are now some new tools on the market to help investigators recover and interpret this data. 



 Recovering or By-passing Passwords – Many programs such as word processing or spreadsheet programs allow a user to “password” protect their files. This is not encrypting the file but rather requiring a key (the password) to open the file. When these files are encountered during forensic processing, the forensic examiner must be able to crack the password or somehow by-pass that password to obtain the data. There are many methods, such as using available programs or obtaining the passwords through interviewing the suspect.


 Compressing/Decompressing Files – Compression utilities such as WinZip are used quite frequently. These utilities use different algorithms to compress the size of a file. The files created, if not decompressed by forensic examiners, can be problematic. For instance, if the forensic examiner is doing a word search for a subject’s name on a compressed file, the word search may fail because compression may cause that string never to be seen even though in the decompressed version it can be seen. Therefore, forensic examination entails detecting and decompressing compressed files, or having automated search utilities that can do that as part of its function.



 Encrypting / Decrypting Utilities – Because encryption is now prolific, the ability to detect encrypted files and decrypt them is imperative in a forensic examination. Products such as Pretty Good Privacy (PGP) have brought strong encryption to everyone. This process is problematic for law enforcement. There are some lesser encryption methods that law enforcement can deal with but this area will always be a concern. As new and better encryption becomes available, new methods for law enforcement must be found to expose the encryption. 



 Detecting Steganography utilities – Steganography is hiding a file within a file. For example, one takes a word document and hides it within a graphic file. If those utilities are known to be used by the suspect or if steganography tools are found on the computer being examined, it is prudent of the forensic examiner to try to uncover the steganography program. This is a new problematic area for law enforcement.

Imitating the suspect’s operating environment
A final static data process is to create a common operating environment. This process involves establishing a similar operating environment as the suspect’s computer to run his programs (from an image, not from the evidence disk), to check programs, to view files in a manner like the suspect, and to view the directory structure. This gives investigators an idea of how the evidence could have been obtained, processed or viewed by the subject. It also will allow a visual inspection of the suspect’s configuration setting for network connections, computer settings and user and group settings.




One other type of analysis that should be conducted during a forensic examination is a chronological or timeline analysis. When a traditional crime takes place, three things come together at a certain time, the victim, the suspect and the location. A timeline of the sequence of events and activities of each element is a standard way of fleshing out the activities and perhaps even the intent of the crime. In cyberspace, this is a little bit more difficult because a suspect can be miles away from the scene. Still a useful tool for a forensic examination of a computer system is a timeline analysis. A timeline analysis includes important files or data obtained from the physical and logical level analyses, users and dates, and times of computer usage, file creation, file deletion or file changes that might pertain to the case. It is imperative to know who created or downloaded a file of information with value to the computer being analyzed, how it got there and when it got there. Many case types benefit from this type of analysis, such as intrusion cases, fraud cases, and plagiarism cases.

Login logs, audit logs, system logs, and dial-up logs may provide additional information for this type of analysis. Intrusion cases are especially dependent on the sequence and timeline analysis of events. System logs include Intrusion Detection System (IDS) logs, web application logs, firewall logs, router logs, operating system logs and other application logs. The file attributes that an operating system’s file system stores about a file can include such important timeline items as file creation date (when a file was created), file modified date (the last time it was changed), last file access date (last time that file was opened or viewed), and last archived date (last time the file was backed up or archived). An example would be a co-conspirator of a hacker who had hacked a computer card site. A timeline analysis could show when the subject acquired the information as, for example, an attachment to an e-mail from the original hacker. This type of information may help the case to prove that the subject was part of the crime and decided what to do with the information. Perhaps the file was attached to another e-mail and sent out to another co-conspirator as proof of his hacker buddy’s “work well done.”
Types of problems for digital forensics include:

1-Password protected files – mentioned earlier


- e.g. MS Word


- Quicken

2-Password protected computer systems – Hardware and operating system invoked security that is sometimes harder to circumvent than application level password protection. Implementation is highly dependent on the platform and operating system.


- Basic Input Output System (BIOS) passwords


-operating system passwords

3-Encrypted files – These files can be a huge stumbling block for law enforcement depending on the type and implementation of the encryption algorithm. It is usually a process of automated “guessing” of the password and key. Cracking the encryption is really not how the data is obtained. It is accomplished by encrypting a large dictionary with the same algorithm as the algorithm used for the encrypted file, and then comparing the result. Some encryption programs include:


-Pretty Good Privacy (PGP)

-Digital Encryption System (DES), perhaps already replaced by the    Advanced Encryption System (AES)

4-Encrypted disks – This technique uses the same algorithms as were used in encrypting a file except the whole disk or logical disk is encrypted. This is a rare method because the process of encrypting and decrypting the whole disk takes time. 


-PGP disk

Technology used in network forensics or investigations

Today many crimes have associated network data that can be used as evidentiary information. If a crime is committed at work, the Local Area Network (LAN) can offer additional information. An example of this is an individual who uses a work place computer to download or upload pornography from the Internet, communicates with others about uploading and downloading pornography, or uses the Internet chat rooms to converse about illicit sexual conduct. The network file server could contain some of the images if the worker used his network home directory or perhaps the public areas of the file server’s disk to place some of the evidence. The network server probably has logs regarding when the worker’s account was logged in, and it may also contain the download records of what account downloaded what file and from where. This type of evidence would be obtained from the servers on the network and not the worker’s computer. Other areas on the network that may contain evidence are mail servers, which could contain not only e-mail but also attachments to the e-mail, and the e-mail logs. The site may keep web server logs that would show which web sites a user may have visited. The network or domain servers may show login data, file download data, application usage, privilege levels, directory permissions and a multitude of other data that may be useful in an investigation. Security testing records may show the configuration of a user’s workstation that may be helpful in certain types of investigations. 

Besides the computers on the network, other network devices may contain useful information. These devices include firewalls, which may have some useful data in the firewall logs, border or intranet segregating routers, which may have data in router logs, intrusion detection systems, web servers, DNS servers, and so on. Any of these devices, logs or information may help in an investigation to determine what happened, when it happened, how it happened and to or by whom. Network forensics is time consuming and usually requires the assistance of the network administrator or expert help. Since, in most cases, a court is not going to give law enforcement permission to seize a whole network, it usually requires that a search be completed on-site. This increases the possibility of missing valuable information. Usually the search has to be completed within a time limit, and that means that law enforcement has little time to respond to a configuration or system that is not familiar to them. Much preparation is required to conduct a network search. Law enforcement officials can help themselves by gathering data that helps determine configurations such as operating system types, hardware issues, storage issues, application issues, and so on. If an investigator knows he/she is going to have to search a local area network with one file server running an NT server with 10 workstations running Windows 98, and that the application most likely to have the data they are seeking is Microsoft Access, then they should prepare for this eventuality. They must insure they have the capability on hand to search the network. 

There are many methods to uncover data from a remote access, or to change or acquire data. The system logs may be the best starting place. If data was changed, older versions of the file could then be compared. Some files are stored temporarily and these may also be a source for comparison. If this system was part of a network, file servers may store backups of these files. Again, a file comparison can be used. All network access devices have the capability to store audit or login logs, and these may be very useful in determining the source of a remote entry into a system.

Network monitoring

Some data as we have mentioned before is volatile. Some data such as the commands a hacker might issue from a remote location will be lost if the investigator does not capture the activity in progress. The stored digital data may show the result, but what transpired and how it was done may best be answered using a network monitoring program. There are many types of network monitoring programs such as commercial, shareware, and freeware for different types of operating systems. There are even post processing programs that interpret the captured data back into a playback session which can show what the hacker typed, how fast he typed it and even his spelling mistakes. The network monitoring program used by the FBI is Carnivore or FBI DCS 1000 –an intercept program that captures network traffic and has post processors that tie the packets back into network sessions, such as Simple Mail Transfer Protocols (SMTP, sometimes called port 25 traffic) back to an e-mail session.

Link analysis

With so many kinds of data to analyze in a networking case, it may be useful to use some tools to view and grasp the whole picture of what transpired on a network and the locations that data has traversed. These tools assist in that type of analysis:


Starlight – a form of link analysis using Extensible Markup Language (XML) tags so that different types of records can be compared to one another, such as the comparison of phone records to computer logs.



Spire – a visual analysis program that searches text based files for correlation of data. This includes log files, e-mail and IRC logs.



Intrusion Detection Systems (IDS) -- located on networks that have been attacked. Data from the IDS can include transaction logs of the attacker’s activity that may include the source of the attack. It may contain content data that will help investigators determine the type of attack.


Types of problems for cyber crime investigations include: 

1-Monitoring encrypted network tunnels – Creating a connection in which the data transmission path is encrypted. Some examples of encrypted tunnels are:


-Secure Socket Layer (SSL)


-Virtual Private Network (VPN)


-Secure Shell (SSH)

2-Erased logs or no logs for network investigation
3-Cross jurisdiction issues for countries that will not assist law enforcement investigations

4-Cross-border search problems include:


-
Evidence is located in another country


-
Multinational companies


-
No treaties to obtain evidence


There are many other difficulties in investigating a cybercrime whether it be digital forensics or network forensics. The examples above demonstrate a few that law enforcement officials face. Because of these difficulties, other traditional law enforcement methods may need to be employed. These include non-technical means, such as physical surveillance, online sources, sting operations, and criminal intelligence.
Receiving a complaint about a cybercrime

How does a cyber crime come to the attention of law enforcement officials? Sometimes it is because law enforcement officials take the initiative and educate corporations on cybercrime prevention. In the United States, the FBI created a partnership program with industry called Infraguard. Its purpose is to provide legal and preventative information to corporations to enhance the corporation’s ability to first prevent a cybercrime and then to respond effectively when a cybercrime occurs. 

An initial complaint can be received by law enforcement in a variety of ways. The most common is through reports from the victims themselves, either a person or a company. The company may have an information technology shop and/or network security personnel. They may be the ones to detect an incident, investigate and gather facts, and then decide on the course of action. That course of action may be to notify or turn the incident over to law enforcement. As regards corporate security, the corporations may complete incident investigations on their own. The company may deem these cases as having little effect on their business and they may not wish to report them to law enforcement. There are several reasons for this but mainly because of time, money and resources. If the case involves an e-commerce site, for example, the decision may be to do anything to maintain or restore operations rather than investigate. 

The next common method of receiving complaints is from other victims. Especially in intrusion cases, law enforcement may be notified by Internet Service Providers of attacks through their systems to downstream clients. This often happens with prolific hackers who have many victims. In investigating one victim, law enforcement may find evidence of multiple victims previously unknown to them. In addition, underground sources or agents of law enforcement may report illegal activity to law enforcement. They may assist law enforcement in determining the illegal activities or the identity of the perpetrators.

An example of a complaint would be a report of illegal remote access to obtain/change data in a system. The initial investigative steps would revolve around who conducts the investigation and what to look for. A system administrator or perhaps a user may notice an anomaly or an event that transpired at an odd hour from an Intrusion Detection System or from reviewing access logs. From the initial notice, a multitude of things will seemingly take place in parallel. They include informing management, gathering more security log data from network level devices such as firewall logs, intrusion detection logs, router logs, host-based intrusion detection logs, system logs and perhaps application logs. If a company is experienced, they may have adopted good incident response procedures that would include gathering this data as law enforcement would, in a documented and forensic-like analysis process. Notifications to system managers and perhaps upstream Internet Service Provider may also happen. Usually in a corporate setting with critical servers, immediate disaster recovery steps are taken to get the system back online. This may or may not affect the subsequent investigation into what happened, who did it and why. If the decision is made by management to bring in law enforcement, it will be necessary to present the data collected so far and to conduct interviews of all involved. Another parallel process should involve an ongoing damage assessment, what it will cost the company to repair the damage and to support the investigation. Law enforcement officials will take similar steps.  They will gather data via a forensic process to protect data of informational or evidentiary value and document the steps.

Legal processes in a cybecrime investigation

Cybercrime investigations involve several legal steps and processes that must be accomplished in order to expand the search. Some of the elements that assist law enforcement authorities are explained below:

Consensual searches – the first questions to answer are who conducts the search and what is to be looked. Initial investigative steps for an intrusion are to collect data about who, what, when, where, why, and how an intrusion occurred. The data collection begins with the reception of a complaint. Immediate attention must be given to data that is volatile and can readily be deleted or changed. In most instances, the company with a complaint may have already backed up the data and taken action to return the system to operational status. Law enforcement realizes that a company cannot usually afford to have s system tied up as evidence for long periods of time. Getting all the pertinent information about the system, the network, the access controls, the hardware and software configuration of the affected system, the protection measures of the network and information from any other system that could potentially hold data of value is extremely important to the investigation. A parallel track for law enforcement is to preserve the account transaction records that the network provider or the ISP may have. 

Use of Banners- banners at the entry or initial connection to a computer are much like the sign at the gate of a military installation. Those signs basically say that if you enter, you are giving consent to search. These banners have been reviewed by many legal experts and can give a company much leeway in what they decide to monitor regarding the usage of the company’s network or computers.

Subpoenas – these must be obtained by law enforcement personnel. An Internet Service Provider can give law enforcement access to subscriber type information such as who owns the account, and their billing information, name, address, etc. This type of legal authority does not extend to transactional data or content monitoring data.

2703d court orders –this order is usually given to Internet Service Providers that are electronic communications providers. With a letter of notification to the ISP stating the intent of the law enforcement organization to obtain a 2703d order, the actual data can be preserved immediately. The transaction logs will give data about accounts, much like the data that is on your phone bill. Whatever is asked for in the 2703d order up to but not including the content of the transactions will be provided such as the time and date the account was activated, the log in logs, the connection logs, and so on.

Search Warrants –a search warrant will give law enforcement the ability to seize and analyze whatever is listed. Thus, if you are investigating an intrusion and you have probable cause, you can search and seize the objects listed in the items to be searched or seized.

Trap and Trace Orders –if  a suspect is using a phone line, part of an investigation may be to find the number that the subject is using to access the Internet. A trap and trace order can be obtained to serve to the phone companies.

Title III Wiretap Authorities –if complete content monitoring is warranted from an ongoing investigation, a Title III wiretap authority may be needed. The Title III process is cumbersome. It is the last resort in an investigative process.

Evidence Recovery Procedures- There are two types of data that can be of use in a remote access or intrusion incident. The first of course is evidence. The second is data that has information value, that is it demonstrates the commission of the crime or evidence of the crime. 

Section Four: The Law and the Computer

Limits to control measures under national legislation

What are the limits to such investigative measures under national legislation? Naturally, this depends on several factors, not the least of which are the computer attacker’s identity, law enforcement’s ability to characterize intent, and the laws of the country concerned. In the U.S., for example, there are specific laws that govern what a government agency can and cannot do when attacked. That law grows fuzzier when the military is involved, since the latter’s activities are guided by the 1878 Posse Comitatus Act that prohibits the military from taking on a law enforcement function or from executing civil laws. 

John Brinkerhoff, an expert on the Posse Comitatus Act, noted that the real intent of Posse Comitatus was “that it restored to the president the sole authority for authorizing the use of armed force to enforce the laws of the U.S..”
  This apparently means that the president could authorize the armed forces to protect ITSELF from information attacks and to actively seek and destroy the perpetrators. More important for the information age, Brinkerhoff added that a new law is required, one that sets the conditions for the use of the armed forces in the homeland security and modern (information age) context. The National Guard, which has state troops under the control of a state governor, does not fall under the act.

The US Department of Justice’s web page (http://www.usdof.gov/criminal/cybercrime) lists US federal computer intrusion laws. Recent legislation includes two actions: the USA Patriot Act of 2001, and field guidance on new authorities relating to computer crime and electronic evidence enacted in the USA Patriot Act. The Patriot Act is designed to unite and strengthen the US by providing the appropriate tools required to intercept and obstruct terrorism. It establishes in the Treasury a counterterrorism fund, amends federal criminal code to authorize enhanced surveillance procedures (to include computer fraud and abuse), provides guidelines for investigating money laundering concerns, removes obstacles to investigating terrorism (granting the FBI authority to investigate fraud and computer related activity for specific cases), and strengthens criminal laws against terrorism, among other issues.
 

The second new authority, Field Guidance on New Authorities that Relate to Computer Crime and Electronic Evidence Enacted in the USA Patriot Act of 2001, provides authority to do several things. This includes intercepting voice communications in computer hacking investigations, allowing law enforcement to trace communications on the Internet and other computer networks within the pen register and trap and trace statute (“pen/trap” statue), intercepting communications of computer trespassers, writing nationwide search warrants for E-mail, and deterring and preventing cyberterrorism. The latter provision raises the maximum penalty for hackers that damage protected computers (and eliminates minimums); states that hackers need only show intent to cause damage, not a particular consequence or degree of damage; provides for the aggregation of damage caused by a hacker’s entire course of conduct; creates a new offense for damaging computers used for national security and criminal justice; expands the definition of “protected computer” to include computers in foreign countries; counts prior state convictions of computer crime as “prior offenses”; and defines computer “loss.” In addition, the guidance develops and supports cybersecurity forensic capabilities.

US federal criminal code related to computer crime includes the following:

· 18 U.S.C. 1029, Fraud and Related Activity in Connection with Access Devices

· 18 U.S.C. 1030, Fraud and Related Activity in Connection with Computers

· 18 U.S.C. 1362, Communication Lines, Stations, or Systems

· 18 U.S.C. 2511, Interception and Disclosure of Wire, Oral, or Electronic Communications Prohibited

· 18 U.S.C. 2701, Unlawful Access to Stored Communications

· 18 U.S.C. 2702, Disclosure of Contents and 

· 18 U.S.C. 2703, Requirements for Governmental Access

In peacetime, not only nation-states but the United Nations may have some power in the computer area. For example, the UN Security Council (UNSC) may have limited power to authorize computer actions by countries electronically attacked by other nations. Chapter VII provides the UNSC with the power to authorize the “use of coercive measures, including military force, to maintain or restore international peace and security, where it determines a threat to the peace exists, or a breach of the peace, or act of aggression has occurred.”
 A computer network attack (CNA) causing widespread damage, economic disruption, and loss of life might precipitate such a response from the UNSC. The intent of the offender and the consequences of the offending action would be examined. The UN Charter’s Article 51 also includes the doctrines of anticipatory self-defense and self-defense in neutral territory as reasons for attack.
 Such action is justified since Article 2 (4) states that “unarmed, non-military physical force may produce the effects of an armed attack prompting the right of self-defense laid down in Article 51.”
 Any computer countermeasures must be guided by the principles of necessity and proportionality.

It is believed that international law places restrictions on a state’s activities in cyberspace. This especially applies to destructive attacks on another state’s critical infrastructure.
 Here the consequences and results of the attack are as or more important than the means used.
 Further

· Any state activity in cyberspace that intentionally causes any destructive effect within the sovereign territory of another state is an unlawful use of force.

·  Any computer network attack that intentionally causes any destructive effect within the sovereign territory of another state is an unlawful use of force within the meaning of Article 2 (4) that may produce the effects of an armed attack prompting the right of self-defense.

In short, CNA’s can result in victim nations responding either with another CNA or by conventional military means for self-defense. 

Active defense against a computer attack can be used when there are constant unauthorized intrusions indicating a danger, or when a single attack causes significant damage. The latter can also minimize issues of proportionality.
 Again, this will also depend to a great degree on the ability of the victim to ascertain the identity and location of the intruder, or if his intent is unclear. Responses against state-sponsored attacks are generally considered to fall in line with the concept of self-defense, whereas other attacks generally do not. The general procedure under international law is that a nation whose interests are damaged by the conduct of an individual acting within the territory of another state will notify the government of that nation and request its cooperation.
 This procedure takes time, and the victim nation may lose its patience during the process. In order to investigate a computer attack originating from country X, law enforcement agencies in the U.S. must first write a note to the U.S. State Department, who in turn must deliver the request to the embassy of the country concerned in order to receive permission to conduct the investigation beyond U.S. borders. Perhaps the creation of an international cyber circuit court could shorten the process, but the eventually of this development ever occurring is remote. On the other hand, if the requested nation is unable or unwilling to prevent another attack, then the doctrine of self-defense permits the injured nation to act in self-defense inside the territory of another nation. However, the immediate danger presented to a nation, say the U.S., and to what degree the sanctuary government is likely to object, and how the world community is likely to respond, may play decisive roles in the action taken by the government.
 While it may be possible for a government or key civilian infrastructure system to specify itself as vital to national security, attacks are also greatly influenced by the fact that this type of activity using public communications networks as an attack means is not a violation of a nation’s sovereignty.

What this means is that if nations decide not to negotiate a treaty that addresses computer attacks, then international law will develop through a trial and error routine based on the actions nations take as events unfold. There are great implications for both national and international security systems under such conditions.

Legal Challenges presented by Information Operations (IO)

Clearly the characteristics of a computer attack complicate the application of traditional national and international law. Laws were originally developed in response to more traditional crimes and uses of force, such as those conducted by criminals or terrorists in peacetime, or by troops, aircraft, and kinetic weapons in wartime.
 Computer attacks make it very difficult to ascertain combatants from non-combatants, especially since most criminal or terrorist activity occurs during peacetime. In time of war, civilians making direct contributions to the war effort may be attacked, along with objects whose damage or destruction would produce a significant military advantage based on location and purpose.
 In peacetime, criminals and terrorists may still be attacked under certain circumstances and according to the following logic. An information weapon is an indiscriminate weapon since its consequences are unknown. International law bans the use of indiscriminate weapons, but this law, written before the advent of the computer, focused on bacteriological weapons and poison gas. Nations can site the use of an information weapon to suspend, modify, or terminate certain treaties related to indiscriminate weapons, since “a fundamental change of circumstances may justify a party to regard its treaty obligations as suspended or terminated.”
 

Law Enforcement Techniques

There are several techniques that law enforcement agencies can use to intervene in the contents of international networks, but each must be coordinated with the appropriate authorities of the network and country concerned. The urgency of protecting critical infrastructure may in fact push the development of a properly designed active defense concept that is “precleared” by the courts for action.
  

Computer systems may be developed that prevent the sabotage or destruction of friendly systems. As computers are unbounded systems, “no one has complete and precise knowledge of the topology or state of the system. Central control is nonexistent or ineffective.”
 Programming pioneer David Fischer developed just such a system, known as Easel, to work around unbounded systems such as the power grid. Easel can perform abstract reasoning easier than older programming methods. This allows Easel to predict how a new cyberpathogen or software bug might cripple a system. Law enforcement agencies would benefit from his expertise.

Closer cooperation between the National Institute for Standards and Testing’s Information Technology Laboratory (ITL, mentioned earlier) with law enforcement agencies is another way to increase law enforcement techniques. There has been past cooperation. For example, the ITL’s National Software Reference Library compares the files’ electronic “fingerprints” to those in its database, allowing investigators to focus on suspicious or unknown files identified during a sweep. This automatically eliminates 40-95% of the files, and saves hundreds of man-hours.  ITL also is working to protect the Internet Infrastructure from cyber terrorism, and it just helped develop the Advanced Encryption Standard for protecting sensitive, nonclassified information. The computer security division recently put out guidelines for federal agencies on risk management and contingency planning. Finally, work is being done to strengthen the security of the domain name system since the system is globally distributed and provides a means of two-way mapping between names and Internet addresses. The latter is of utmost importance.

The intent of the user may reveal persistence, sophistication of methods, targeting sensitive systems, and actual damage done may persuasively indicate both the intruder’s intentions and the dangers to the system.
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