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Information Security: The Development Imperative

Executive Summary of

Information Security in the Context of the Digital Divide:

Recommendations submitted to the World Summit on the

 Information Society at its Tunis phase 

by the 

ICSC – World Laboratory

World Federation of Scientists

Permanent Monitoring Panel on Information Security

The World Federation of Scientists’ (WFS) Permanent Monitoring Panel on Information Security (Info Security PMP) has examined the role of cyber security in the context of the Digital Divide through multidisciplinary inputs and a comprehensive review of information and communication technology (ICT) security issues in developing countries.  The underlying premise of the WFS Info Security PMP is to help ensure that the full benefits of the Information Age accrue to all users of ICTs and that these benefits are not undercut by negative uses of these technologies.  In the view of the PMP, it is important to safeguard information, applications, and networks against cyber attacks, malware, economic espionage, and other forms of cybercrime, including information warfare and cyber terrorism everywhere.  

Global connectivity is affording developing countries a more competitive environment for attracting foreign direct investment (FDI), outsourcing opportunities, higher-skilled jobs, and improved intellectual capital, thereby jumpstarting development over more traditional paths toward their development goals. Too often, however, cyber security is viewed as a follow-on development issue versus one that drives the deployment of ICTs.  Two factors are changing this paradigm: (1) the need for effective global harmonization and cooperation in countering, investigating, and prosecuting cyber criminal activities, including information warfare and cyber terrorism, and (2) the increased attention to data protection and cyber security considerations in the outsourcing process.  It is increasingly clear that a security culture that instills confidence in the global marketplace will enhance the local deployment of ICTs, attract opportunities for FDI and outsourcing operations, and advance the progression of developing countries.

Recommendations

The Info Security PMP’s six recommendations emphasize the necessity for cyber security initiatives that will support capacity building, improve developing country competitiveness, and increase ICT utilization.

1. Designing for information security:  ICT developers and professionals play a crucial role in providing the knowledge and means by which information protection can be enhanced. Security must be built into nascent ICT infrastructures from the outset. In this context, WSIS should encourage the development of national Computer Emergency Response Teams (CERTs), Information Sharing and Analysis Centers (ISACs), and Warning and Reporting Points (WARPs).  WSIS should also promote the development of mechanisms that allow software, systems, and components to be evaluated for their security properties.

2.  Cost-effective cyber security and privacy in nascent information societies:  WSIS can advance global cyber security through development projects that promote model information security plans and the use of network security tools and procedures in the early phases of ICT initiatives.
3. An effective, transnational anti-spyware strategy:  WSIS should encourage the development of a global definition of spyware in both hardware and software forms to guide both anti-spyware development and consistent international responses to this form of cybercrime.
4. A global framework of cyberlaw:  There is a clear and urgent need for a harmonized legal framework governing cybercrime and international cooperation of law enforcement.  WSIS should promote efforts that advance global agreement in areas relating to privacy, cyber security, and cybercrime.
5. Denial of information access through Internet filtering:  WSIS should unequivocally affirm the principle of freedom of all to receive and impart information regardless of frontiers, as a principle to govern the Internet and as an indispensable element of the international information society.  WSIS should also discuss the extent and relevance of filtering practices and initiate an international monitoring procedure or mechanism to follow and clarify Internet filtering practices, thus promoting the principles of transparency and accountability.
6. Protecting the information society from cyberwar:  WSIS should incorporate in its work programme an in-depth discussion of the potential adverse impact of cyberwar activities, in order to heighten the understanding and consciousness of ICT users in the public and private sectors.  Given the potential of cyber attacks to constitute a breach of international peace and security, WSIS should support the urgent initiation of work at the UN to study and clarify the scenarios, criteria, and international legal implications and sanctions that may apply, and, in particular, to examine how traditional principles of international law relating to armed conflict are applicable to conflicts in the information age.
Conclusion

The increasing Legal Divide and Security Divide in the information age are the two greatest barriers to bridging the Digital Divide.  There are over 50 nations developing statutory and policy frameworks governing ICTs, many of which are, at best, inconsistent or, at worst, in direct conflict with one another. In addition, numerous governments are establishing bilateral agreements regarding cyber activities that are adding another layer of complexity to the global legal framework.  Underneath this legal muddle, there are numerous countries that do not have basic laws that address cyber criminal activities.  Cumulatively, these factors create a Legal Divide that is hindering the global deployment of ICTs and the digital opportunities that could otherwise be realized for developing countries. Cyber criminals are increasingly operating within developing countries that lack an adequate technical and legal framework governing cybercrime and/or which do not have the resources and trained personnel to assist law enforcement in curtailing their actions.  In addition, donor organizations’ continued view that security and privacy initiatives are secondary efforts that should follow ICT development projects is exacerbating the Security Divide rather than reversing it. Information security initiatives that help bridge the Legal and Security Divides will, by themselves, promote the further deployment of ICTs globally and will promote a more stable and robust global network.

About the Info Security PMP

The Info Security PMP was established in 2001 and has been engaged in identifying the threats emanating from cyberspace.  This work is undertaken in the framework of the World Federation of Scientists’ International Seminars on Planetary Emergencies, a series of conferences with broad international, multidisciplinary participation.  Information about WFS is at http://www.federationofscientists.org/. Information about the Info Security PMP and its papers and documents can be accessed at http://www.itis-ev.de/infosecur. See also tthe Info Security PMP’s report and recommendations to WSIS Geneva at http://www.itu.int/dms_pub/itu-s/md/03/wsis/c/S03-WSIS-C-0006!!PDF-E.pdf.
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