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Draft Subchapter 1

Heightening Public Awareness and Education on Information Security

1.0
Introduction

The permanent enlargement and innovation of computer and telecommunication technologies result in the phenomena of world-wide and global connectivity. This global connectivity enables a permanently increasing percentage of the world population to access, to transfer or to exchange data, information and knowledge time- and location-independently. Technological innovations and enlarging use of mobile communication and computers increase the trend towards pervasive and ubiquitous computing and communication tremendously.

This development has already caused dramatic changes in all segments of our society ranging from business, economy, industry and government to private citizens. Examples of those changes include the way individuals or groups of individuals are communicating, learning, doing business, or forming their leisure time by use of special software applications, such as electronic and ubiquitous documentation, processing and communication facilities, Web-based search engines, video-conferencing, telelearning, electronic banking, or e-commerce services.

Basically, in all these software applications, data and information are stored, processed, and transmitted electronically using mostly COTS- (commercially available off the shelf) hardware- and software devices, protocols, and programs. During these basic processes, data and information may be lost, corrupted or mistransmitted caused by human or system errors, or by illegal or criminal acts, as well.

As electronic, digital information processing and transmission is becoming part of our public and private life, it also becomes a major concern that governments, organizations and individuals are becoming aware of safety and security risks implied by the usage of modern computer and telecommunication infrastructures and techniques. It is the major purpose of this subchapter to present precise definitions of the terminology of information systems security, safety, and dependability widely used in the context of cyber crime, or information warfare, and to reason about risks arising for our public and private life. In addition, it is the purpose of this subchapter to strengthen awareness of these problems, and to summarize some major mechanisms and means for prevention. Finally, plans for informing or educating users of electronic information and telecommunication infrastructures depending on their usage of these technologies are briefly proposed.

1.1 Terminology, Techniques and Measures
As already mentioned in the introductory part of this subchapter, a clear understanding of the terminology used in the context of information security issues is required and has to be considered first in this subchapter.

In general, each computer and telecommunication system can be characterized by the following four major properties or measures: the system’s functionality, its performance, its costs, and its dependability. A system’s dependability is defined as its credibility to fulfil services correctly as specified. A system’s dependability can be analyzed and characterized from different points of view and by means of different measures:

(
regarding its readiness for application, dependability means “availability”;

· regarding the avoidance of catastrophic consequences for a system’s or system user’s existence as a result of errors, faults and failures, reliability means “safety”;

· regarding the continuity of operation, dependability means “reliability”;

· regarding the prevention of un-authorized access, processing, or transmission of information, dependability means “security”.

In the context of this panel, we are only concerned with the aspects of information security. According S.-K.-Chin that means:

“Having confidence in a secure system requires having confidence in the strength of the cryptographic algorithms, the correctness of the hardware and software implementations, and knowing the implementation supports a security model.”

Also following S.-K. Chin, a collection of people, processes or machines who send or receive data and information, and who access data and information resources (like data bases, computers, I/O devices etc.) will be called principals in the following text. The ability of principals is to use an information and telecommunication infrastructure. All principals who store, access, process or transfer information or data within this infrastructure are dealing with security properties. In Figures 1 and 2, a typical IT-infrastructure with different types of principals is presented.
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Fig.1: Computer Networks and Internet

Fig.2: Internal Computer Structure

Key security properties of computer and telecommunication systems include:

· privacy or confidentiality: knowing which principals can read data;

· integrity: detecting corruption of data and information;

· authentication: knowing the identy of a principal or the source of information;

· access control: restricting the use of a resource to privileged principals;

· non-repudiation: preventing principals from denying their actions and

· availability of service: garantueeing only authorized principals access to services.

The handbook of Applied Cryptography [.....] describes all these security properties in detail.

Any malicious attack against an organization’s or private person’s data or information base through electronic means is termed “information warfare” or “cyber crime” [PaG99]. The purpose of an information warfare or cyber crime attack can be very different, such as getting access to confidential data, to manipulate or to corrupt data, to cause temporary failures in an information and telecommunication infrastructure, or to cause damage in this infrastructure and to an organization.

To prevent any kind of actions as described above is the major objective of defensive information warfare techniques which ensure the authorized use of an information and telecommunication infrastructure, and which provide a complete, uninterrupted operation of all resources at any time. Defensive information warfare techniques include activities to protect, to detect and to react on information warfare attacks. Concerning the status of an attacker (or hacker), it has to be distinguished between

· active attacks from “outsiders” attacking a system or its stored data from outside a system, e.g. by infiltrating viruses, Trojan horses, electronic bombs etc. via a network connection such as via LAN, Intranet or Internet (see Fig. 1), and

· passive attacks from “insiders” attacking system resources or data by using their insider knowledge e.g. about a system’s HW-/SW-configuration, or by implementing hidden functions which enable access to and transmission of confidential data. Especially the misuse of API’s (Application Programming, Interfaces), whose functionality could by changed or enlarged by “insiders” enables various possibilities for passive attacks on information security.

The damages caused by information warfare attacks are difficult to evaluate as only samples of attacks are recognized accordingly. In addition, even if recognized as an attack on information security, most individuals or organizations don't quantify the caused damage. Accordingly, it is very difficult to find concrete quantitative analyses on economical damages caused by information warfare or cyber crime:

· According to estimations of british research institutes (J. Pettitt, VNU Business Publications, 1999), it required about 20 billion US-$ to overcome damages caused by cyber crime.

· According to an investigation of the Computer Security Institute in US-industries ordered by FBI,

· 75 % of 563 responding enterprises acknowledged that cyber crime attacks had occurred in some way despite security actions;

· 59 % of those enterprises got economical damages of more than US-$ 400.000, and

· 49 % of those enterprises noticed unauthorized accesses to their computer and telecommunication infrastructure [IBM98]

· According to [GhV99], the US-Department of Defense has spend about 1,46 billion US-$ to prevent cyber terrorism and information warfare.

· According [DCW99], already in 1995 the US General Accounting Office (GAO) registered about 250 000 attacks on federal agencies computers, including the 10 biggest federal agencies which require about 98 % of the US-Federal budgets. Estimations indicate that about 64 % of “all cyber attacks had been successful”, and only 1-4 % of those attacks have been discovered, and only 1 % has been officially reported.

Even though these samples result from investigations several years ago, these analyses indicate the incredible importance of information security, in general, and the importance making our society aware of new risks arising from computer and telecommunication technologies in our public and private life.

Some common security mechanisms and techniques which are widely used to achieve information and telecommunication security properties are the following:

· Password management,

· Access control,

· Integrity checking,

· encryption,

· hash functions,

· digital signatures,

· certification,

· authorization,

· steganography.

[Here I plan to give – a more or less detailed – description of each method mentioned above !?]

1.2 Strategies to Heighten Public Security Awareness and Establishing Confidence
As already mentioned in the previous section of this subchapter, a functional paradigm for insuring data and information security requires the implementation of a security model for a given information and telecommunication infrastructure, its resources and its applications. The purpose of developing and implementing such a security model is to provide confidence into a system’s security.

The development of a security model requires the selection of security mechanisms (see subchapter 1.1) where each of those mechanisms assures certain security properties. In the next step – the implementation of the security model – algorithms for the implementation of those security mechanisms have to be selected or even developed. Finally, the complete security model has to be implemented in the given information and telecommunication infrastructure, and within its software applications, as well.

The establishment of confidence in the security of a system is consequently based on:

· The development and understanding of a security model formed with specifically selected security mechanisms,

· confidence in the selected security algorithms, and

· confidence in the implementation of security algorithms, as well.

Confidence in the selected algorithms, in general, requires a detailed analysis of the correctness and completeness of those algorithms based on their formal specifications. This analysis is substantial to understand that those algorithms are resistent against cryptoanalysis often used by hackers or attackers. In most applications, system designers do not develope their own algorithms but use instead an already existing implementation (software components), and are therefore not responsible for their correctness and correct implementation.

After having checked the correctness and completeness of security algorithms, the implementation of those algorithms has to be checked. Testing and simulation are used in general to check the validity and correctness of algorithms for specific test cases. Sometimes, formal verification techniques based on mathematical logic can be applied. The latter approach is becoming more and more practical but still not widely used.

When talking about establishing confidence in the security of a computer or telecommunication system, we are talking about heightening awareness and education of information security issues. Generally speaking that means, that principals or individuals as “users” of such a computer and telecommunication infrastructure can establish confidence in a system’s security. But when talking about heightening awareness and education for “users”, we are talking about different categories of “users” who need information about security models, security mechanisms and algorithms on different levels of detail. We have to distinguish at least between:

· individual or private users, make use of computer and telecommunication resources in their private life and

· professional users who use or even implement such an infrastructure as part of their every day job. In table 1, the different types of users and their expected, or required knowledge about information security issues are summarized.
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Table 1:
Users Awareness on Information Security Issues
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