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INTERNATIONAL INFORMATION SECURITY AND NEGOTIATIONS
(Ph. D., Prof. A. Kroutskikh)
Emerging threats to information security require diplomatic efforts aimed at strengthening strategic stability on the basis of international cooperation. There is a growing danger of cyber warfare and proliferation of appropriate cyber weapons, which may lead to new arms race at the qualitatively new technological level and in the new strategic context.

International Law and Cyber Wars
Most types of traditional hostilities nowadays include some aspects of cyber warfare notably attacks against information systems with the use of traditional weapons, psychological operations, disinformation, traditional electronic warfare (electronic suppression of receivers, transmitters and other systems). However, in the recent years new kinds of weapons have emerged, which may be regarded as both traditional and information (explosive generators of electromagnetic pulse, powerful microwave devices, orbital lasers, graphite bombs, etc.). They may be subject to existing norms of international law and customs of war, albeit some specific types of such weapons are not covered by arms control agreements.

The situation is different, as far as information operations are concerned, since they do not provide for physical destruction of the components of information systems. Traditional international norms can hardly be applied in such cases. This is why it seems necessary to elaborate the internationally recognized system for assessing the scale of danger of cyber attacks and negotiate the list of countermeasures: from international sanctions and political pressure to enforcement operations and war against the identified aggressor. According to the 1999 US DOD report - "An Assessment of International Legal Issues in Information Operations" - the response to cyber attacks against the USA will be fierce, whereas possible consequences of the large-scale network attack justify the large-scale military countermeasures.

The most heated debate concerned the problem of definition - whether cyber attack against the information and network resources of the state might be considered an act of war. In theory, the act of war is the violation of rights of another nation stated in the international law and, as a result, the victim of aggression declares war against the enemy. Hence, US military believe that the concept of the act of war has no importance for the contemporary international law. Sanctions with the use of military force may follow much smaller breaches of rights of another nation and will not be regarded as an act of war at the same time.

The similar situation occurs concerning the provisions of the UN Charter and the Declaration on Principles of International Law concerning Friendly Relations and Cooperation among States in accordance with Charter of the United Nations (UN General Assembly Resolution A/Res/26/25 of 1970). According to Article 2 (4) of the UN Charter, the member states commit "to refrain in their international relations from the threat or use of force against the territorial integrity or political independence of any state, or in any other manner inconsistent with the Purposes of the United Nations". Resolutions A/Res/26/25 and A/Res/33/14 of 1974 ("Definition of Aggression" ) set forth the key criteria for aggression and it is defined as the crime with appropriate liability under the international law. Finally, Article 51 of the UN Charter provides for the right to individual and collective self-defense in response to military aggression. Thus, if information operations are not defined as military aggression or the act of war, any self-defense will not be legitimate from the point of international law.

After adoption of the aforementioned resolution "Definition of Aggression" by the UN General Assembly, the US delegation argued that this declaration did not set rights and responsibilities of the states and might only be a useful guideline for the Security Council.

US military experts have repeatedly criticized the intentions of the world community to link cyber attacks with the notions of the act of war and use of force1. European analysts share different opinion.
For instance, 0. Bringmann, who studied this problem under the request of the German and Dutch defense ministries, maintains that offensive information operations may be interpreted as an act of aggression and, hence, adequate and legitimate response measures may be taken2.

The international legal definitions of such terms, as the use of force, act of aggression, armed attack or the act of war, provide for the existence of weapons and their use. In other words, they imply that there is a special threat originating from the use of weapons. Armed attack means a certain level of physical destruction and occupation of the territory of the victim. However, such definitions do not take into full account the characteristics of some combat means that are recognized as weapons. For instance, CW and BW do not destroy facilities and are employed against personnel. Laser systems, infrasound generators and other non-lethal weapons have limited effect on human beings, but are still regarded as weapons. Hence, the international law should seek other criteria to define the notions of weapons and armed aggression. It is more important to look not at the effects of the weapons (destructive, incapacitating, etc.), but at the objectives of the aggressor. Thus, weapons may generally be defined as the means to achieve military superiority over the enemy capable of destruction, if necessary. This extended definition of weapons enables us to consider cyber attacks against other states be an act of armed aggression.

In this case, if the consequences of the information operation are comparable to the consequences of conventional weapons use, it would be legitimate for the state to act in self-defense. It may not only conduct an information operation in response, but also launch some traditional combat operation (if principles of proportionality and necessity are observed). Such approach leads the advisability of resolving some other issues: definition of the threshold of cyber attacks provoking response; justification and proportionality; principles of identification of the aggressor; possibility of actions against the third country, whose territory is used for accomplishment of the information operation.

At the same time, there is a trend in contemporary debate characterized by attempts to classify the cyber attacks as terrorist actions and to solve the problem of response within the counter-terrorist framework. Cyber attacks are, thus, defined as terrorist acts (since many of them are conducted anonymously) and, it is argued, that states should keep the right to launch asymmetric counter-operation, using both traditional and non-traditional combat means. At the same time, there is an attitude to justify the availability of offensive capabilities for information operations with the need to protect its rights and ensure defense against potential aggressor.

The aforementioned 1999 US DOD report maintains that if the anonymous cyber attack might be identified as planned and conducted by another state, the victim would have the right to protest against such actions and submit the dispute to the international organization. And only if the international community is sure that such attack or series of attacks may be regarded as an armed aggression, the victim should have the right to response with counter information operation or with traditional combat means.

This reflects a contradictory character of the US position on the legality of cyber attacks. On the one hand, the United States reserves the right to conduct information operations as  soft  sanctions  envisaged  by  the international law or as humane methods of prevention of aggression. On the other hand, taking into account the threat of cyber attacks for its own information systems, Washington strives to define them as terrorist activities and to outlaw them. The US leadership may, hence, decide to launch a response cyber attack against another state, although the right to self-defense cannot fully justify the active defense, especially if the attack is conducted by the terrorist organization or an individual from the territory of another states, which cannot stop these actions, and the international sanctions are inefficient.

There are other approaches to the issue of international legal qualification of information operations. It is possible to divide them into information operations against information infrastructure and special operations, such as disinformation of the population, exertion of pressure via the mass media, etc. In fact, operations against national information systems may be harmful for international information infrastructure that is protected with a number of international agreements3. It is important that many of such treaties cover member states and third parties that use protected facilities. In many cases the parties pledge not to use international information systems for military purposes.

Practically all countries admit the advisability of negotiating the list of key information systems (both governmental and non-state) whose functioning is crucial for national security. If such types of systems are selected, their protection may be enhanced, including the legitimacy of response (active defense) to information operations. This will enable the international community to work out emergency mechanisms of international response to information challenges, taking into account their effect on national security of various states.

Another important problem that should be discussed is the use of information operations during the peaceful time as an instrument of state sanctions or intervention. If the internationally protected rights of the nation are breached, the victim may undertake proportional reciprocal measures, if they are not aimed at provoking the use of military force. Among such countermeasures one may name the suspension of diplomatic relations, trade and transport embargo, refusal to render assistance, freezing of bank assets belonging to other nation, etc. However, it is suggested that information capabilities of the violator should also be restrained. If international embargoes begin to cover the information sphere, the party that dominate the market of telecom services in the world will have a monopoly on applying this tool.
The international law prohibits to interfere in domestic affairs of the states, banning 

the pressure of one state on another in order to make it change or suppress the capabilities of its free will. At the same time, the UN Charter does not provide for self-defense with the use of armed forces or weapons in response to such interference.

If the expanded version of the term "weapons" is approved and the information medium become the zone protected by the international law, if asymmetric actions against another state in information sphere afflict the functioning of its significant information systems, such actions may be treated not as economic or diplomatic pressure, but as an armed attack entitling the victim to resort to self-defense.

The Rules of Armed Conflict and the Cyber Warfare

Western specialists often raise the issue of application of traditional rules and regulations pertaining to armed conflicts and wars to cyber warfare. Some experts strive to replace the term "laws and customs of war" with the "rules of conducting armed conflict". They emphasize that at present, the states rarely declare war, but are often involved in armed conflicts of different scale. However, the very of term "international armed conflict" is beyond the definitions contained in the Hague and Geneva Conventions and other international agreements. This is why such substitution of terms makes a dangerous precedent, for the states, avoiding the declaration of war, face the need to clearly identify the fine line between the end of the political phase of the conflict and the beginning of its military stage. This is extremely important, bearing in mind the recent boom in new notions (low-intensity conflict, other than war operations, the rogue states, humanitarian interventions), which can hardly be clearly defined.

If the cyber attack is not defined as an act of aggression, the United States (which has the most developed and vulnerable information infrastructure) may fall victim of such actions (this is already true with respect to criminal attacks). The intervention of the international community in such conflict becomes impossible, for such arbitration will be reduced to the question "who is to blame?" without recognized criteria. If cyber attacks are treated as combat operations, they should be subject to major laws and customs of war, whereas the replacement of the term "war" with the term "international armed conflict" may return the situation to the initial level of debate.
The use of force is allowed if it is not banned by laws and customs of war, is controlled and is kept at the level required for partial or full suppression of the enemy with the minimal casualties, losses of time and resources. All known interpretations of this principle agree that the use of force in war should be selective. Some types of cyber weapons, such as computer viruses, Trojan horses, logical bombs and other devices that destroy information systems and are not selective, cannot be regarded as legal means for cyber warfare. They should be treated (in accordance with the scale of possible implications) as the means of terrorist struggle, or WMD, whereas their development and production should be regulated with the norms of international law.

The situation is much more complicated when it comes to selective cyber weapons that are used against certain elements of information infrastructure and such legitimate targets, as military information systems.

On the one hand, the principle of military necessity is beneficial for the proponents of expanded use of information operations, for they are humane, non-lethal, short-term and do not require physical destruction of enemy's resources. Meanwhile, complete destruction of information and telecommunication infrastructure, as many experts demand4, may paralyze the economy, disrupt air traffic and the work of energy systems. Such actions will have devastating effect and will lead to deaths of civilians that cannot be justified in terms of military necessity.

Thus, the demands for inflicting maximal damage to information structure of the state contradict the principle of military necessity. Besides, they run counter to existing international agreements and a number of international conventions concerning the rights of the neutral party.

One has to point out that difficulty of distinguishing between military and civilian information systems. For example, 95% of military communications in the United States are crossed or even based on civilian facilities of information infrastructure. The destruction of military facilities may be justified, but one cannot rule out the possibility of damaging civilian systems. The United States, hence, faces the dilemma caused by the asymmetry of offensive and defensive information operations.

According to the principle of humanity, it is prohibited to use military force, regardless of its scale, if it does not serve the objectives of war (partial or full suppression of the enemy with minimal casualties, losses of time and resources).

This principle mirrors the principle of military necessity and is often used by the proponents of cyber warfare for its legitimization. It is true that information operations do not directly affect human lives. However, if the cyber attack is performed by a terrorist group not related to the state, the large-scale information response against the state, whose territory is used for such act, would have dramatic consequences and would hardly meet the principle of humanity.

The planning and implementation of information operations should take into account the principle of proportionality of the damage inflicted to civilian and military facilities. The provisions of international law regulating the use of force and the principles of conducting the war should also be born in mind. Anyway, decision-maker should proceed from the need to minimize the civilian casualties. According to the humanitarian law, as Lawrence Greenberg, Seymour Goodman and Kevin Soo Hoo fairly emphasize, the evaluation of legality of operations should be based on the assessment of damage to civilian population, rather than on the assessment of means and methods of attack5. In other words, the indirect damage of information attacks, e.g. air crashes caused by malfunctioning of air traffic regulation services, should also be taken into account, as an argument against even narrow cyber attacks.

It is also useful to outlaw the use of international systems as the means to accomplish information operations and other military activities. In this case response will be focused on the state-violator and will not affect the international system.

If the world community approves the aforementioned principles of conduct of information operations, it would be advisable to make a list of civilian and transnational facilities protected by the international law and a list of military systems, which may be subject to legitimate attacks.

The aforementioned arguments referred to the activities targeted against information systems, while the issue of psychological manipulations was not covered. In fact, such actions hardly comply with laws and customs of war. Meanwhile, many experts assume that the use of social technologies, top-level political disinformation and propagandistic campaigns against the enemy (actual or potential), shaping the image of the enemy in the world may have a decisive impact on military capabilities of the enemy. According to Colonel (USAF) Richard Szafranski, cyber warfare may be confined to such actions.

International Legal Limitations on Cyber Weapons

There is a number of important international agreements that may relate to information operations.

Modern telecom and navigation systems cannot work without space satellites. The 1967 Space Treaty contains the provision banning the deployment of nuclear weapons and other WMD on the Earth orbit. WMD normally refers to nuclear, chemical and biological weapons, for experts still hesitate whether cyber weapons should be regarded as WMD. However, many analysts tend to apply this provision of the Space Treaty to cyber warfare. At the same time, the problem is that the treaty prohibits deployment of WMD at orbital objects, whereas artificial Earth satellites and other spacecraft may be used as relay facilities supporting the work of different weapon systems, including WMD and cyber weapons.

The Space Treaty and other appropriate agreements agree that outer space should be used for peaceful purposes only. At the same time, INTELSAT-60 and INTELSAT-61 systems developed for peaceful purposes may be used for information operations. The question is whether the system may be regarded as civilian, if the information from satellites is used for military purposes? The answer is yet to be found.

Thus, along with the ban to deploy combat elements in outer space (such as space-based components of missile defense systems), experts call into question the possibility of distinguishing between civilian and military satellites that may be used for information support of combat operations. Hence, the collision with the international laws on the use of outer space emerges. This issue is quite topical for some modem weapon systems may be used only in conjunction with space systems6. Moreover, one may argue that indirect use of space systems for military purposes will grow in the future.

The Convention on International Liability for Damage Caused by Space Objects is another international agreement regulating human activities in outer space that may be applied to information operations. However, this document refers to peaceful time and does not restrain the development of space-based cyber weapon systems.

Development and production of some cyber weapons may run counter to a number of provisions of the International Telecommunication Convention, which state that all receiving and transmitting stations, regardless of their purposes, should be deployed and operate in such a manner that they do not have dangerous impact on radio services an communications of other members of the convention. To a certain extent, this agreement place restrictions on the use of jamming aircraft, whose equipment may affect both military and civilian electronic means. Nonetheless, the document speaks about the use of electronic warfare systems during the war and, besides, the civilian facilities are not the immediate targets of such systems.

Another important issue is whether the physical destruction of civilian receivers and transmitters of TV and radio systems can be regarded as the breach of the convention.

Cyber weapons are not subject to any international treaty pertaining to arms control and arms reduction. Meanwhile, there is an urgent need to negotiate and sign the treaty curbing the proliferation and development of cyber weapons. Wide use of IT in military affairs can significantly enhance the efficiency of military operations, all other things being equal. Such treaties, as START I and START II, or the CFE, despite any shortcomings, helped to maintain the balance of power and curtailed uncontrolled arms race, as well as increasing military confrontation. Regardless of current efficiency of cyber weapons, their existence should be taken into account by military-political leadership. The inability to make adequate assessment of the consequences may result in asymmetric answer. In this case, cyber weapons may catalyze the escalation of traditional conflict.

Debate on the problems of curtailing cyber weapons should cover not only new and disputable aspects of cyber warfare, but also some traditional types of weapons remaining beyond the framework of current agreements. They are:

•  jamming aircraft and aircraft with long-range radars that enhance sustainability and effectiveness of command and control during the war;

•  orbital groupings used to collect and retransmit information for military purposes;

• means to disrupt the work of energy and information communications.

Thus, cyber warfare is not covered by any existing international agreement. The treaties that somehow mention this problem do not give unequivocal interpretation of the information security issues. Modernization of the existing agreements, taking into account the possibility of development of cyber weapon systems and high vulnerability of information infrastructure of the majority of developed nations, is desirable, but can hardly be implemented. Hence, negotiations should start to elaborate a new agreement with clear international legal norms pertaining to cyber warfare and information operations.

If the international community fails to agree on conceptual basis of international agreements putting constraints on new types of weapons, military-political situation may be destabilized.

At present, practically all nations, including Russia, the United States, China, and Europe, start to pay much attention to the problem of curbing cyber weapons. At the same time, there are serious contradictions in the approaches towards this process. The very notion of cyber weapons is not clear yet; therefore, the rules of the game will be determined by initiators (and most active participants) of the negotiation process. For instance, RAND suggests that Washington benefits from this ambiguity to lay down its own approaches towards arms control, export regimes and international cooperation with respect to cyber weapons, so that the United States may enhance its national security in the future7.

Washington strives to outlaw weapon systems targeted against information infrastructures (this is the most typical issue for the USA, taking into account their developed and potentially vulnerable information infrastructure) and leave intact the use of information capabilities for traditional military purposes. According to the US experts, another probable issue for negotiations would be prospective types of weapons (in which none of the countries have superiority so far). Such weapon systems comprise electronic pulse systems designated for attacks against information systems (i.e. again the components of offensive systems). It would be fair to emphasize that US analysts more and more often ask how long the US domination will be and what US long-term strategy in the area of information security should be8. Thus, one may assume that some states will stick to wait-and-see policy, as far as control of cyber weapons is concerned.

The mission of any nonproliferation and export control regime is two-fold: it strengthens national security of a state by ensuring technological superiority and it strengthens overall stability, preventing the use of technological innovations for terrorist purposes. However, it may be difficult to apply export control principles to IT.

Firstly, under the pretext of strengthening the nonproliferation of cyber weapons, free use of international information resources and systems may be restricted to a number of states.

Secondly, efforts to curb proliferation of IT will hardly be accepted by business communities, especially in developed countries.

Thirdly, the international nonproliferation regime should take into account the hidden capabilities of information systems, which should then undergo compulsory international certification.

Under these circumstances, the Russian initiatives at the UN envisage that the states should commit to refrain from:

· activities leading to domination and control in cyberspace;

· restricting access to new IT, creating conditions that may promote technological dependence in the area of informatization in detriment to other states.

The adoption of these provisions, even at the level of declaratory policy will help to avoid the use of nonproliferation regime to the benefit of individual countries or groups of countries.

Beside arms control and export regimes, world community may be interested in developing international cooperation and expanding interaction in information security sphere, in order to harness national legislations and promote joint counter-terrorist efforts. It would be advisable to sign bilateral and multilateral agreements on mutual security arrangements.

The basic elements for such cooperation would be:

· joint assessment of emerging challenges pertaining to cyber warfare and common , understanding of potential threats;

· joint development of protection mechanisms and practical methods of reducing vulnerability of information systems and networks;

· permanent exchange of information on potential enemies and emergencies concerning the work of information mrrastructures, in order to work out adequate response measures;

· agreed measures to detect attacks against critical information infrastructure and, if detected, the use of certain coercive measures to stop the attack;

· agreed measures of mutual assistance if information infrastructure is damaged by natural disasters.

Positions on Information Security Issues at the International Level
In August 1998 Russia offered the United States to sign a joint presidential statement on information security issues. The draft of the document contained the vision of the current situation in information sphere characterized by unprecedented progress in human development and obvious threats to global stability and security. Moscow emphasized that the existence of such challenges required some preventive measures. This process would comprise the following stages and steps:

· identification of general views of the world community on the problems of using IT for military purposes as weapons;

· definition of key terms (cyber weapons, cyber warfare);

· full count of the possibility of using IT to enhance existing weapon systems and to develop new arms;

· consideration of the advisability of establishing the international system (center) to monitor information security risks;

· submission of the information security issues to the UN and other international forums for consideration, in order to negotiate the international legal regime banning development, production and use of the most hazardous types of cyber weapons;

· negotiations on the international multilateral treaty/convention on combating cyber terrorism and crime.

Russia believed that such joint statement would have facilitated the specific, comprehensive and meaningful international discussion of the aforementioned matters.

However, the draft was not approved. General concerns about information security challenges were reflected in the Joint Statement on Common Security Challenges at the Threshold of the 21st Century signed by the Russian and US Presidents in Moscow on September 2,1998. The parties:

· agreed to intensify joint efforts to counteract the transnational threats to our economies and security, including those posed by [...] computer and other high-technology crime;

· recognize the importance of promoting the positive aspects and mitigating the negative aspects of the information technology revolution now taking place, which is a serious challenge to ensuring the future strategic security interests of our two countries;

· declare that the common security challenges on the threshold of the 21st century can be met only by consistently mobilizing the efforts of the entire international community. All available resources must be utilized to do so. In the event that it is necessary, the world community must promptly take effective measures to counter such threats.'

The statement maintained that the parties agreed to intensify joint efforts to repel transnational threats, including computer crimes; recognized the importance of enhancing positive aspects of information revolution and mitigating its negative consequences; argued that common security challenges should be met only by mobilizing endeavors of entire international community.
Russian approach towards international information security issues was also reflected in the special address of Foreign Minister Igor Ivanov to UN Secretary-General Kofi Annan (September 23, 19989). The letter contained the draft resolution of the UN General Assembly entitled "Developments in the Field of Information and Telecommunications in the Context of International Security". This draft developed ideas of the UN General Assembly resolution on the role of science and technology for this specific area. The document pointed out the need to prevent the emergence of IT and means, whose employment for military purposes would be comparable to the use of WMD.

Russia's proposals were modified, mostly as far as recommendations to inform the UN Secretary-General on views and assessments of the member states were concerned, and on December 4, 1998, the resolution was passed by consensus and without voting (A/RES/53/70).

Some provisions of the initial Russian draft, such as the use of IT for military purposes, the advisability of defining cyber weapons and cyber warfare, the need to establish the regime banning development and use of cyber weapons, as well as the comparison with the WMD were not reflected in the resolution. The US delegation noted to the First Committee the flexibility of the main sponsor in promoting this initiative.

Later on the UN Secretary-General received comments and assessments of Australia, Belarus, Brunei, Cuba, Oman, Qatar, Russia, Saudi Arabia, the UK, and the USA published (August 10, 1999) in the appropriate report (A/54/213).

Australia believed that, despite the urgency of the matter, the principles of global information security should not be worked out at the UN Department for Disarmament Affairs. Information infrastructure is crucial for trade, economy, welfare of the planet, law, order, and security. But principles and guidelines have already been negotiated at other forums (the OECD, the ISO, the ITU, the international centers to prevent and combat crime) and with much broader approach than in Resolution A/Res/53/70. Hence, Australia found it senseless to duplicate such work.

Belarus noted the timeliness of the resolution and backed the idea of negotiating the concept of international information security and principles aimed at enhancing security of global information systems and preventing cyber terrorism and crime.

Brunei emphasized the importance of information security in the age of IT, but assumed that the International Court of Justice should be responsible for determining the liability for violation of security of international communications.

Cuba pointed out that the process of computerization and new Information Age lead to new security challenges that should be considered by entire world community. The UN is an appropriate forum for such discussions. Besides, some measures should be taken to ensure access to new IT for development purposes, especially the access of developing countries. Cuba presumed that the international community should recognize the right of any state to protect its information resources. Some multilateral treaties prohibiting aggressive acts against such resources may be concluded within the UN framework. It would also be advisable to consider the idea of agreements securing the use of IT to be developed for peaceful purposes and their availability to all states.

Oman stressed the right of the national telecom regulation authority to restrict access to public information through certain channels, e.g. the Internet. The legislation of this state provides for protection of material and moral value of information. Oman endorses the idea of negotiating international principles aimed at strengthening the security of information systems.

Qatar argued that general assessment of information security issues may be facilitated by exchange of technical knowledge and understanding of the danger of hacking, as well as its impact on security and finance. Some methods to ensure information security may include:
•  encoding;

•  use of software that provides control of access to data;

•  verification of the user's right to access data;

• use of hardware and software means for network protection.

The Russian Federation submitted (June 9, 1999) the most detailed document on this issue. It maintained that universality, secrecy, or depersonalization, opportunities for wide trans-border use, economical character and general efficiency made cyber weapons be an extremely dangerous means, whereas development and use of such weapons were not regulated under the modern international law. There is an obvious need for such regulation of global processes of civilian and military informatization, development of agreed international platform of actions on information security. Russia set forth the plan of actions of the international community providing for further debate on information security issues and adoption of appropriate resolutions by the UN General Assembly that would specify and restrict criminal and military challenges in this area. Russia also suggested that the parties should negotiate the principles of international information security (regime, code of conduct of the states, etc.), as some common approaches were achieved. These guidelines would first have taken the form of multilateral declaration and then might be transformed  into  international  legally-binding document. Moscow also proposed to discuss these matters within the framework of the Conference on Disarmament in Geneva.

Saudi Arabia emphasized that rapid progress in IT led to the growing number of acts against normal functioning of information systems, their destabilization and interference for criminal purposes. Such activities damage economy and undermine security. Introduction of international principles and norms is important to resist information security challenges. The international agencies concerned should see to it that authors of such acts appear in court and are punished.
The United Kingdom mentioned the increasing interdependence of information systems in the world and noted that the majority of states were under threat of electronic attack by criminals or terrorists against vitally important elements of infrastructure.

As the use of computer systems is growing, such danger will only increase. The systems are connected at the international level, so the challenge is trans-border and makes a problem for all UN members. The United Kingdom welcomes the steps to study the appropriate mechanisms for repelling such threats, including multilateral mechanisms.

The British Government recognized the importance of international cooperation in this area. The dialogue on this matters includes the efforts of the G-8 Lyon Group on high-tech and organized crime and the Council of Europe (November 23, 2001 Convention on Cyber-crime). The UK assumed that the UN should follow the debate at these forums and take it into account in its own work. The UN might devise international principles of strengthening security of global systems and facilitating combat against international terrorism and crime.

The United States regards the information security, as a complicated topic, afflicting many factors and activities of individuals, groups, and governments. Information security has some aspects pertaining to international peace and security, but it also covers technical aspects of global communication systems, non-technical issues of economic cooperation and trade, intellectual property rights, rule of law, struggle against terrorism and other matters subject to the consideration of the Second and the Sixth Committees. The United States noted that the methods of using electromagnetic pulse against the enemy were not new. In the future, the Armed Forces would pay more attention to protection of their own information networks. Besides, the states should be able to restore the information networks in case of emergency. Information security also affects the protection of data related to military might and other aspects of national security. The concept of information security should provide for the protection of results of commercial research, technologies and other confidential data (marketing plans, work with the clients) and should be connected with the international treaties regulating intellectual property rights. As for technical aspects, Washington assumed that the norms of the ITU and national agencies concerned ensured the reliability of international communication network. Appropriate standards guaranteed the rights of producers and users of electronic devices. The United States regarded the potential threat of criminal IT use, as a problem urgent for all nations, and shared the opinion on the advisability of unilateral and multilateral measures to ensure the security of respective resources.

The United States also assumed that any illegal interference or attempts to threaten its national information systems was a challenge to US national interests. Bearing in mind the potential gravity of this threat, the United State initiated a number of national programs in public and private sectors to protect the critical facilities and elements of infrastructure. At the same time, taking into account the global interdependence of infrastructures, national efforts would depend in the long run on the security of systems situated beyond the US territory. This is why the United States presumed that all nations should undertake national measures to punish criminals and terrorists operating on their territory and preventing normal functioning of information systems.

The problem of information security has many dimensions. It is absolutely significant to analyze all aspects of this issue, but, in accordance with US concept, it would be too early to negotiate comprehensive principles of information security. The international community should instead give a systematic assessment of the previous stages and then move forward. Hence, the states should strive to get to know the opinions of a wide range of experts.

Further international discussions highlighted, at least, two different attitudes towards information security.

Experts from some developed nations, including the USA, pointed out the priority of measures to combat cyber terrorism and crime. They regarded the challenges of cyber weapons and cyber warfare mostly as theoretical. Hence, there was no need in discussing disarmament aspects of international information security. It was suggested that further debate take place at regional and functional forums (the EU, the G-8, the Organization of American States, the OECD, etc.). The UN should have studied these issues in its Second (economic matters) and Sixth (legal matters) Committees rather than in the First Committee.

The supporters of different course (the most of UN members including developing countries, Russia, China, etc.) endorsed the concept of complex evaluation of information security issues and backed the priority of curbing potential threat of cyber warfare. They emphasized the need to start immediate discussions and elaboration of the legal basis for the universal regime of international information security. It was suggested that the International Court on Cyber Crime be set up.

On December 1, 1999, the UN General Assembly passed by consensus the renewed Russian draft of the aforementioned resolution (A/Res/54/49). New provisions of the resolution, which also reflected the outcome of debate at the CD in Geneva, stated that information technologies might have negative impact on the security of the states with respect to their civilian and military spheres10. Thus, while the 1998 resolution only mentioned the existence of a common problem, the 1999 document was more specific concerning military and disarmament dimension.

The UN Secretary-General also submitted (July 10, 2000) the appropriate report to the 55th session of the UN General Assembly (A/55/140). The document contained the positions of Jordan, Qatar, and Russia. 

Jordan stated the possibility of abuses of IT innovations and their use for terrorist purposes. In response, Jordan proposed to lay down special emergency legislation, so that security services might have access to the control centers of the companies dealing with such systems and supervise in part their activities.

Qatar offered some definitions concerning information security.

Russia put forward (May12, 2000) the draft of the document entitled "Principles of International Information Security". These guidelines comply with UN practices and conform to a number of documents on space matters approved by the UN General Assembly. These resolutions are not treaties, but place political and moral commitments on the states that have voted for them.

The Russian draft contains the terminology:

definitions of basic terms, such as cyber weapons, cyber warfare, and information security. The key idea of the document is reflected in Principle I - activities of any state in cyberspace should contribute to common progress and should not contradict the task of maintaining global stability and security, security interests of other states, principles of the non-use of force, non-interference in internal affairs, respect for human rights and liberties. The document argues that such activities should comply with the right of everyone to seek, obtain and disseminate information. However, it is noted that such right may be restricted by the law in order to protect the security of any state. Moreover, all members of the international community should have equal right to protect their information resources and crucial infrastructure from unauthorized cyber interventions. The Principles also identify major threats to international information security and name the efforts that may contribute to the development of international legal basis to meet such challenges.

The aforementioned topic ("Developments in the Field of Information and Telecommunications in the Context of International Security") was included in the agenda of the 55th session of the UN General Assembly. This proved the interest of the global community in discussing this topical issue. The resolution (A/Res/55/28) adopted (November 20, 2000) by consensus confirmed the previously approved recommendations. Paragraph 2 of the resolution stressed that such measures would be facilitated by examining the respective international concepts designated for strengthening the security of global information and telecommunication systems.

In accordance with the recommendations of resolution of the General Assembly of the United Nations 55/28, as a new Russian contribution to the discussion in the UN of the issue of international information security, a proposal has been drafted entitled “General appreciation of the issues of information security. Threats to international information security”. This document was submitted to the UN Secretariat in July 2001 and included in the Report of the Secretary-General on the subject at the 56th session of the General Assembly (A/56/164/Add.1).

This document outlines and defines eleven major factors that in the view of the Russian Federation endanger the basic interests of the individual, of society and of the State in the information area and thus represent the most dangerous threats regarding information security. These factors include development and use of means of unsanctioned interference in, illegal use of and damaging another state’s information resources, deliberate use of information to influence another state’s vital infrastructures and population, actions aimed at dominating the information area, aiding terrorist actions and waging information wars per se.

A new provision of the resolution adopted by the General Assembly on the basis of consensus at its 56th session on 29 November 2001 (A/RES/56/19) called on a group of governmental experts from UN Member States to be established in 2004 in order to study the issue of international information security, namely to consider potential and existing threats in the sphere of information security and possible co-operative measures to address them and to study on international concepts aimed at strengthening the security of global information and telecommunication systems. A report on the results of the study to be conducted by the group should be submitted to the General Assembly at its 60th session.

Despite the opposition of a number of states, which tried to block any attempts to discuss the military component of the problem, the presence of which is obvious to most UN Member States, the issue was brought up on the practical level.

The UN GA resolution A/RES/57/53 adopted by consensus on 22 November 2002 (A/RES/57/53) points out that the use of information and telecommunication technologies with the view to adversely affect the infrastructure of states is unacceptable.

The resolution also confirms the request to the Secretary-General contained in paragraph 4 of resolution 56/19 on the establishment of the group of governmental experts.

It should be noted that we have recently been witnessing a certain positive shift in the positions of the key players in the information and telecommunication area. Washington is now showing a better appreciation of the fact that the issue of counteracting new forms of terrorism is directly related to that of proliferation of information weapons. 

Following the terrorist acts of 9/11 the Europeans realised that the information infrastructure of EU Member States is not guaranteed from possible information attacks. Most concerns in this connection were raised after the conclusions contained in the report by the European Parliament on Echelon – an American system of electronic espionage – were made known in May 2001. 

Mindful of the recognition on the part of the international community of the need to boost the international co-operation in the sphere of information security as well as their own active participation in the programmes to fight cyber crime, both European countries and the United States supported the creation of the group of governmental experts on international information security. They have become more open for international consultations on the subject. 

 But a number of states still show restraint in endorsing further steps toward global information security and explain it with the complexity and novelty of the topic, as well as with concerns about possible constraints on the freedom of information exchange and competition on the IT market, which might allegedly emerge, if the concept was implemented.

Some Western analysts assume that massive cyber attacks may be conducted with regular PCs and opportunities granted by the Internet. The governments are not allegedly involved in development and control of such technologies. In other words, in their view, the international community today has neither technological capacity, nor legal mechanisms to identify the author of the attack and punish him. Moreover, the attacks may be accomplished via mediators (this was proved later - in April-May 2000 - during the hacker war between China and the United States). And vice versa: the third party may launch a cyber attack in such a manner, as to make guilty of it some innocent nations (as it was during the attack against Indonesia from the territory of one of European countries). Hence, they say,  reliable,  specific  and  practically applicable restrictions cannot be invented and introduced.

It is assumed that international legal norms applicable to armed conflicts, such as the principles of military necessity, proportionality and minimization of collateral damage, already regulate the use of IT in such conflicts. Therefore, there is allegedly no need in devising any new international principles. Besides, they argue that even if some states commit themselves to such code of conduct, this will not affect the criminal and terrorist challenges to information security. The criminals, by definition, do not follow international agreements.

But on the other hand if the world community would be able to come to an agreement on common approaches outlined in the Russian draft of the Principles, the document may be regarded as a basis for the multilateral treaty or convention establishing the universal regime of international information security. The key idea of such treaty/convention would be the commitment of participants not to resort to activities in cyberspace that may damage information systems, processes and resources of other states, its critical structures, undermine political, economic and social systems, provide for massed psychological attack on the population in order to destabilize the society and the state.

The parties to such a treaty or convention should also refrain from:

· developing, production and use of means to influence and damage information resources and systems of other states;

· unauthorized interference in information and telecom systems and information resources, as well as their illegal use;

· activities leading to domination and control in cyberspace;

· restricting access  to advanced IT,

· creating conditions for technological dependence in the sphere of informatization in detriment to other nations;

· promoting activities of international terrorist, extremist and criminal communities, organizations, groups or individuals that pose a threat to information resources and critical structures of the state;

· devising and adopting plans and doctrines providing for the possibility of conducting cyber wars and provoking arms race, as well as causing tension in relations among states and the outbreak of cyber war;

· the use of IT in detriment to fundamental human rights and freedoms in the information sphere;

· trans-border dissemination of information contradicting principles and norms of international law and domestic legislation of individual states;

· manipulating information flows, disinformation and concealing of information in order to distort psychological and spiritual medium of the society, erosion of traditional cultural, moral, ethical and esthetical values;

· information expansion, gaining control of national information and telecom infrastructures of other state, including the conditions of their functioning in the international cyberspace.

Such a document should then contain:

· the definition of characteristics and classification of cyber warfare, cyber weapons and related means;

· the measures to curb trafficking in cyber weapons;

· the regime to ban development, dissemination and use of cyber weapons;

· the measures to prevent the threat of cyber war;

· the provision on the danger of using cyber weapons against critical infrastructures and its hazardous consequences comparable to devastating effects of the WMD;

· the conditions for equal and safe international information exchange on the basis of internationally recognized norms and principles of international law;

· the measures to prevent the use of IT for terrorist and other criminal purposes;

· the procedure for mutual notifications and prevention of trans-border unauthorized information influence;

· the conditions for establishing the system of international monitoring to detect the information challenges and the verification mechanism for the international information security regime;

· the mechanism for dispute settlement in the area of information security;

· the conditions for setting up the international system of certification of technologies and informatization and telecommunication means (including software and hardware), in order to ensure information security;

· peaceful development of the system of international cooperation among law-enforcement agencies in preventing illegal activities in cyberspace;

· the recommendations on voluntary harnessing of national legislations in the area of information security.

In accordance with this document, the states and other actors of the international law could be responsible for activities in the cyberspace carried out by them under their jurisdiction or within  the international organizations, whose members they are, and for the compliance of such activities with the provisions of the aforementioned treaty/convention.

CONCLUSION
What is the adequate response to the emergence of cyber weapons and the threat of cyber warfare? 

The threat of cyber warfare is a factor of clandestine military-political pressure and intimidation that may breach world and regional stability and security. This is why it is important to monitor the threats of use of cyber weapons and permanently assess the efficiency of functioning of the systems designated to resist such weapons. This monitoring should not only cover scientific and technological achievement concerning cyber weapons and means of protection, but also the dynamics of prerequisites and conditions for their possible employment, i.e. changes in the foreign policy situation, forecasts on global and local conflicts threatening with the possibility of cyber warfare.

A natural response to such new high-tech weapons would be the development of adequate means for counteraction. They should not be limited to technologies of detecting the cyber attacks, but also include early warning systems. These means should be complemented with the devices for counter-control of cyber weapons, as well as with different legal, organizational and economic measures aimed at protection of state information resources.

Economic and scientific policy of all states should also be considered in the light of information security. This policy should be open and should be aimed at protecting the legitimate rights of people to information and intellectual property, but at the same time, states should support domestic manufacturers of technologies, who defend the internal market from penetration of secret cyber weapons.

In the age of globalization of information systems, any country cannot ensure economic flourishing without joining the international cyberspace. However, one has to realize that any country's participation in international telecom and information systems will be imperfect without resolving the problems of information security.

Therefore, there is a need for international cooperation in negotiating and adopting legal documents ensuring information security in the processes of trans-border information exchange. 

It would be useful to support the activities of different international groups discussing various aspects of domestic and international legislation, international standards and possible areas of mutual interest in the information sphere. 

The international measures concerning prevention and liability for computer crimes should be agreed upon and become legally-binding.

It is obvious that one cannot prohibit the development and use of cyber weapons today, as it happened to CW and BW. Evidently, it is impossible to restrain the efforts of many nations to form single global cyberspace.

 The solution would be to conclude reasonable agreements based on international law and minimizing the threats of use of cyber and infoweapons. Such agreements, as a real contribution to international law, would strengthen the national security of their state parties. 

It would be useful to benefit from the experience of compromises and agreements pertaining to the prevention of nuclear war, missile threats and maintenance of strategic stability and balance of conventional forces in Europe.

_______________________________________
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