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Year after year, since the inception of our working group on information security in 2001, our monitoring activity has revealed an unbroken trend: cyber insecurity is rising at an ever steeper pace, takes on more sophisticated and menacing traits by moving into the high-complexity context, and touches on a greater array of vital sectors of society.  And the Internet on which this session focuses is only part of the threat landscape. Digital communication in the broadest sense is under menace.

Nothing new then? Yes, sadly there is. We may well be at the threshold of a new quantum leap of cyber risk. At this stage we recognize more clearly the ambivalence of the digital age: as with all other modern technologies, ITCs tremendously magnify the amplitude of trends, more good comes with more bad: this appears to be the hallmark of the universal “risk society”. Benefits soar, but perils increase proportionately more. Thus the stakes are rising. The theme of our session, The Crisis in Internet Security, is an understatement rather than a sensation-seeking formulation. This should sharpen our mind both for incisive analysis, and enhanced strategic thinking on counter measures. The time has come for a new sense of urgency. This session, and our work in the PMP, will highlight this need.

The new dimension of the cyber threat is, in the first place, a  numbers game. But the tremendous growth and all-pervasiveness of ICT  and digital devices combines with unprecedented technical convergences: the fixed-mobile convergence, the migration to IP,  the migration of computing processes to gigantic external computing centers (“cloud computing”), in short the movement to huge integrated global networks, produce a staggering new level of interconnectivities, where many of the components – mobile devices, RFID tags, imbedded systemts of all sorts – lie totally unprotected and ready for the attacker. Convergence at this level poses a huge new challenge for TC regulators and crime fighters. On the attack side, the migration to new cybercrime conglomerates with infinite technical and economic resources, and the shift of attack scenarios from operating system attacks to application-based attacks appear equally unstoppable. All this heightens the new potential for cyberwar as a routine, but effective, military practice, easily predicated upon opaque relationships between determined hostile government action and the crime consortia. During these very days, events in Georgia, after Estonia, have crudely focused the klieglights on these momentous threats. 

True enough, there are remarkable breakthroughs on the defense side as well: progress in developing better identifiers, in authentification and cryptography technology – let me only mention the introduction of multi-model biometrics and current research on quantum technology for security - , good results in standardization and regulation, the trusted service providers identity initiative, marked increases in spam control, increments in national legislation and international legal harmonization, the significant improvements in international cooperation at the UN level and elsewhere.

But the query that guided the debate at a recent ITU meeting in Geneva: can we stay one step ahead of the attacker? remains utterly relevant, and telling in its question mark. If the war between criminal groups on the one hand, and big business and the trustees of critical infrastructures and national security has indeed begun, if the race between code-makers and code-breakers is on, the outcome is still impossible to foretell. 

At this plenary session, the third one over the last few years on cybersecurity, we are privileged to have guest speakers of an exceptional standing and vision. Their individual CVs have been distributed. But let me highlight the significance of their presence. Dr. Robert Kahn as the creator, with a few colleagues, of the Internet protocol, and a pioneer of computer research and development, has shaped the cyber environment and thus the world as we know it, like few others. Dr. Hamadoun Touré has an exceptional career in international telecommunications. Heading the ITU, one of the most vital and well-organized international organizations, he is on record with a very pronounced personal interest in cybersecurity, and has led the ITU into its current undisputed role as lead agency for a Global Cybersecurity Agenda on which he will speak. Dr. Jacques Bus, from his leading cybersecurity role in the EU, will demonstrate the density of effective uniform cyber regulation within a group of countries that represent almost 40% of world trade and assume a model function in this field, not least after having created ENISA, the European Network and Information Security Agency. 

We have every reason to look forward to an exciting debate.   

