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The Permanent Monitoring Panel on Information Security of the World Federation of Scientists (InfoSec PMP) believes that it is imperative that all countries begin to address the problems that enable cyber security risks and to seek mechanisms by which solutions and approaches can more readily be shared, with a goal toward harmonized solutions and greater communication security.  Collaborative arrangements between governments, the research community, legal experts, and industry on the issues that underpin security risks to communications will both expand the reach of the solution and more rapidly advance cyber security.

Considering the technological innovations and the changing threat environment, the World Federation of Scientists Permanent Monitoring Panel on Information Security (InfoSec PMP) sought input from cyber security experts around the globe regarding the most serious problems that need resolution if the global crisis in the lack of security in communications is to be addressed.
  In addition, the InfoSec PMP analyzed prior work in this area and included previously identified problems that continue to create security risks.

The Computing Research Association (CRA) developed a report in 2003, Four Grand Challenges in Trustworthy Computing, in which they identified four challenges “aimed at immediate threats, emerging technologies, and the needs of future computing environment over a much longer term.
  In 1997, the INFOSEC Research Council (IRC) developed a Hard Problems List (HPL), which was published in 1999 and updated in 2005.
  Since then, neither of these documents has been updated nor has any new list reached a level of prominence.  Moreover, there is a seeming complacency by governments and private sector entities alike in recognizing the urgency of advancing cyber security.  The InfoSec PMP hopes that its efforts in updating and advancing a Top Cyber Security Problem list will ignite new and collaborative efforts in addressing these issues.

The PMP will make its Top Cyber Security Problem list available to The United Nations International Telecommunications Union (ITU) for its consideration in its Global Agenda on Cybersecurity, nation states, universities, and other multinational fora, such as the European Commission, Organization of American States (OAS), the Asia Pacific Economic Cooperation forum, and ASEAN in the hope that this will spur attention on these critical issues and encourage collaboration.  The InfoSec PMP will continue to work with all interested stakeholders to refine its Top Cyber Security Problem list and will update and reissue it accordingly.

Taking a multidisciplinary approach, the PMP has divided the Top Problems into three categories: legal, policy, and technical.  

Legal

· Develop international law to accommodate cyber warfare offensive and defensive activities, thus making it operative for the cyber age.

· In that regard, elaborate on the UN Charter in the direction of topical interpretations:  Define Article 2 armed attack and Article 51 limits of self-defense, define the concept of cyber weapon, define operational modes for Chapter VII action in case of cyber attack, develop and analyze scenarios of cyber war and cyber terrorism with a view to their legal consequences.
· Drawing upon NATO’s Strasbourg/Kehl Summit Declaration
 and previous InfoSec PMP work in analyzing gaps in the international legal framework with respect to collective response, develop proposed amendments to NATO Treaty definitions of armed attack and territorial integrity and clarification of collective responses to accommodate collective cyber activities, self defense actions, and communication requirements.  

· Encourage the ratification of the Council of Europe Convention on Cybercrime (“Convention”) and internal implementation by signatory states, and, where this does not obtain, encourage the harmonization of cybercrime laws (substantively and procedurally) around the globe consistent with the Convention and the cybercrime laws enacted in developed nations.  The InfoSec PMP supports the efforts of the International Telecommunication Union’s (ITU) Global Cybersecurity Agenda in this regard and encourages use of the ITU Toolkit for Cybercrime Legislation in developing national cybercrime legislation.

Policy

· Improve awareness and education of the various levels of users to enable them to safely and responsibly use ICTs and protect their systems through user-friendly and easy-to-use self-defense methods.  

· Encourage the development and implementation of a Cyber Code of Conduct to enable a global culture of responsible cyber citizenship.

· Promote the evolution of computer emergency response teams (CERTs) toward multidisciplinary Cyber Response Centers that can respond to cyber incidents or attacks and coordinate technical, legal, operational, and policy considerations to ensure a holistic and effective response.

· Improve international cooperation and 24/7 points of contact, including improved skill levels in law enforcement and cyber investigations, between all countries connected to the Internet.

· Promote cyber security with assurance of privacy through compliance with privacy laws, especially in the context of data mining and digital surveillance.

· Identify and fund collaborative projects to advance solutions to priority issues on a global basis.
Technical

· Develop enterprise level security metrics so security progress can be measured.  Quantitative information systems risk management for security needs to be at least as good as quantitative financial risk management.

· Enable time-critical system availability and resiliency across distributed systems.  Enable the use of advanced information and communication technologies, stimulate the interoperability between communication systems and devices, improve the efficiency, reliability and safety of systems for power delivery and use.  Such systems exemplify future critical infrastructures that are heavily dependent on extensive communication systems and are often connected to the open and vulnerable Internet. Research is needed in developing "resilient" control systems that provide trustworthy interactions between communication systems and physical infrastructures to ensure resilience in the face of cyber attacks.
· Enable information management at the data structure level, in particular, data structures that represent identity information to ensure the identification, authentication and authorization of communications to allow seamless, secure information management on a secure basis beyond the limits of current public key infrastructure.

· Address the security challenges of mobile/wireless systems.  The widespread and exponential deployment of such devices and systems presents security challenges in and of themselves and the risks they present to interconnected systems and devices.

· Identify the security risks and opportunities associated with virtual systems and cloud computing to enable their deployment and interconnection with increased security of information, applications and networks.
· Improve the ability to track and trace cyber communications to enable source identification (accountability) and use of digital assets by technical means, reducing the reliance on cooperation between Internet Service Providers, while safeguarding privacy.
· Develop tools that protect privacy and enable audits of activity in environments that involve data mining, digital surveillance and profiling for personalized services, and in the protection of personal and business data.

· Improve access to information provenance so as to enable users to track the pedigree for every byte of information in Exabyte scale systems, transforming terabytes of data per day.  The development of such tools should take into account the challenges of volume of information, degree of automated processing and transformation. 

· Improve transparency of network operations to enable visibility of activities, knowledge of status of operations, and identification of issues as a diagnostic tool to enhance security.
· Develop digital identification mechanisms to protect and advance the interconnection of devices, information, and networks. Develop an identification framework that identifies personal users in its use of networked devices.
· Place higher emphasis on cryptography, especially by developing cryptologic algorithms that will withstand future challenges, including those identified with quantum computing.

· Identify and fund collaborative projects to advance security solutions on a global basis.
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