The Military potential of Cyber Attack and collective Cyber Defence: 

a NATO perspective (20’)
Mr Chairman, dear Distinguished guests and participants in the Rome Cyber Session,

It is an honor and my pleasure to be a member of this panel and to address you today on how NATO looks to Cyber security and how NATO deals with it. 
My presentation today will address 3 questions: how serious does NATO take the cyber security threat, why is NATO concerned and finally what is it that NATO does already and what it wants to do to deal with this new threat. Throughout my address today, my main message to you is that for NATO, cyber warfare is a new way of warfare, which is different from, but can be complementary to kinetic warfare.
But before I come to the core of my presentation, let me make 2 preliminary remarks:

· First remark. When we talk about NATO, we should make a clear distinction between NATO as an organisation and NATO as an Alliance.

Let me explain what I mean.

NATO as an organisation is a body that comprises the NATO Headquarters in Brussels, all NATO agencies, two Strategic Military Commands and many other headquarters. Like any other organization in the world, NATO, is also connected to internet, albeit only for its unclassified domain, and therefore, NATO has to protect its proper critical IT infrastructure. 

When I refer to NATO as an Alliance, I mean the 26 and very soon 28 member states that signed up to the North Atlantic Treaty, consisting of 14 articles and which was initially signed by 12 nations on April, 4th of 1949 in Washington, in the aftermath of the Second World War. When I mention all these attributes, I do it because they play an important role in defining NATO’s responsibility as an Alliance. I will come back to it.




· Second remark.  For reasons of confidentiality, I hope you will understand that I will not quantify the cyber threat that NATO is facing, also not during the question/answer session. What I can tell you is that we are continuously under attack as it is the case for national governments, agencies, public services and the private sector.
How serious does NATO take the Cyber Security threat?

At the Bucharest NATO Summit, early April this year, Heads of State and Government from 26 NATO countries endorsed, at the highest political level, a NATO policy on cyber defence. NATO had already been working for some time to respond to the growing threats to our cyber security but spurred by the unprecedented cyber attacks on Estonia last year, the Allies agreed to adopt a more comprehensive policy.


This decision which took place at the highest level is a clear demonstration of NATO’s readiness to respond to emerging security threats and it embodies the principle of Alliance solidarity.  

Solidarity is the fundamental glue of the Alliance. The most important challenge to the Alliance will always be threats to solidarity and unity. However, solidarity relies on a common perception of threats and challenges. That is the reason why it was important to adopt a common agreed policy.
The more our societies make use of cyber space in what we call the Information Age, the more vulnerable we become, and the Alliance is well aware of the threats.
While the primary aim is to enhance the Alliance’s ability to protect its own critical communications and information systems, the policy reaffirms that - if a member country or countries are victims of a cyber attack of national or Alliance significance - NATO must be prepared and able, on request, to coordinate or provide assistance. Increased complexity calls for increasingly complex responses, for which NATO needs the appropriate capabilities. The complexity of future challenges emphasizes the need for NATO to be proactive rather than reactive and to adjust accordingly.
Personally, I think that we start to be at war in the Cyber Space and that we should start to consider Cyber Defence as another Crisis Response Operation.
Why is NATO as an Alliance so concerned?

The main reason is obvious.  Cyber attacks can not only hit but even destabilize both member nations and NATO as a multinational organization.  I think that the Estonian, Lithuanian and Georgian cases are good examples of how easy it is to destabilize a nation. In the Georgian case, the attacks were even collocated in time to a kinetic military operation. Was this by accident? I leave the question open. 
But enough on this let us remember that the Alliance is founded on shared principles of democracy, individual liberty and the rule of law. Cyber attacks can challenge these principles and risk undermining national government systems and national and social cohesion. NATO has the obligation to demonstrate its commitment to support and strengthen the free institutions upon which it is founded. 

However, this simple statement might generate some fundamental questions and I will focus on 3 of them.  I hope that these questions will stimulate the panel discussion.  

· First question is to know in how far the Washington Treaty does and should apply.  As Ambassador Wegener already mentioned, nowhere in the Treaty, will you find the term ‘Cyber attack’.  Therefore, it could be difficult to invoke Art V which refers to ‘Armed Attacks’.  Will NATO be prepared to take actions as it deems necessary including the use of armed force?  The question is then against who?  We all know that, in case of an attack, it is almost impossible to identify who the aggressor is and NATO cannot allow itself to act military based on assumptions.  



· Second question would be if NATO is allowed to take an offensive posture or can we only be reactive?  Personally, I think the best strategy is to address the intrinsic vulnerabilities of our infrastructure but how do you restore from an attack?  Effective restoring includes the fact that you can shut down the so-called botnecks that are installed like digital ghosts and are spread out all over the world.  


However, I think there is a need for NATO to consider ways to be proactive. NATO can and should play an important role in future horizon scanning concerning both the defence and security functions and challenges. NATO ought to be an agent of change within the Alliance and for the Nations, as well as externally as a military driver of transformation in interagency processes. Moreover, NATO's area of influence may exceed its area of responsibility, so the Alliance needs to consider how it can be influential beyond its area of responsibility. 

Here, I would like to make the link to the so-called Comprehensive Approach. With international systems highly vulnerable due to horizontally interlinked futures, a military-only solution to future problems is clearly too narrow. Military means cannot solve all problems and therefore there is a need for a Comprehensive Approach. NATO cannot be the sole owner of a Comprehensive Approach, but must be a contributor to it. Interfaces with civilian partners are necessary and NATO can be a facilitator of their cooperation.
· Third question is related to the legal aspects. Will international law allows you to close a server in another country?  Also, what is the responsibility of the individual owner who’s PC has been infected?  In this context, the citizen can be seen as both a victim and security vulnerability. Shouldn’t national laws enforcing the individual user to protect itself better? 

I know that the European Commission actively promotes the development of cross-border law enforcement cooperation.  It is clear that an enhanced international cooperation to fight cyber crime is necessary.  But as Jaak AAVIKSOO, Minister of Defense of the Republic of Estonia stated, NATO as well as the rest of the international community of liberal democracies is only the sum of its parts.  In other words, much of the realization of our common plans lies with the national governments.

· My last question is whether Cyber Defence will ever become part of NATO’s War against Terrorism.  I’m aware that some experts say that there is no evidence that terrorists plan cyber attacks and that, therefore, cyber terrorism is a myth. I don’t share this view.  I’m not saying that we have evidences yet but my question is not about evidence, it is about possibility. 


Cyber criminals take advantage of attackers’ anonymity, the lack of physical , logical and legal boundaries, fast evolving technology, low cost attack tools, lack of security awareness and non coordinated response. You can order a cyber attack on internet using your credit card. Cyber terrorism would be a very good example of applying the principles of asymmetric warfare and therefore, I do see a possible use of cyber attacks by terrorists.
What is it that NATO wants to do and is already doing?

NATO has been working to respond to the growing threats to our cyber security for some time.  Already at the Prague Summit in 2002, NATO decided to develop a cyber defense program, which includes a 24/7 capability to protect NATO’s owned information and communications systems. We call it the NATO Computer Incident Response Capability.
Spurred by the unprecedented cyber attacks on Estonia last year, the Allies agreed to adopt a more comprehensive policy.  
A single authority for immediate action was established.
The policy recognizes the complexity of cyber defence and that it requires a wide range of capabilities to prepare for, prevent, detect, respond to, recover from and learn lessons from cyber attacks, as well as appropriate mechanisms for consultation.

Equally importantly, the policy provides mechanisms for swift and immediate action, recognizing the fact that cyber attacks unfold in nanoseconds.

Under the policy, the NATO C3 Board has established and oversees a Cyber Defence Management Authority, which has the sole authority in NATO to initiate and coordinate immediate and effective cyber defence action.

This includes directing and managing the NATO Computer Incidence Response Capability, as well as the option of organizing and dispatching rapid reaction teams to support Allies in defending against cyber attacks, if requested. This is what we have done in the Estonian and Georgian case.
The Authority will also develop and continuously refine an action list to be employed by NATO prior to, during, and after cyber attack or incidents.

The policy also calls for non-duplication and broad cooperation.
By definition the World Wide Web is global, and there is no such thing as a pure national network.  Public and private sectors as well as citizens face the same threats, they operate in the same battlefield and share the same responsibilities. Everything is connected, and so must be our defence.  

The Alliance recognizes that there is a broad range of international institutions involved in countering cyber threats and cyber crime.  NATO’s efforts must not duplicate, and therefore the policy places a strong emphasis on cooperation, furthering best practices, coordination mechanisms and protocols.

A key function in this regard will be played by the Cooperative Cyber Defence Centre of Excellence, in Estonia, which will provide expertise and support to NATO and nations.
The NATO Council asked us also to use more and better government and industry best practices.  In today’s crisis response operations, NATO is only one actor in the operational theatre together with other international organizations like the UN, EU, NGOs, etc.  As an example of close cooperation with the private sector, we are working together with the Network Centric Operations Industry Consortium, which includes more than 100 companies involved in what we call ‘network-centric’ technologies.
It is also NATO’s view that there is a need to coordinate and consult each other, share experiences and form active and effective networks to pool our capabilities and resources together. The national Computer Emergency Response Teams will play an important role in this network. We also intent to create quick response teams that we can send out in case of emergency.  NATO can be seen by the nations as a hub for sharing information.  This is the kind of value added we’re looking for.
Finally, I want to underline that Cyber Defense plays an important role in the implementation of NATO Network Enabled Capability, called NNEC.  NNEC is a concept that will allow NATO to increase its Information Superiority and Effects Superiority by linking sensors, decision makers and shooters via a grid which will have the architecture of a federated network of NATO and national networks. Information sharing will become the rule rather than information guarding.  
Let me conclude.  
Securing our networks is a common responsibility that involves the individual user, the service providers, industry, nations and international or multinational organizations.  It is necessary to create international fora allowing nations and their experts to share best practices.  A good example is the International Telecommunication Union’s Global Cyber Security Agenda with its High-Level experts Group. 
Cyber defence is a complex, multifaceted and challenging issue.  But the basic message from Bucharest is clear – the Alliance recognizes the threat, reaffirms its solidarity and is taking concrete measures to ensure that it can respond to this emerging security threat, and continue to ensure the freedom and security of its member countries. 
Ladies and gentlemen thank you for your attention and I’m looking forward to the debate that will follow.
