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Cyber conflict – cyberwar and cyber terrorism – are terms that have been with us for some time, but have long lingered in a shadow existence. In the early nineties, cyberwar appeared as an exotic subject, belonging more to the world of science fiction than to the real one, and cyber terrorism had not emerged sufficiently to rise to the level of public awareness. 

Since then, these terms and their underlying reality have gained a quantum leap in relevance that obliges us to speak of a New Challenge. As digital technology has become an all-pervasive operating paradigm of every sector of civil and military life, it has become urgent to reassess the potential of large-scale cyber conflict and its destructive effects. The exponential growth of digital devices now coincides with unprecedented technical convergences: such as, the fixed-mobile convergence, the migration to voice-over-IP, the emergence of gigantic distributed computing centers (“cloud computing”). This movement to integrated, global networks has produced a staggering and continually growing level of interconnectivities, wherein many of the components – mobile devices, RFID tags, imbedded systems of all sorts – lie totally unprotected and ripe for the attacker. In our national security setups, and in the daily operation of critical infrastructures, the migration of a large percentage of sensitive communication and system information to public lines heightens this exposure, the more so since much of the Internet is privately owned. Such convergences pose a grand challenge not only for TC regulators and crime fighters, but also for the guardians of national and international security.  On the attack side, the emergence of new cybercrime conglomerates with widespread technical and economic resources, and the shift of attack scenarios from operating system attacks to application-based attacks appear equally unstoppable. All this epitomizes the new potential for cyber terrorism and for cyberwar as effective military practices, easily predicated upon opaque relationships between determined hostile government action and emerging non-state crime consortia. The new dimension of cyber conflict has come on us so rapidly, that many governments and security planners have clearly been caught off guard.

Public awareness of these new perils is part of a growing general consciousness of the dark side of the digital planet, and of the fragility of an increasingly complex, interconnected global system in which the growth of vulnerabilities and destructive potential is commensurate with the growth of societal benefits. An emerging central insight is that the plethora of digital attack techniques combined with their low cost, invisibility and universal availability enables coordinated, simultaneous assaults on the economy, critical infrastructures and defense systems – attacks that may not only paralyze a national state, but indeed spell disaster in multiple forms.  Cyberspace favors the offensive.

Our Permanent Monitoring Panel has been under the spell of these developments from its inception in 2001. In the security-oriented tradition of the World Federation of Scientists and the Erice International Seminars, our concern has been from the outset, that cyber insecurity with its uncontrollable virulence and its potential for the vast social harm is, apart from pervasive economic loss and societal perturbation, a major source of peril for the security of the nation-state and for international security.  Early on, we recognized that cyberwar, the use of “information weapons”, is a potent technique of war, and likely to be used ever more as time passes. An important focus of our papers promulgated within international organizations, such as the UN, the ITU and WSIS, has been cyber conflict, the evolving face of cyberwar, and the emergence of multi-faceted cyber-terrorism. We have attempted to expose these alarming trends toward new forms of conflict, and have analyzed cyber attacks in the context of extant international law, including the inherited standards and rules of war and conflict.  Our web page (www.unibw.de/infosecur) has a full list ready for easy perusal. I point to it with a certain degree of collective pride, as we were early in conceptualizing many of the issues that are now of such topical significance. 

Our group has repeatedly highlighted the special military concerns and target zones in cyber attacks. The military know the growing vulnerabilities of their operating systems and applications. They know what damage Trojans lurking in a long-duration watch-and-wait stance can do to reveal information on military planning and vulnerabilities. They know that unobtrusive attacks can neutralize or redirect weapons systems and make defenses non-functional or unreliable. They appreciate the danger of loss or manipulation of crucial coordinates – for example, the global positioning system data required for attack accuracy. They are also aware that even the creation of protected intranet systems decoupled from public lines do not make their digital traffic per se invulnerable. 

The new world of cyber conflict is not a world of established certainties and acquired wisdom: a general haziness abounds – uncharted waters indeed, and everywhere. I am confident that our session today will throw some light on these hazy areas.

In the first place, we face a definitional calamity. As cyber attack techniques – easy to practice with a few specialists and a few machines - are basically the same from bank fraud and phishing to manipulating the integrity of weapons systems, to espionage and to organizing terrorist conspiracies, a clear delineation between the various uses of ICTs is a troubling task. Despite some insightful literature, we have no clear view of what cyber weapons are. Neither, given the nature of the technology, can we distinguish clearly between offense and defense.   Rather we have to deal with a sliding scale of various abuses of ICT, with clear definitions still eluding us. 

Hence, the difficult challenges and uncertainties inherent in creating, or even discussing, cyber warfare doctrine and ROEs. Compounding this challenge is, of course, the difficulty of identifying, reliably and in a useful time frame, the origins of an attack. The attribution challenge is specifically critical in military and diplomatic matters; how can one apply the laws of war, if there is no known adversary?  

Another gross uncertainty is the real dimension of the threat in terms of national survival. DDoS attacks, disruption of communications, the paralysis of infrastructures, ruptures in vital supply chains – although these are by no means necessarily non-lethal – may cause severe havoc, or at least substantial inconvenience. But national defeat? 

As a matter of probablity, cyberwar operations are likely to be successful where there are major infrastructures to attack; the more sophisticated national ICT structures, the greater the exposure. Given that simple truth, any evaluation of what it means that over 140 countries have cyber weapon developments under way clearly engenders uncertainty, particular chilling scenarios notwithstanding. Some doubters – under the caption of “cyberwar – myth or reality?” – minimize the effect of hostile cyber operations, at least if not accompanied by all-out military action. I find it naive to trivialize cyberwar, especially in the perspective of its scaling-up potential. Let us face it. Cyberwar is a true challenge to World Peace, and cyberterrorism, equally, a threat of global significance, with an in-built tendency for unleashing chain reactions even from modest events, thus threatening international stability. 

The most crucial uncertainty derives from the absence of firm, universal legal standards to judge hostile cyber action. Our group has again and again called for systematic work to amplify international law to encapsulate cyberwar or lesser transborder hostile actions by states or non-state actors. None of us knows as yet how traditional international law pertains to cyber-attacks and how "information weapons" are to be dealt with in the laws of armed conflict. At the highest echelon, the cybersecurity issue requires examination and interpretation in the context of the United Nations Charter (which was of course not drafted with the cyber-age in mind). How do cyber attacks and information warfare relate to the terms of the Charter? Key concepts needing elucidation in this respect are the Charter terms "armed attack", “territorial integrity”, “sovereignty”. Could the use of ICT to cause, or entail, death and destruction in another State automatically be considered an armed attack? How does Art. 51 apply? How about arms control in cyberspace? These multiple veils of haziness must be lifted on an urgent basis. Uncharted waters. 

Finally, uncertainties also govern the area of – legitimate – responses and defenses. No need to discuss the requirement for better education, consciousness, vigilance; for better protection software; for more redundancies in essential operating mechanisms and for automatic rerouting; for 24/7 responses, for international standards and practices. The real crunch appears to be in aggressive responses and retaliation, and in the legal remedies available. Again, troubling tasks ahead. 

