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Introduction 

● The agenda on 
cyberspace have been 
with us for more than 
a decade.

● The Quest for Cyber 
Peace was published 
in 2011 for ITU by 
Hamadoun Tourre, in 
collaboration with 
Erice Seminar.  
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Introduction 

● The Erice Declaration on 
Principles for Cyber Stability 
and Cyber Peace was reported 
to the 42nd Session (2009) by 
Jody Westby and William 
Barletta. 

● Various aspects, implications, 
and recommendations on 
cyberspace have been discussed 
and proposed since then.
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Introduction 

● These days, most of people 
around the world own 
smartphones. (6.85 billion 
machines)

● They spend about 1/3 of 
waking hours daily on 
smartphones. 

● They also turn on their 
desktops at office. 
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Introduction 

● The first thing they usually do when connected 
to smartphones or desktops ? 

● They check and respond to the emails. 
● The number of email accounts in 2023, reckoned 

by a communication firm, is 7.9 billions.
● It was estimated in 2020 that the number of 

email exchanges per day exceeded 300 billions. 
● That is, on average, about 40 emails per account 

per day.
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Introduction 

● Besides emails, people usually access 
to the social media such as Instagram, 
FaceBook, YouTube or Tik Tok. 

● They spend about 2 hours each day 
staying in the social media, interacting 
with other people.  

● The volume of data uploaded to the 
social media exceeds 2 Exabytes per 
day.
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Introduction 

● Also they sometimes access to public 
websites (government, banks, law 
enforcements, etc.) 

 -for submitting personal information, 

 -for receiving necessary benefits or 
certificates online, 

 -or for installing the digital ID  on their 
mobile phones.   
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Introduction 

● The younger, the more actively engaged in cyberspace.  
● A lot of young generations take part in MMORPGs. 

[MMORPG = Massively Multiplayer Online Role-Playing 
Game] 

● Tens of millions of people are playng one of MMORPGs, 
as of now. 

● They do not gather in the playground. 
● Each of them play isolated but are connected 

interactively via internet. 
● Market size of MMORPGs is 23.35 billion US Dollars in 

2023.
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Introduction 

● The younger generations are 
more actively engaged in 
cyberspace than the older ones.  

● These days, they do not gather in 
the outdoor playground. 

● All the more during the three 
years of COVID-19 isolations. 

● Each of them are isolated but are 
connected interactively via 
internet. 
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Introduction 

● Thus, we are all connected somehow in cyberspace. 
● Ethics are required to make the cyberspace peaceful, stable and sustainable.
● There are a number of ethics at different level with diiferent scope such as : 

 - Research ethics 

 - Data ethics

 - AI ethics or ethics of AI

 - Cyber ethics
● This talk will be confined to a common sense of ethics, on how to behave decently 

to comply with social responsibilty for cyberspace is the topic.  
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Research ethics

● Primarily proposed for research 
integrity.

● One of its purposes is to prevent 
research misconducts, of which some 
cases were disclosed in a number of 
countries.

● Typical xamples of research 
misconducts are FFP.

[FFP = falcification, fabrication, 
plagiarism]
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Research ethics

● Not only FFP, but also duplicate 
publications, and research money 
diversions are examples of research 
ethics issues.

● Gradually, the concept of research 
ethics has been materialized and 
adapted by research funding 
agencies and universities in many 
countries.
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Research ethics

● Who are asked to obey the research ethics? 

 - Researchers. They should not manipulate their own data or

   should not misuse others’ data.

● What for? 

 - Mainly to protect the integrity of research landscape.
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Research ethics 

● An incident of plagiarism by 
Korean professors was 
revealed in 2003, their 
article being withdrawn by 
the journal referees.

● Caught in the act of piracy, 
two of the plagiarists wrote 
an official letter of apology, 
and one of them accepted 
sole responsibility.
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Research ethics

● FAIR data = Findable, Accessible, Interoperable, and Re-usable data.  
● FAIR principle asks researchers to organise their research outputs so that public 

(as well as peer reviewers and other researchers) may easily access, understand, 
exchange or re-use their methodology, experimental, as well as raw data. 

● Hence the catchphrase of open data for research data:

           ‘‘open as possible, close if necessary’’ 
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Research ethics

● Then, based on policies for open access, open data, and open science, FAIR 
principle came into play. 

● Research ethics embraces the FAIR principle of open data, which asks researchers 
to open their data.   
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Research ethics

● Recently, LK-99, proposed by Korean 
scientists as a room-temp superconducting 
material, has been a hot issue among physics 
community.

● Under FAIR principle, their experimental 
methods are tested and scrutinized, and its 
replicability is under intense examination by 
international community. 
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Data ethics

● What is data ethics?
● According to FDS of USA, data ethics 

is the norms of behaviour that 
promote appropriate judgments and 
accountability when acquiring, 
managing, or using data. 

● European Commision states that 
data ethics is about responsible and 
sustainable use of data. 
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Data ethics

● The ‘‘data’’ of data ethics are not confined to be the 
research data.

● Electronic files that can be created, copied, 
transmitted, or retrieved within the cyberspace, and 
data-related activities such as curation, recording, 
generation, processing, sharing, and use of data 
themselves. 

● Data are classified as private data and public data.
● How to protect private data and how to allow access to 

public data is the object of the data ethics.
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Data ethics

● OECD Recommendations 
state that 

‘‘Private data may only 
be used and shared with 
definite boundaries’’

‘‘Public data should be 
open, inclusiove and 
clear.’’ 
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Data ethics

● Indeed, UN Development Group noted in their report that : 
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Data ethics 

● The goals of data ethics are minimizing risks to individuals and society, while 
maximizing the public good, according to Federal Data Strategy (FDS).    

● The personal, private data owned by individuals should be treated strictly and 
protected under the data ethics.   

● Hence, the spirit of data ethics may be expressed as 

 

      ‘‘close as possible, open if necessary.’’
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Data ethics

● The Data Ethics 
Framework prepared 
by UK GDS also guides 
appropriate and 
responsible data use 
in government, in line 
with OECD or UN. 
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Data ethics

● Who are asked to obey the data ethics? 

 - The data specialists in governments, in the public sector and in big IT 
companies, including policy makers as well as data experts who manage 
data-based information.

● What for?

 - To protect individuals and the society as a whole, by protecting personal, 
private data that individuals own.  
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AI ethics

● Ethics associated with AI.
● The landscape of AI is very wide and diverse :

 - From language translation to personalized content creation

 - Scientific measurements and observations

 - Audio and video generation, and music composition or painting 

 - Financial and legal assistance

 - Healthcare and sophisticated medical detectors for diseases cancer cells

 - Chatbot, etc.
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AI ethics

● AI is not human. 
● Thus, AI need not respect any ethics that are 

aimed for humans.
● But designers of AI can make AI to obey human 

ethics. 
● Thus, designers should keep ‘‘AI ethics’’ in 

order to make AI ethical,  i.e., AI should be 
equipped with ‘‘ethics of AI.’’   
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AI ethics

● Who are asked to obey the AI ethics? 

 - The IT experts who develop AI, and IT companies and governments that regulate 
the shapes and facilties of the AI. 

● What for?

 - AI should help to promote and protect human rights and freedoms as well as 
social safety. 

 - Gender equality, for example, should be adhered to by AI.  
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AI ethics

● At the same time, designers of AI should ensure 
the users of the AI that : 

 -The whole life cycle of AI are transparent and 
explainable

 -They [designers] are responsible and 
accountable for AI

 -They have full awareness and literacy 

 -AI is designed, developed, set into operation 
with multi-stakeholder collaboration and 
adaptive governance
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Ethics of AI

● On the other hand, there is also ethics 
of AI.  

● Sometimes it is used interchangeably 
with AI ethics. However, there are 
subtle differences between them.

● The ethics of AI is to make AI ethical.
● It is required for example when AI is 

asked to answer questions or requests 
involving ethical values. 
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Ethics of AI

● UNESCO was one of the 
international 
organizations that 
recognize the 
importance, 
implication and 
possible challenges of 
AI to human lives. 
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Ethics of AI

● A typical example 
related to ethics of AI is 
the trolley problem. 

● What is the ethical 
solution for an AI? 

● However, we may ask 
beforehand if AI should 
be made to solve such 
problems ?
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Ethics of AI

● However, the trolley 
problem is not unique to AI. 

● A similar ethical question 
has also been there in China 
for many centuries : 

‘‘Whom to save first when 
both your mother and your 
wife fall into water ?’’
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Ethics of AI

● There are other ethical questions that may be 
attributed to AI : 

 - Legal liability for self-driving cars

 - Trustability of AI judgements in court 

 - Responsibility of AI operations in hospital or 
medical prescriptions by AI

 - Killing by military AI robots engaged in war
● Ethics of AI should let AI be prepared to answer 

these questions.  
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Ethics of AI

● Some of principles designers of AI should 
observe, proposed by UNESCO, are : 

● AI should be designed to

 - Respect, protect and promote human rights 
and dignity, and fundamental freedoms

 - Ensure diversity and inclusiveness

 - Adhere to fairness and non-discrimination

 - Secure right to privacy and data protection  
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Ethics of AI

● Chatbots are machine-learning model that can generate human-like text.  
● Based on chatGPT [Chat Generative Pre-Trained Transformer] 
● Xiaoice (2014), Tay (2016), Luda (2020) were noticeable examples of AI chatbots. 
● All were staged as young females on SNS platforms.
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Ethics of AI

● They were designed 

 - to make conversations with human users 

 - to develop the conversational skills 

 - by analyzing and incorporating the 
language of users who chat with them. 

● The more they chat, the more they become 
fluent.

● However, their responses turned quickly 
offensive and inappropriate.  
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Ethics of AI

● The sevices had to be stopped.
● Tay stopped chatting after 16 hours, and 

Luda stepped down. 
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Ethics of AI

● Incidentally, the Chinese 
Xiaoice did not make such 
problem. 

● Why? Some guess on the 
nature of Chinese internet 
system, a strong censorship 
for social security.
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Cyber ethics 

● Cyber ethics.
● It is the users who misuse or abuse 

chatbots that may harm society in 
the end.

● Hence, it is essentially not an issue 
of AI ethics nor ethics of AI.

● It is the ethics of users in 
cyberspace. 
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Cyber ethics

● It may be called cyber ethics.
● Cyber ethics is the field of expertise of 

our colleague Dr. Pavan Duggal, a 
specialist on cybercrimes. 

● He has published a thick, 
comprehensive book on cyber ethics, 
which is available online.    
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Cyber ethics

● Who are asked to obey the cyber ethics? 

 - The individuals who create personal, private data (images, sounds, 
messages, comments, etc.) and share them with others in cyberspace via 
various platforms.

 
● What for?

 - To prevent any kind of misuse or abuse of data  in the cyberspace that may 
harm the integrity of the real society, though they might not be illegal and 
thus might not be punished. 
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Cyber ethics

● Therefore, cyber ethics is  a 
certain level of social 
responsibility on every 
individual in the cyberspace, 
in order to help making the 
society in the real world 
more safe.  
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Activities in cyberspace

● Some activities are reasonable behaviours such as exchanging emails or 
posting private stories or images on SNS, sending messages, attaching reaction 
emoticons or making comments on other peoples’ posts.   

● But some activities are criminal, clearly harmful and illegal : 

 - Hackings.

 - Phishings and pharmings, or blackmailings.

 - Installing malwares on other peoples’ devices, or spreading viruses randomly. 

 - Breaking into other peoples’ devices  to steal or fraud their personal 
information. 

 - Spreading untrue, fake stories on other people. 
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Activities in cyberspace

● In between, though not explicitly criminal, there are other ill-mannered, 
indecent activities, liable to punishment: 

 -Using offensive or rude words in social media or in MMORPGs.

 -Posting malicious comments,  sharing indecent or embarassing pictures on 
SNS 

 -Bullying or insulting other people 

 -Pretending to be someone else  or lying, etc.
● These activities lie within legal boundaries, but they indeed hurt the integrity of 

the cyberspace and probably very harmful. 
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Activities in cyberspace

● For example, personal data might 
further be modified, doctored, 
manipulated, or falsified for 
inappropriate use.

● making fun using others’ pictures 
– is it a crime or just for fun? 

● How about political caricatures ?
● Or, gender issues ?    
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Activities in cyberspace

● These activites in cyberspace may have direct 
consequences in real world.

● Indeed, some harsh messages and insulting 
comments in social media are subject to the 
court.   

● Thus, the court of Madras in India recommends 
extremely careful wordings in social media.  

● Also, there is a cyber defamation law in South 
Korea, aimed to punish libels or slanders 
expressed online, typically via a publicly 
accessible website. 
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Virtual reality

● Online games.
● Young generations are deeply indulged in a vast scope of online games including 

MMORPGs.
● To some of the most obsessive players of MMORPGs, the boundaries between real 

world and the virtual world are unclear, and the two worlds are overlapped and 
mixed. 

● Killing or being killed in MMORPGs are regarded as a reality to them. 
● Hence, they fight in real life. 
● These incidents are called ‘‘PKing’’ or  ‘‘Player Killing’’  or ‘‘Player vs Player.’’  
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Virtual reality

● ‘‘PKing’’
● Murder in Russia in January 

2008.
● LINEAGE2.
● Two clans of LINEAGE2 

players collided, as an  in-
game character of a clan was 
killed by the other during the 
game.  

● They agreed to have it out in 
real life. 
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Virtual reality

● A 33-years-old member of a 
clan was allegedly beaten to 
death by a member of the 
other, as reported by a 
Moscow news agency.  

● This is not unique in Russia 
but also in other countries.
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Virtual reality

● A similar LINEAGE2 accident in Korea.
● Two men, A and B, collided during 

playing LINEAGE2 online. 
● They agreed to do PKing.
● In 13 March 2021,  A drove 150 km to 

Daejeon to meet B. 
● B stabbed A with a prepared knife. 
● Bleeding A was transported to a 

hospital, but eventually died.
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Virtual reality

● ‘‘Swatting’’
● Many players of MMOPRGs exchange rage-fueled arguments online as a regular 

part of their gaming activities, such as ‘‘You will be killed.’’
● Swatting is an extreme extension of such activities, noy only limited to game 

players, but is rather a symptom of online discourse as a whole. 
● Pretending someone else, they may send messages  ‘‘I am going to kill someone.’’
● the US Congress decided to introduce the Interstate Swatting Hoax Act in 2015, 

which amends the federal criminal code to make swatting a federal crime.
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Virtual reality

● In December 2017, 28-years-
old Andrew Finch shot dead.

● A gamer, upset by his 
teammate killing him during 
the game.

● He requested Barriss, who 
lives in Los Angeles,  to set up 
a swatting call at Finch’s 
address in Kansas. 
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Virtual reality

● Barriss made a "swatting" call to police, claiming ‘‘I am holding my family 
hostage. I am going to kill them.’’   

● Wichita  Police Office team responded to the call, rushed into the Finch’s 
house, one of them being involved with the deadly shooting. 

● The policeman was charged with involuntary manslaughter.
● Barriss was also charged with his alleged role in the swatting.   
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Virtual reality

● Some articles on 
the correlations 
between the 
violence of 
MMORPGs and 
tendency of 
agressiion.  
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Virtual reality

● However, there is no consensus on whether they are significantly associated or 
not.  
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Virtual reality

● Note the recent Zukerberg vs Musk case. 
● It started when Nawfal tweeted to Musk “META is 

going to release  Twitter rival called THREADS.”
● Musk, knowing that Zuckerberg has a belt in Jiu-

Jitsu, responded “I’m up for a cage match if he is 
ready.” 

● Zuckerberg entered and mentioned “Send me 
location.”

● Musk replied “Vegas Octagon.”
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Virtual reality

● They will fight in-person 
somewhere in Italy.

● Wisely enough, they turn their fight 
into a charity show.

● The fight money will be donated.
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Social responsibility

● Anyway, these activites in cyberspace, either legal or illegal, require 
social responsibilities as well as cyber ethics. 

● Cyber ethics may reduce these activities but it alone cannot  prevent 
them.

● Every individuals who access to cyberspace should be informed and 
notified norms of conduct and morals that their activities in 
cyberspace will be accompanied by social responsibilities in real life.
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Social responsibility

●  Individuals should recognized that real world and virtual world are 
distinct and distinguishable though at the same time the two worlds 
are connected and blended.

● We, as responsible citizens both in real world and in cyberspace, 
should behave decently and politely. 

● And we should take any responsibilty for any activity in cyberspace, 
intentionally or inadvertantly, that may hurt other people or the 
society in real world.  
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Thank you very much for  
listening.
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● Like Isaac Asimov introduced in 1942  “the three 
laws of robotics” – designed as a series of 
safeguards to prevent AI from harming 
humankind, 

● UneeQ suggested the five laws of ethical digital 
human design to prevent misleading real people, 
spreading fake news, and causing other types of 
harm and distress.
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● Law 1: Honesty and transparency.   -Digital humans shall never pretend to be what 
they are not. 

● Law 2: AI for global good.   -Digital humans should always be designed to help not 
harm.

● Law 3: Right to privacy.   -Digital humans must respect the privacy of those they 
interact with.

● Law 4: Respectful behaviour. - Digital humans should be designed to uphold 
respectful behavior. 

● Law 5: Co-design principles.   -Co-design must be utilized to avoid bias and 
promote diversity. 
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● For example, there are laws that punish frauds.
● At the same time, people learn not to lie to others.
● Likewise, there are laws that punish contempt.
● Also, at the same time, people learn not to bully others. 
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Data ethics for more than two decades

● A number of definitions are available now.
● From OECD to UNESCO to industrial firms and business institues.  
● Mostly, those definitions on data ethics are concerned about big 

data, machine learning, and artificial intelligence.
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● 5 Principles of Data Ethics for Business Professionals proposed 
by Havard Business School are    

       -Ownership  

       -Transparency

       -Privacy

       -Intention

       -Outcomes 
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