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Abstract. WhatsApp stickers are a popular hybrid of images and
emoticons that can contain user-created content. Stickers are mostly sent
for legitimate reasons, but are also used to distribute illicit content such
as Child Sexual Abuse Material (CSAM). As the process of creating
stickers becomes easier for users from version to version, a digital forensic
analysis is still lacking. Therefore, we present the first comprehensive dig-
ital forensic analysis of WhatsApp’s sticker handling on Android, with a
special focus on the legal context, i.e. the definition of possession of illicit
content. Our analysis is based on 40 scenarios that reflect the full lifecycle
of community-created stickers. We show how the distribution channel of
a sticker found on a device can be reconstructed, partially even when its
traces have been removed from WhatsApp and are not visible through
WhatsApp’s user interface. In addition, we show that Google Drive back-
ups recover stickers, making device seizure dispensable; however, stickers
can still be permanently deleted. Most importantly, we show that simply
finding a sticker on a device is not sufficient to meet the requirements of
the legal definition of possession. Therefore, prosecution for possession
of a sticker requires additional evidence, which we provide.

Keywords: WhatsApp - sticker + possession - CSAM - digital
forensics + Android

1 Introduction

WhatsApp by Meta is the most used messenger app globally [22] and the third
most used Social Network [23]. In 2018 Meta introduced stickers to WhatsApp,
which are a hybrid of images and emojis and were designed to “share your
feelings in a way that you can’t always express with words” in an “easy and fun”
way [27]. Unlike emojis, stickers can be created by users based on any image,
except for format restrictions. Back in 2018 sticker creation was complicated,
as it involved the development of a dedicated sticker app [26]. Later, so-called
sticker makers became popular, such as the “Sticker.ly - Sticker Maker” which
has been downloaded more than 100 million times from Google’s Play Store
alone [24].
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Not surprisingly, stickers are used to distribute not only memes, but also
illegal content such as CSAM [5,14] and Nazi propaganda [21]. Even worse,
WhatsApp automatically saves every sticker received in a chat, hence users may
have incriminating stickers on their devices without knowing or wanting to. This
sounds absurd at first, but the German police reported that CSAM stickers were
posted to a group chat of climate activists (“Fridays for Future”) [2] placing all
members of the group in the precarious position to have CSAM on their devices,
which can have serious consequences for the device owner, such as jail sentences,
if, for example, a sticker depicts CSAM, the possession of which is illegal in 140
countries [12].

Right now, WhatsApp is rolling out the ability to create stickers directly in
WhatsApp [25,28] based on any common image format, making the creation and
sending of personalized stickers even easier. Therefore, a digital forensic under-
standing of stickers is of increasing importance. With this paper, we contribute
a comprehensive digital forensic analysis of WhatsApp’s Sticker handling, with
particular attention to the legal definition of possession.

Contributions and Organization of Paper. First off, we introduce stickers from
a user perspective and concentrate on their peer-to-peer nature and find that
stickers can be collected but are otherwise concealed from a user’s perception,
in contrast to other media types commonly shared per WhatsApp (Sect. 2).

Importantly, we highlight the legal prerequisites that must be met to assume
that a sticker file is possessed by a user, namely control, knowledge, and intent,
as these are the drivers of a digital forensic examination (Sect. 3). Furthermore,
we analyze and compare existing research on WhatsApp to put our work in
perspective (Sect.4).

To examine the real evidential weight of artifacts, we design and evaluate 40
scenarios, which cover all possibilities a user has to interact with stickers. Our
scenarios incorporate the areas of reception, interaction, removal, and backup
(Sect. 5). Subsequently, we execute the scenarios on one physical and two emu-
lated devices running Android 9, 10 and 13, as well as two different versions
of WhatsApp, respectively. We base our evaluation on WhatsApp’s directories
in both the Android media and data partition, and reduce the data to eleven
relevant artifacts.

Then, we present our fundamental results and, most importantly, reconstruct
the communication from the stored sticker up to its origin (Sect.6). Next, we
identify the msgstore.db as the primary source for evidence of distribution,
but find that the stickers.db and the whatsapp.log can be used to prove
distribution if the data from the msgstore.db is not available (Sect.7).

In contrast to distribution, proving possession is complex; therefore, we shed
light on the aspect of control and knowledge (Sect.8) and find that the mere
existence of a sticker on a device is not sufficient to satisfy the legal requirements
of possession. Consequently, we present artifacts that prove that a user had
control over a file and knew it existed, namely the favorite and quoted messages
in the msgstore.db, favorite stickers in the stickers.db and cached sticker
files, which are only available when the user interacted with a sticker.
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Coherently, we sum our findings per artifact in a conclusive table and find
that without access to the data stored on the data partition there is no evidence
that supports prosecution (Sect.9) and finally conclude our paper (Sect. 10).

2 Sticker Foundations
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Fig.1. Receiving a sticker from a
stranger who added the recipient to a
group chat called “Experiment”. (Color
figure online)
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Fig.2. The user sent the sticker they
had just received, which is recorded in
the recent sticker menu (red box).(Color
figure online)

First of all, we now introduce the foundations of WhatsApp sticker handling with
a focus on the user experience, while we dismiss the technical details mostly to

Sect. 6.

2.1 Receiving and Sending Stickers

Any user can receive stickers in a chat, as you can see in Fig.1 in the orange
box. To use stickers, a user can collect previously received stickers by clicking
and selecting “mark as favorite” or the star button which will add the sticker to
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the users favorites menu, which is shown at the bottom of Fig. 1, and is activated
by clicking first on the sticker button (red box) and then on the star button (blue
box). In this example, the user has not yet “favorited” any sticker.

Our user now “favorited” the received sticker and can subsequently redis-
tribute it, as can be seen in Fig.2. The recipient responded with the sticker
they had just received. Another way to obtain stickers is to install official sticker
packs, which are available by clicking on the plus button in the bottom right
corner. However, these sticker packs are beyond the scope of this paper, as they
are subject to Meta’s Terms of Service, and are therefore unlikely to contain
content of interest to Law Enforcement Agencies (LEAs). Nevertheless, any sent
sticker is recorded by an entry in the recently used stickers menu (red box).

2.2 Stickers are Different

This means that stickers can be distributed in | com.whatsapp
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available content is the same for every user and is
exclusively prQVided by the respective plat.form. Fig. 3. Excerpt of data initially
However, just as GIFs, photos, and videos, stored by WhatsApp in the
stickers are stored locally on the device, but
unlike these other media files, stickers are only
partially affected by the settings for the automatic download of media files. By
default the automatic download of media files is enabled but can be disabled in
the settings, then, WhatsApp suggests that “no media” other than voice mes-
sages will be downloaded. This is misleading, as static stickers are downloaded
nonetheless (see Sect.8.1), therefore, a user can prohibit the download of any
media file except for static stickers.
Every downloaded media file is stored
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media scanner to ignore this directory and its content [7]. As a result, a user is
never confronted with the fact that stickers are stored on their device, in contrast
to other media files.
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Fig. 4. WhatsApp’s can search for, e.g.
images and videos across all chats, but
not for stickers.
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However, stickers are also hidden from the user’s perception in WhatsApp’s
user interface. For example, a user can get an overview of all photos, videos,
and GIFs from all chats, which is impossible for stickers, as shown in Fig. 4.
Therefore, apart from used and collected stickers, a user is never confronted
with stickers that are stored on its device beyond the chat in which a sticker was
received.

3 A Special Emphasis on Possession

The differences shown in sticker handling in contrast to the handling of other
media files are a problem in light of the legal definition of possession. For exam-
ple, the civil codes of European countries explicitly define possession as hav-
ing actual control and sometimes even require specific intent [4]. On the con-
trary, common law legislation does not provide a precise definition of possession,
although the concepts applied are similar [4,11]. The aspect of possession of files
has already been argued in court proceedings, for example, when the only CSAM
files found were in the browser cache [11,16].

In proceedings based on CSAM found in a browser cache, some defendants
have admitted that they intentionally viewed CSAM on the Internet, but argued
that they were unaware of the existence of a browser cache and never intended to
possess these images. Consequently, they claimed that they had no control over
these files and therefore did not possess them [11,16]. Although some courts have
accepted this reasoning, others have contended that cached files merely serve as
evidence of past possession while intentionally viewed CSAM was possessed in
the form of the image displayed [11].

Consequently, Howard [11] aptly distinguished the two approaches followed
by the courts and named them Present Possession approach and Fvidence Of
approach. The Present Possession approach assumes that the cached files are
the possessed files, which can be circumvented by technical ignorance, e.g., the
existence of the browser cache was unknown to the defendant. On the contrary,
the FEvidence Of approach expects the cached files to be the witness of a crime
and, hence, cannot be circumvented by technical ignorance. However, it is hard
to prove that an artifact effectively testifies that a crime was committed. For
example, Horsman [9,10] showed that the existence of a file in a browser cache
does not prove that it was actually displayed on the screen, let alone viewed by
the user, and therefore has little evidentiary value.

In the rest of this paper, we follow the Evidence of approach and concentrate
solely on technical facts that prove a defendant’s capability to control a sticker
and knowledge of its existence, summing up to actual control, and avoid jumping
to conclusions or making assessments, which is the duty of the judge and jury [3].

4 Related Work

So far, no light has been shed on WhatsApp’s sticker handling, although some
specific WhatsApp functionalities have been studied by the community, such as
the call signaling messages [13] or the security of group chats [20].
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However, back in 2014 Anglano [1] established with his work a thorough
understanding of WhatsApp’s artifacts, which included not just the extraction
of information but also correlation from several artifacts to reconstruct, e.g.
deleted messages, but also the temporal context. Anglano focused on SQLite
databases that were stored in the /data/com.whatsapp/databases directory of
the data partition. Anglano identified, for example, the msgstore.db to con-
tain exchanged messages. But, for the reconstruction of deleted information and
the temporal context, Anglano incorporated also the log file of WhatsApp (i.e.
/data/com.whatsapp/files/Logs/whatsapp.log). Fortunately, these artifacts
are still relevant in newer versions of WhatsApp, which we show i.a. in Sect. 6.2.

Although the focus of Anglano [1] was not on media sharing, the exchange
of multimedia files was briefly examined on the example of an image. How-
ever, at the time of the study, WhatsApp did not automatically download
received images; instead, only thumbnails were displayed. As a result, identi-
fying instances of incriminating images on a device always implied that users
had manually downloaded and retained them. Thus, the question of possession
of incriminating images did not arise. In addition, the study could not include
an analysis of stickers as they had not yet been introduced at the time.

Furthermore, significant transformations have occurred in the realm of back-
ups since the publication of Anglano [1]. Today, WhatsApp’s backup strategy
is using Google Drive by default, while additionally creating encrypted local
copies of some files which were studied by Anglano [1]. However, back in 2014,
the backups were encrypted with a universal encryption key that was publicly
known for all users, whereas today these backups are encrypted using AES-256
and employ a unique key stored in Android’s protected data partition [6]. There-
fore, we focus on Google Drive backups which were not studied before, and only
remark the potential existence of local encrypted backups for some databases
(see Table 2, artifacts with ID 3-5).

5 Research Approach

We aim to find which artifacts effectively prove that a user had actual control
over a sticker or distributed a sticker, therefore, we study the complete life cycle
of stickers collected from peers which results in 40 scenarios, we divide into
the areas of (I) reception, (II) interaction, (III) removal, and (IV) backups,
respectively in the context of one-on-one and group chats. We now give a brief
overview of our scenarios, the execution of the scenarios and our evaluation
methodology. For a detailed and atomic description of our experiments, please
refer to Table4 in Appendix A.

5.1 Scenarios

Generally, our scenarios are created with the idea of comparing the resulting
artifacts against each other, to determine their meaningfulness. For example,
in the reception area, we have the scenario RECEIVE-OFF-NODISPLAY (I.4) and
its direct counterpart RECEIVE-OFF-DISPLAY (I.3). In Fig.5, we show the flow
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RECEIVE-OFF- auto download:
NODISPLAY OFF

added to group chat added to group chat 1:1 chat smrted by 1:1 chat started by
by sironger by contacf s?ronger contact
received statfic sticker received srcnc sticker received siohc sticker received static sticker
from strcnger from comclcf from sTrcmger from contact
received animated received animated received animated received animated
sticker from stranger sticker from contfact sticker from confact sticker from contact
stickers never shckers never stickers never stickers never
displayed displayed displayed displayed

Fig. 5. Flow diagram of the RECEIVE-OFF-NODISPLAY scenario.

diagram of the scenario RECEIVE-OFF-NODISPLAY (I.4) which combines every
possible characteristic of receiving a sticker, resulting in four subscenarios. The
colored boxes highlight a subscenario that represents a case where a user dis-
abled auto-download, was added to a group chat by a stranger, and received
an animated and a static sticker that were never displayed. In contrast, the
RECEIVE-OFF-DISPLAY scenario is identical except that the stickers were dis-
played because the user opened the chat after receiving them. These comple-
mentary scenarios allow us to determine whether there are artifacts that reliably
indicate that a sticker was displayed.

5.2 Execution

In order to have a convenient full access to the file system, we use an emulated’
Google Pixel 6 Pro smartphone, running Android 13, to execute each scenario.
We installed and registered WhatsApp in version 2.23.7.76 with the official pack-
age installer?. Furthermore, we validate the results of the emulated device by
executing key scenarios on a physical Samsung Galaxy S9+ (Android 9 with
WhatsApp v2.22.23.84). To study whether different operating system versions
and app versions have an impact on the artifacts, we executed some scenarios on
an emulated Google Pixel 3a (Android 10 with WhatsApp v2.23.7.76). Please
refer to Table4 in the Appendix A for a detailed mapping of the devices to sce-
narios. We also provide the extracted data upon request with the assurance that
the phone numbers and accounts involved will not be disclosed.

5.3 Evaluation

For our evaluation we consider artifacts stored in the WhatsApp directories in
the media and the data partition, we acquired logically. Therefore, the recovery

! Using: Android Studio Electric Eel — 2022.1.1 Patch 2.
2 https:/ /www.whatsapp.com/android /?lang=en.
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of deleted files, which requires a physical extraction, is beyond the scope of this
work. Furthermore, we analyzed databases, by commonly connecting and query-
ing them, therefore, we did not consider deleted records that may be recovered
by analyzing their WAL files, which, however, is a discipline of its own [17-19].

Nevertheless, we acquired more data than is feasible for a manual analysis.
For each scenario, more than 200 files have been extracted from WhatsApp’s
directories, including up to twelve databases. Two of these databases, namely
wa.db and msgstore.db, which were already presented by Anglano [1], contained
three tables in 2014, respectively. Now, wa.db and msgstore.db have 33 and
164 tables, respectively. Therefore, we applied a systematic and reproducible
preprocessing step prior to the analysis phase to reduce and structure the data
corpora to a manageable amount for review.

We identify relevant artifacts, by applying a recursive backward search, as
proposed by Klier et al. [15], which starts from the known metadata of a file, and
searches within artifacts for appearances of those metadata and consequently
collects further metadata to search for, until no new metadata can be found.
In this case, we start the search with the sticker’s filename and its SHA-256 file
hash in Base64 representation, based on the findings of Anglano [1]. The collected
findings are saved to a JSON file, which allows a straightforward comparison of
complementing scenarios and a starting point for an in-depth analysis.

Finally, in Table1l and Table 2, we show all relevant artifacts we identified
with our approach for sticker handling, including a self-assigned ID for further
reference. Please note that square brackets are used to represent a naming scheme
(for an example, see Sect.6.1).

Table 1. Relevant artifacts of the media partition, located in /media/... (Android
9/10) or /media/Android/media/com.whatsapp/... (Android 13).

ID | Filename Path Type | Content
1 | STK-[YYYYMMDD]-WA[NNNN] .webp | WhatsApp/Media/WhatsApp Stickers/| WEBP | actual sticker file
2 | [Base64] .thumb.webp WhatsApp/.StickerThumbs/ WEBP | animated sticker file preview

Table 2. Relevant artifacts of the data partition, for all Android versions located in
/data/data/com.whatsapp/.. ..

ID | Filename Path Type Content

3 |wa.db databases/ SQLite | contact & profile records
4 |msgstore.db databases/ SQLite | communication records
5 |stickers.db databases/ SQLite |data for sticker menu

6 | media.db databases/ SQLite | media download records
7 |whatsapp.log files/Logs/ text file | main log of WhatsApp
8 |whatsapp-[YYYY-MM-DD].log.gz files/Logs/ GNU zip | former versions of log

9 | [SHA256 in Base64].webp files/Stickers/ WEBP | copy of sticker file

10 | [SHA256 in Base64] [RESOLUTION].O cache/webp_static_cache/ | PNG preview of sticker

11 | [SHA256 in Base64] .tmp [RESOLUTION].O | cache/webp_static_cache/ | PNG preview of sticker
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6 Fundamental Results

We will now explain our fundamental results before addressing the legal questions
at hand in the subsequent sections. Most importantly, each downloaded sticker
file (ID 1, in Table 1) is stored in the directory /WhatsApp/Media /WhatsApp
Stickers which is either located in the root directory (Android 9/10) or in
/Android/media/com.whatsapp (Android 13) of the media partition.

6.1 Sticker Files

The filenames of the Listing 6.1. The structure of a static sticker file with
sticker files adhere to the optional ICC profile and alpha channel information.

scheme: STK-[YYYYMMDD] |Chunk | Length | Offset | Payload (excerpt)
RIFF | 21346 | 0 | WEBP
-WA [NNNN] . webp, vPsX | 10 | 121 8........
whereas the date ICCP | 536 | 30 | cnnnnn. 0..mntrRGB XYZ ...
ALPH | 7164 | 574 | .!.m.F.... 8I.BD.’.I. ...0>
(YYYYMMDD) reflects the vPs | 13218 | 7746 | p....%....>1..D"l..yu. ....
day of reception and is EXIF | 374 | 20972 | IT*....... AW {"sti

based on the device time,

just like the file system timestamp. In addition, NNNN is a counter that starts at
0 and increments by 1 with each sticker received that day. However, each sticker,
as identified by its SHA256 hash, is only saved once, regardless of the time it was
received, how many times, or in which chats. However, this is only true when
WhatsApp correctly references all stored stickers; for exceptions, see Sect.8.1.
Nevertheless, the filename reflects the circumstances of the very first time that
sticker was received.

The stickers adhere to the WebP standard [8], which is a container format for
media content and is based on the Resource Interchange File Format (RIFF).
In Listing 6.1 we show the structure of a static sticker file. The VP8X chunk
indicates which features are present in the given file, such as alpha channel
information. Next, follow optional chunks for an ICC profile (indicated by ICCP)
or the referenced alpha channel information (ALPH). Then, a VP8 chunk follows
which contains the actual image data to be displayed. On the contrary, animated
stickers contain an additional chunk with animation information (ANIM) and
carry the media content in multiple frames (each indicated by ANMF). Afterwards,
optional metadata follows, whereas each examined sticker file concludes with a
chunk of Exif information (EXIF).
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Table: -message_media
message_row_id  chat_row_id file_path file_hash
Filter |FHter |Fi\ter ‘F'\Jter

1 ST = Stlckers/STK 20230414-WA0000. webp ZG+XOkb77NrYytqBDhXGQSvaaPclthAc+2r9N0cDo
2 .
3 3 edla/WhatsApp Stlckers/STK 20230414-WA0002.webp 9QuquIsUaxoS+CPAgteYCCJOD9tWMRqa><k]bJJyTy
4 If 3 Media/WhatsApp Stickers/STK-20230414-WA0003.webp yZns3XVRA|zQ3W705mkX5u182/A|5120Pf_1635FuZUY—
Table:“megsage [
_id chat_roy_id from_md key_id sender_jid_row_id i received_ti message_type  text_
Filter ‘F\Iter / ‘F\lter ,’ ‘Fi\ter \F\[ter ‘Fi\ter ‘F\\ter ‘F\[ter |F\Iter
1 . 7/ 0-1
2 / 1 585A72E129722918D8F93894918639B8 0 1681301920468 0 7
3 /4 05890715E01F5DE407BDD47CA49623DCE 0 1681468270000 1681301920399 20
4 / 0 E6BE5AAA4C1B2905A4951299357BDD48 0 1681468293000 1681468293290 20
5 1 DA72EBD759FF36E1FE9A261F1CBC57F8 0 1681468577804 0 7
6 12058793335 2 1681468573000 0 7 Sticker
7 1 FOE28363AAD293B41A2C08067E6B6C3A 1681468573000 0 7
8 == Y HB7E ESCBAH DIOESIO964275 = = = = = == OZOOD 1681468598689 20
9 0 6D83CD10BD4ED9EC13CCD5D3DD84EC35 1681468629000 1681468630070 20
Table: chiat
_i jid_ yow_id hidden  subject created_timestamp  display_message_row_id last_message_row_id last_read_message_row_id
[Filter [Filyr [Filter [Filter [Filter [Filter [Filter [Filter |
4 1
2 0 1681301920468 4 4 3
3 ek & 2602 9 8
Table: “jid
_id vt user server agent device type raw_string
‘F\\ter ‘Fl\ter ‘F\'\ter ‘F\Iter ‘Fl\ter ‘Fl\ter ‘F\'\ter
1 1 status broadcast 0 0 5 statt
s.whatsapp.net 0 0
s.whatsapp.net U 0
2 lid Q 1]
139544342844 g.us 0 0
Status_me 0 4

Fig. 6. Excerpts of msgstore.db, markings show the reconstruction of a sticker origin
by the example of a group chat. (Color figure online)

6.2 Tracing the Sender

WhatsApp records communication in the msgstore.db (see ID 4 in Table 2),
including receiving and sending of stickers. In Fig. 6 we trace a sticker, as identi-
fied by its file hash and file path (highlighted yellow) in the message media
table, back to the originating chat (red markings). First of all, the column
message_row_id references an entry in the message table which, in turn ref-
erences an entry in the chat table. The chat table is also referenced by the
message media table, hence, this is redundant information. The chat table,
most importantly, references an entry in the jid table by a jid_row_id, which
finally points to the chat in which the sticker was received, in this case, this is a
group with the identifier ******139544342844.

In contrast, if the sticker had been received in a one-on-one chat, we would
discover a user identifier and thus the sender. However, in this case we only
identified a group. Now, to identify the concrete sender within the group, we
need further information from the message table (blue markings), namely, the
sender_jid_row_id, which again references the jid table. But this time the
referenced entry contains the user identifier, which is actually the registered
phone number (*****x737982), of the user who sent the sticker to the group,
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hence the sender is identified. In a one-on-one chat, the sender_jid row_id is
0, hence, invalid.

Furthermore, if the user of the device under investigation is the sender of the
sticker in question, the value of the from me column in the message table would
be 1 while the chat_row_id would identify the recipient, again either a specific
user or a group.

6.3 Timestamps Set by WhatsApp

WhatsApp uses several timestamps in its databases, in the whatsapp.log and for
its file names (see Sect. 6.1). We found that the timestamps in the whatsapp.log
reflect the local device time without stating the local timezone used and are
in human readable format (similar ISO 8601). Furthermore, we can confirm
that timestamps which indicate by their name to come from the server, e.g.
receipt_server_timestamp, indeed reflect the server time in our experiments.
On the contrary, any other timestamp reflects the local device time in UTC+0,
which is consistent with the findings of Anglano [1].

6.4 Hints to the Origin

Information of a stickers origin and creation may be found in the embedded
metadata, for example, in the EXIF tag (see Listing 6.1).

Each of the stickers studied contained a JSON in its EXIF tag, an example is
shown in Listing 6.2 which is not altered by distribution. The embedded infor-
mation is partly used to retrieve more stickers from the same source, e.g. by the
sticker-pack-id or to manage stickers within WhatsApp, e.g. the emojis key
is used to organize stickers by mood. In this case, the sticker-pack-publisher
and the android-app-store-link point to the sticker maker that was used to
create the sticker. The sticker-pack-name was assigned by us, in contrast, the
sticker-pack-id was assigned by the sticker maker app used. However, while
every sticker has such an embedded JSON, the actual available information dif-
fers tremendously, depending on a sticker’s origin.

Listing 6.2. Exif metadata of a sticker.

{"sticker-pack-id": "stickerwhatsapp.com.stickers.stickercontentprovider afylruu",

"sticker-pack-name": "RECEIVE",

"sticker-pack-publisher": "Sticker Make for Whal[sic]",

"android-app-store-link": "https://play.google.com/store/apps/details?id=stickerwhatsapp.com.
— stickers",

"emojis": [[...11}

6.5 Google Drive Backups

A Google Drive backup restores sticker files that were referenced in a chat
and stored on the device at the time of backup, as well as data from the
/data/com.whatsapp/ directory, including databases, log files, and even cache
files. Therefore, all of our findings can be applied to data restored from a Google
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Drive back up, as even the original filenames of the stickers are recovered, and
hence the filename still represents the circumstances of the very first reception
before the backup. This means that it is possible that the filename of a sticker
points to a date on which the device at hand was not yet in use. Consequently,
a device can contain evidence of crimes committed with another device.

7 Evidence for Distribution

The distribution of a sticker by the user of the device under investigation can be
proven with the msgstore.db database (ID 4, in Table 2), as shown in Sect. 6.2.
In summary, the complete communication, including the time of distribution and
the recipients, can be reconstructed, under the premise that the message media
table has a record for the searched sticker. However, these records are only avail-
able if the respective message or chat have not been deleted after the distribution.
In this case, the distribution can be proven by resorting to WhatsApp’s records
of recently used stickers (see Fig. 2).

The recently sent stickers are recorded in the recent_stickers table of the
stickers.db (artifact ID 5, in Table 2) in which a sticker can be identified by
its file hash, referred to as plaintext_hash here. Furthermore, the timestamp
of the last distribution is available in the last_sticker_sent_ts column, and
the entry weight column is actually a counter for executed send operations.
However, a user can easily initiate the removal of these entries by deleting a
sticker from the recent stickers menu (see Fig.2). Fortunately, every insertion
and removal from the recent_stickers table is recorded in whatsapp.log, as
shown in Listing 7.1. Therefore, while the recipients of a sticker remain unclear,
some distributions can be proven.

Listing 7.1. Excerpt of whatsapp.log that records the sending or forwarding of a
sticker.

2023-04-12 12:29:41.552 [...] RecentStickers/addEntry/adding entry:
— WeightedRecentStickerIdentifier{stickerIdentifier=RecentStickerIdentifier{fileHash=’
— ELkg[...]’, imageHash=’sqrI[...]’, sticker=Sticker{[...]}, weight=1.0}

[...]

2023-04-18 09:13:32.573 [...] RecentStickers/removeEntry/removing entry:
— RecentStickerIdentifier{fileHash="ELkg[...]’, imageHash=’sqrI[...]’, sticker=Sticker
— {[...]1}, lastStickerSentTs=1681302581878,[...1}

8 Evidence for Possession

While the evidence for distribution is unambiguous, the determination if a sticker
in the WhatsApp Stickers directory is possessed by a defendant is complex;
hence, we now discuss the aspects of control and knowledge of existence, identi-
fied as the main characteristics of possession in Sect. 3, in detail. While intention
is also an integral component in some jurisdictions and must be considered in a
prosecution, we will not discuss its aspects in this paper, as it is hardly techni-
cally.
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8.1 Control

Cache Behavior. Although sticker files are stored in the media partition, they
exhibit cache-like behavior. For example, stickers are automatically stored on
the device upon receipt and are automatically deleted from the file system when
they are no longer referenced in a chat. Additionally, a user has little option
to affect this behavior. To be more precise, static stickers are downloaded even
when the automatic media download has been disabled while the user cannot
object to the automatic removal in any way, for example, when the sticker was
part of a disappearing message. Consequently, sticker files are temporary and
only reflect the state of the sticker within WhatsApp.

This is also reflected by the fact that stickers are downloaded and stored
only once, regardless of how often they have been received. Therefore, storing
the sticker files locally improves the user experience, e.g. due to offline displaying
capabilities, reduced loading times and reduced data usage; hence, improve the
apps performance which is the typical aim of caching. Furthermore, there is no
indication that WhatsApp wants a user to handle sticker files, as they are treated
differently than other media file types (see Sect.2). To summarize, sticker files
are temporary, improve the performance and are solely managed by WhatsApp,
which is typical behavior for an application cache.

File System Access. Due to the full read and write privileges on the media
partition, a user is capable to exercise full control over a sticker file in the file
system once downloaded and before deleted. Most importantly, stickers deleted
by the user in the file system are not automatically recovered by WhatsApp,
not even when a backup is restored®. However, only technically skilled users can
exercise this control over sticker files by manually browsing the file system with
a file manager, as the respective storage area is not presented to the user, unlike,
for example, the WhatsApp Images directory (see Sect.2.2).

Control from WhatsApp. In turn, from within WhatsApp, every user can exer-
cise three types of control over a sticker. First, a user can delete sticker files
indirectly, yet reliably, from the WhatsApp Stickers directory* by any kind
of removing operation offered, such as removing the received sticker from the
chat, clearing the entire chat history, or blocking the contact. Second, a user
is capable to redistribute stickers, as shown in Sect. 2. Third, users can control
whether a sticker is added to their sticker menu by marking it as a favorite.
These WhatsApp-specific options enable every user to control stickers to some
extent.

3 The deleted sticker in the respective chat is replaced by a button that allows the
user to re-download a missing sticker.
4 Under the condition that the sticker is not used in another chat.
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Uninstalling and Migrating WhatsApp. In general, the files within the WhatsApp
Stickers directory are in sync with the status of a sticker in WhatsApp. How-
ever, this linkage dissolves when WhatsApp is uninstalled on Android 9 and
Android 10°, while, the sticker files remain on the device. In this case, the only
way a non-technically savvy user can exhibit control of a sticker diminishes.
Even when WhatsApp is reinstalled and recovered from a backup the link to the
stored sticker files is not recovered, in contrary, they are simply re-downloaded
which leads unusually to several instances of identical stickers. The newly down-
loaded stickers again can be controlled from within WhatsApp, but not the old
instances.

Although this effect appeared in our scenarios only on Android 9 and Android
10, sticker files on newer operating system may also be affected, as the device
may have been upgraded from an older Android version which would migrate
the sticker files to the newer operating system without restoring the ability to
control these files.

Assessing Control for Prosecution. To sum up, although the sticker files are
saved in a user-accessible storage area, there are arguments that contradict the
assumption that the sticker files in the WhatsApp Stickers directory are under
the control of the user. Therefore, the ascertainment that a sticker file is stored on
a device is not sufficient and a digital forensic examination should bring those
sticker files to light, which are accessible from within WhatsApp, and hence,
evidently controllable by a user.

8.2 Knowledge of Existence

First of all, WhatsApp downloads sticker files to the WhatsApp Stickers direc-
tory, regardless of whether the chat has been opened by the user. Since the user
is not confronted with sticker files in any other context, as shown in Sect. 2.2,
an investigator cannot assume that a user knows that a sticker exists even when
it is referenced in WhatsApp’s user interface. Therefore, an examination must
further verify the evidence of knowledge.

Distributing, Quoting and Starring. The best evidence for knowledge is the proof
that a user actively engaged with a sticker, for example, by distributing, quoting,
or starring. Therefore, the evidence of distribution that we presented in Sect.7
can also be used to prove knowledge. However, stickers that were quoted, which
is not a distribution, are handled slightly differently. To be more precise, they
are recorded in message_quoted_media table of the msgstore.db instead of the
message media table while the rest of the communication can be reconstructed,
as demonstrated in Sect.7 and Fig. 6.

Additionally, the msgstore.db database (ID 4, in Table 2) records which
sticker messages have been marked as favorites by setting the starred column

5 WhatsApp on Android 13 asks the user if “keep app data” is desired. Irrespective
of the users’ choice on Android 13 the user stays in control of the sticker files.
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of the message table to 1. Furthermore, the stickers.db database (ID 5, in
Table 2) records favorite stickers in the starred_stickers table. Finally, every
sticker that was sent, forwarded or marked as favorite is additionally stored in the
/data/com.whatsapp/files/verbStickers/ directory of the data partition, by
the name of their file hash, e.g. aOFxYpH-avyuN7RqWB+Zdz7Kd6DhyNWbc++cVy
7xeoE=.webp (ID 9, in Table 2). This is not the case for stickers with which
the user has not been interacting with; hence, this also proves that the user was
aware of the existence of a sticker.

Manual Download. Furthermore, a manual download of a sticker is also
strong evidence that a user must know of the existence of a sticker. For-
tunately, WhatsApp logs media downloads with their respective settings in
the whatsapp.log log file (artifact ID 7, in Table 2), as shown in List-
ing 8.1 for a manually downloaded sticker. A manual download is indicated
by autoDownload=0, mode=manual and MediaDownloadManager/ start manual
download, consequently, automatically downloaded stickers are logged with
autoDownload=1, mode=auto and MediaDownloadManager/ queueDownload
auto download. Therefore, the log records the actual mode that was used to
download a sticker and not the state of the auto-download setting; hence, actu-
ally proves a manual download.

Listing 8.1. Excerpt of whatsapp.log that indicates an automatic download of a sticker
as identified by its hash.

2023-04-18 11:41:02.691 [...] MediaDownload/initialized;mediaHash=fSxk[...] autoDownload=0

[...]

2023-04-18 11:41:02.694 [...] MediaDownloadManager/start manual download [...], message.
— mediaHash=fSxk[...]

[...]

2023-04-18 11:41:03.004 [...] MediaDownload/updateMessageAfterDownload/mediaHash=fSxk[...]
— url=https://157.240.223.60/[...]&mode=manual status=success

Evidence for Display. While the display of a sticker may indicate knowledge, it
is rather weak evidence, as a user must not see everything that was displayed,
e.g. when scrolling to the end of a conversation rapidly. However, the display can
be proven, as WhatsApp creates thumbnails of stickers when displaying them
in a chat or in the notification bar. These thumbnails are stored in the data
partition in the /data/com.whatsapp/cache/webp_static_cache directory (ID
10 and 11 in Table 2). The thumbnail file name contains the resolution (i.e.
64x64px) and the SHA256 hash of the actual sticker encoded in Base64, e.g.
\Z6 + X0kb77NrYytgBDhXG95svMaPc1tJzAc + 2r9NOcDo = .tmp_64_64.0.

The existence of a thumbnail with a resolution of 64x64px indicates that the
sticker was shown in the notification bar whereas a thumbnail with a resolution
of 438x438px was displayed in a chat.
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9 Summary

We strongly advise that a prosecution should not be based exclusively on the
existence of an incriminating sticker file in the WhatsApp Stickers directory,
as this neither proves knowledge nor control. Therefore, in Table3 we sum up
our findings for each relevant artifact with respect to the evidence available
under a given premise and, hence, open up the opportunity to prosecute stickers
profoundly.

However, all artifacts that can prove distribution, knowledge, or control are
stored in Android’s data partition, which may not be acquirable in an investiga-
tion. This issue can at least partially be circumvented with a live examination,
as the contents of the msgstore.db database and the stickers.db database,
are reflected in WhatsApp’s user interface.

Table 3. Summary of artifacts, incl. ID and evidence contained for Distribution,
Knowledge and Control.

ID | Name Premise Evidence of. ..
Dis. | Knowl. Cont.

1 | STK-[YYYYMMDD]-WA [NNNN] .webp - X X
2 | [Base64] .thumb.webp - X X X
3 |wa.db - X X X
4 |msgstore.db: message media hash & path identical X X v
4 |msgstore.db: message media hash & path identical, from me=1 v v v
4 |msgstore.db: message_quoted media  hash & path identical x |V v
4 |msgstore.db: message starred=1 X |V v
5 |stickers.db: recent_stickers hash identical v v v
5 |stickers.db: starred_stickers hash identical X v v
6 |media.db - X X X
7 |whatsapp.log hash in RecentStickers/[add|removelEntry | v/ |V v
8 |whatsapp-[YYYY-MM-DD] .log.gz hash in RecentStickers/[add|removelEntry | v |V v
9 | [SHA256 in Base64].webp hash in file name x |V v
10 | [SHA256 in Base64].=.tmp 64 64.0 | hash in file name X see Sect. 8.2 | v/
10 | [SHA256 in Base64]_438.438.0 hash in file name X see Sect. 8.2 | v
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10 Conclusion

WhatsApp and stickers are a widespread and popular way to communicate.
However, they can be used to distribute incriminated files and, hence, are in
the focus of LEAs. Our study shows that a user can have stickers on its device
without knowing or wanting to. For example, as a member of a innocuous group
which is muted and rarely read a user has no option to prevent the unaware and
automatic storage of a sticker on its device. Therefore, the mere existence of an
incriminated sticker does not satisfy the prerequisites for possession. However,
in such cases we show that deleting the sticker from the chat and from the file
system is sufficient to effectively extirpate the incriminated content.

Furthermore, to hold offenders accountable, we identified evidence that
proves distribution, knowledge, or control, even when the respective informa-
tion has been removed from WhatsApp’s user interface. However, our results
show that a logical acquisition of an Android device is insufficient for prosecu-
tion in any case, whereas a live examination can be used in case access to the
data partition is not available. On the other hand, we show that seizing a device
is not effective to deny an offender access to the incriminated material as stickers
can be immediately restored from a Google Drive backup, hence, the access to
the backup must be prohibited, as well.

Overall, we showed that the concept of possession presents several intricate
challenges that require careful examination during a digital investigation. While
the possession of digital files when they are stored in an application’s working
directory has concerned courts for a long time, there is little digital forensic
research on the topic, especially beyond browser caches. This is concerning, as
smartphones and their apps are an important part of most peoples lives today,
and, while it is the duty of the judge and the jury to evaluate if incriminated
files are possessed, it is the duty of us to deliver the facts necessary to make the
evaluation.

A Detailed Description of Executed Scenarios
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