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Background: The Quantum Threat

BSI’s Working assumption for high security 
applications: 
A cryptographically relevant Quantum 
Computer will be available by the begin of 
the 2030ies.
. 
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The talk is from BSI‘s perspective, but reflects my personal 
views.



What is a cryptographically relevant Quantum Computer?
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Qubits
Physical Qubits
Gates
Memory



https://research.ibm.com/blog/ibm-quantum-roadmap-2025



NIST expects to execute the various agreements prior to publishing the standard. 
If the agreements are not executed by the end of 2022, NIST may consider selecting 
NTRU instead of KYBER. NTRU was proposed in 1996, and U.S. patents were 
dedicated to the public in 2007

The NIST process

Start 2016
Several rounds

July 5, 2022
1 KEM selected
3 Signatures selected
New call for signatures soon



Migration to Quantum Safe Cryptography
Two solutions based on different principles: 
• PQ and QKD
• BSI‘s focus is on the migration to PQ

Goal: Cryptographic Agility
Building blocks: 
• Hybrid key agreement and hybrid signatures
• Hashbased (stateful) signatures

Goal: International harmonisation

• Already published guidance for the migration to 
quantum-safe cryptography and chose algorithms.

• Awareness activities are in preparation.

BSI‘s positions are similar to ANSSI‘s and NLNCSA‘s
(https://www.ssi.gouv.fr/publication/anssi-views-on-the-post-quantum-cryptography-transition/,
https://english.aivd.nl/publications/publications/2022/01/18/prepare-for-the-threat-of-
quantumcomputers)

www.bsi.bund.de/Quanten



Recommendations in Technical Guideline TR-02102-1
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Recommended mechanisms: FrodoKEM-976 (Section 2.5 in 
[5]), FrodoKEM-1344 (Section 2.5 in [5]) and Classic McEliece
with the parameters listed in Section 7 of [14] in the categories 
3 and 5 are viewed as cryptographically suitable for long-term 
confidentiality protection at the security level aimed at by this 
Technical Guideline. 
This is a fairly conservative assessment which leaves a 
significant security margin with regards to possible future 
cryptanalytic progress. It is possible that future revisions of 
this document will assess other parameter choices and PQC 
schemes as technically suitable as well.
FrodoKEM has not been included among the finalists for the 
third round of the NIST PQC project, but as an alternative 
candidate. This is primarily due to considerations about the
efficiency of the scheme; there are no doubts about its 
security. The BSI therefore maintains its recommendation of 
FrodoKEM as a PQC scheme with a high security margin 
against future attacks. More details can be found in [12].

Overall assessment. In terms of security, 
Frodo’s conservative design choices are 
laudable. At the same time, these choices
mean that Frodo’s performance is 
significantly worse than schemes based 
on structured lattices. 



IT-Sicherheit durch Quantentechnologie gewährleisten

Woran lassen wir uns messen?
Die Bundesregierung wird die Erreichung des Ziels anhand folgender Kriterien überprüfen:

Im  Bereich  des  Quantencomputing stehen  bis  2025  Rechner  mit  mindestens 100 Qubits auf der 
Basis souveräner Technologie aus Deutschland und Europa bereit und stehen für 
Anwendungsuntersuchungen aus dem Sicherheitsbereich zur Verfügung.

Im Hochsicherheitsbereich hat der Wechsel zu quantensicherer Kryptografie begonnen. 

In Staat, Wirtschaft und Gesellschaft ist die Dringlichkeit des Wechsels zu quantensicherer Kryptografie 
akzeptiert und in kritischen Bereichen eingeleitet. Pilot-Infrastrukturen binden Partner aus den 
verschiedenen Bereichen ein. 

Technologien  und  Lösungen  der  Quantenkommunikation  von  Anbietern  aus  Deutschland 
und Europa stehen für Staat, Wirtschaft und Gesellschaft zur Verfügung.

Die Studie zur Realisierbarkeit von Quantencomputern wird fortgeführt und aktualisiert. 

Cybersicherheitsstrategie für Deutschland 2021 



Alternative solution: Quantum Communication

Derive cryptographic keys by using quantum 
mechanical effects: QKD

PQ cryptography and Quantum Communication can complement each other in hybrid solutions

BSI’s current focus is on the migration to PQ cryptography

Warning: This picture is oversimplified





Key Projects (EU&Germany)

The participating member states Plan to work together to establish a cooperation framework – EuroQCI – for exploring 
within the next 12 months, the possibility of developing and deploying in the Union, within the next 10 years, a certified
secure end-to-end quantum communication infrastructure (QCI) composed of space-based and terrestrial-based 
solutions, enabling information and data to be transmitted and stored ultra-securely and capable of linking critical 
public communication assets all over the Union. 

(QCI Declaration) 

QuNET (BMBF, scientific societies, industry, BSI)
Basis for a German Quantum Communication Network (165 Million €). Demonstration August 2021. Video conference 
between BMBF and BSI, secured by QKD and PQC.



Where are we now?

Physicists always have a habit of taking the simplest example of any phenomenon and calling it “physics,” leaving the 
more complicated examples to become the concern of other fields—say of applied mathematics, electrical engineering, 
chemistry, or crystallography. Even solid-state physics is almost only half physics because it worries too much about 
special substances.

(Feynman Lectures on Physics)

QKD: Concerns of other fields
Implementation security, network aspects, remote access, key management, key use, protocols, 
randomization, standardization, qualification, quantitative security proofs, hybridization, … 



Key Points from BSI‘s recommendations

• QKD is feasible with technology available today and provides key agreement schemes 
whose security is based on quantum mechanical principles and which are expected to be 
information-theoretically secure at the protocol level.

• In addition to theoretical security, implementation security must also be considered.
• QKD is subject to some restrictions and is therefore only suitable for certain application 

scenarios.
• Standards, for example on protocols, and certified products are still lacking.
• QKD should only be used in hybrid mode with classical and post-quantum key agreement 

schemes.
• Using the one-time pad alone for encryption is not recommended.



ANSSI - Technical Position Paper: QKD 
(2020)

“Security guarantees provided in principle 
by QKD come with significant 
deployment constraints which reduce the 
scope of the services offered and 
compromise in practice QKD security 
assurances, particularly in scenarios where 
communications travel through a network of 
interconnected QKD links.”

NCSC – Whitepaper: Quantum 
Security Technologies (2020)

“Given the specialised hardware 
requirements of QKD over classical 
cryptographic key agreement 
mechanisms and the requirement for 
authentication in all use cases, the 
NCSC does not endorse the use of 
QKD for any government or military 
applications […].”

NSA – Quantum Key Distribution (QKD) 
and Quantum Cryptography (QC)

“NSA does not recommend the usage of 
quantum key distribution and quantum 
cryptography for securing the transmission 
of data in National Security Systems (NSS) 
unless the limitations […] are overcome.”

What do other security agencies say?

|



Some Buzzwords

• Certification (Commoncriteriaportal.org, ISO 15408)

• Approval (https://www.bsi.bund.de/DE/Themen/OeffentlicheVerwaltung/Zulassung/zulassung_node.html) 

• Accreditation
• Digital Sovereignty
• Supply chain security: Can components be used? Are components available?

For government use Certification is often not sufficient.
There may be additional requirements, not only on the
product itself, but also on its lifecycle and origin.



CC-Evaluation criteria – a first step

• PP-QKD funded by BSI, cooperation with ETSI  
• Goal: An internationally accepted ETSI-Standard
• Draft available at ETSI webpage
• Next Step: Certification of the PP
• Limited Scope: Point-to-Point Prepare & Measure

QKD
• EAL4+AVA_VAN.5+ALC_DVS.2
• Packages to address different environments
• Options to address national policies, e.g. on 

randomisation

QKD often claims ITS: This will 
not be achieved in real 
Networks.



Theoretical Security 

• Trace distance criterion (Renner-Portmann-
Model)

• Classical Authentication between modules
needed, but key-depletion

• ITS vs. Computational security
• Wegman-Carter-Authentication: Parts of QKD-

Key needed for Key-Updates (DoS); security
guarantee decreases with each key-agreement; 
external input needed

• Quantitative security statements for standardized
protocols

There are various choices that can lead to different security
levels for a QKD system



Practical Security – Projekt 575

https://www.evergabe-
online.de/tenderdetails.html?0&id=465272&cookieChe
ck

Seitenkanalangriffe auf QKD-Systeme
Angebotsfrist verlängert bis zum 16.08.2022



Central Part: FCS_QKD

Scientific review needed!



What‘s missing? The Ecosystem!

• A Technical Domain: Impact of the CSA?
• CSA-Level „High“ 
• Industry Working Groups necessary
• Accompanying documentation (e.g. on 

Sidechannels)
• Security proofs
• Standards for Protocols/Interfaces
• Standards for the use of QKD keys
• Distribution of authentication keys
• Hybrid solutions
• End-to-end security?

“For assurance level ‘substantial’, the evaluation, in 
addition to the requirements for assurance level 
‘basic’, should be guided at least by the verification of 
the compliance of the security functionalities of the 
ICT product, ICT service or  ICT  process  with  its  
technical  documentation.” (CSA)

“…for assurance level ‘high’, the evaluation, in 
addition to the requirements for assurance level 
‘substantial’, should be guided at least by an 
efficiency testing which assesses the resistance of the 
security functionalities of ICT product, ICT  service  
or  ICT  process  against  elaborate  cyberattacks  
performed  by  persons  who  have  significant  skills  
and  resources.” (CSA)



Use of QKD?
• BSI‘s position: QKD only in hybrid solutions as

optional additional input. Hybrid solutions
support End-to-End security and may mitigate
the Store-now-Decrypt-Later threat

• Encryption: AES (Additional use of the OTP 
possible-> How many key bits can be
generated?)

• Management of Authentication Keys has to be
solved? PKI and ITS?

• Availability of certified/approved Products? 
XXX years?



TN

TN
TN

Enc
Dec

PQ-
Key

• In Trusted Nodes QKD-Keys  are visible. No End-to-End Security from QKD
• Trust in all networks needed where your QKD-Key passes through a TN
• Net of networks?
• Hybrid use of PQ and QKD gives End-to-End Security based on PQ
• How can different security levels be handled?
• Omitting infrastructure needed for authentication
• What happens at borders?
• When will Quantum-Repeaters be available?

QKD-Key
Generated

by Alice

QKD-Key
Generated

by Alice

Nets of Nets



Some open questions

• Key-Updates for authentication keys
• How to build a net? Use PQ-certificates?
• Man-in-the-middle attacks
• Stability (new nodes, out of phase nodes, …)
• How many bits should be generated during an QKD key-agreement?
• Protection of generated QKD-Keys
• Export of keys (via TLS?) and remote access?
• Standardisation (BB84 Decoy state?) & proofs
• RNGs with ITS guarantees
• Handling of different security levels
• Hybridization



Contact

Bundesamt für Sicherheit in der Informationstechnik (BSI)
Godesberger Allee 185-189
53175 Bonn
www.bsi.bund.de
www.bsi-fuer-buerger.de

Thank you for your attention!
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