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Abstract. Digital forensics addresses the recovery and investigation of
information in digital devices and is an important discipline for aiding
forensic experts and courts in solving crimes. To find the forensically
relevant data on confiscated devices, digital forensic experts use a wide
range of hardware and software tools. Correspondingly, these tools need
to be evaluated with realistic test data to ensure that they work as ex-
pected and deliver court-proof evidence. The creation of these test data
typically is very time- and resource-consuming and researchers often use
published datasets, but these are highly biased towards a specific do-
main or lack complexity. In this work we propose a method to model a
high-level semi-automated approach in creating custom digital corpora
for digital devices. For generating synthetic forensic datasets a global
scenario is defined to specify case-relevant events, which should be found
in the final dataset, e.g. writing a message with criminal content. Each
event contains temporal information, i.e. a timestamp of when a particu-
lar action is performed. From a timeline of events, the method identifies
free time slots and automatically creates further case-irrelevant events,
e.g. leisure time or shopping. In our use case, we specify the generation of
a mobile dataset with synthetic computer-generated forensic irrelevant
events.
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1 Introduction

Mobile forensics is a subset of digital forensics, which includes the forensic inves-
tigation of mobile devices, such as smartphones, cell phones, tablets and wearable
devices. Digital forensic data from mobile devices for presentation as evidence
in court are gaining importance, as these devices are according to Garfinkel et
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al. [10] “a primary tool of criminals and terrorists” and therefore potentially
containing forensically relevant data. An increasing number of smartphone users
worldwide with 6.1 billion in 2019 [18] and therefore about 8 out of 11 people
worldwide actively operates a smartphone [19] including devices being witnesses
in crimes.

For the development of digital forensic software tools, developers need real-
istic test data to ensure that these tools are properly working while preserving
chain-of-custody to ascertain court-proof evidence [2]. These datasets are also
essential for educational or academic work, but these persons often do not have
access to use datasets from real cases (real data), as privacy laws limit the us-
age and distribution, e.g. General Data Protection Regulation for the European
Union [7]. According to Grajeda et al. [12] only “3.8% of the newly created
[datasets] were released” and identify that “researchers prefer not to share their
datasets” and they speculate multiple reasons, e.g. copyright and privacy issues.
The need of published datasets is also addressed by the authors in [3, 8–10, 15].
This leaves researchers with two options: a) manually creating custom corpora
or b) use published corpora. The first option is typically created by manually
operating a device, which is highly resource- and time-consuming and therefore
in most cases the latter is the preferred option. On the other hand, published
corpora might contain biased information or data related to a specific type of
crime. A prominent example is the real data Enron Corpus [6], which contains
about half a million of published e-mail messages, but the message content is
mostly thematically restricted to one company. Exclusively using such dataset in
the validation phase of a forensic tool could result in the tool being too specific
for general use [21].

Forensic datasets typically contain data according to a predefined scenario,
i.e. the underlying story, which describes a timeline of events. These contain
forensic artifacts, i.e. bits of forensic information, which are typical to a specific
type of crime, e.g. devices used in crimes related to forgery of documents may
contain an unusual high number of pictures, PDFs and document files. There-
fore, the contents are highly dependent on the type of crime and the story it
represents. Data containing potential information for solving a particular case
are called forensically relevant information. The remaining information is classi-
fied as irrelevant.

Therefore, manual creation of custom datasets mandates a precise knowledge
about typical patterns of application usage by criminals pertaining to specific
incidences, i.e. knowing typical criminal behavior. Furthermore, detailed knowl-
edge is needed about information and data structures created by mobile appli-
cations on the individual devices. Some work has been done on analyzing the
behavior of particular apps [14, 13, 4, 1], but the short update cycles and constant
technological change makes it a particular challenge.

In our work, we review available digital forensic generators in Section 2 and
based from the work found, introduce a methodology to create semi-automated
forensic smartphone datasets in Section 3. In Section 4 we present our work done
up to date.
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2 Related Work

There have been multiple attempts to create synthetic forensic dataset gener-
ators. Moch and Freiling created the Forensig2 [16] framework, which injects
forensic artifacts by directly interacting with the storage device. The framework
provides full time control and is able to randomize content, while using the full
potential of virtual machines. The 3LSPG framework by Yannikos et al. [20,
21] allows the creation of content based on discrete time Markov chains. Activ-
ities (events) are defined as nodes, e.g. writing a message, opening an app, etc.
and transitions between two nodes are modeled with conditional probabilities for
subsequent activities performed by a (fictional) suspect. While this approach au-
tomatically generates a set of randomized predefined events, the user still needs
to specify the behavior of single apps. The EviPlant framework by Scanlon et
al. [17] is a framework optimized for the creation and distribution of datasets
with similar content. Their approach was used for educational purposes, where
students had to solve different cases. This framework specifies a base image and
the creator benefits from only needing to store the “evidence packages” which
contains all artifacts and metadata and thus reducing redundant information.
A more recent approach was made by the authors Du et al. [5] which automate
the generation of forensic datasets by simulating user interactions in their Trace-
Gen framework. A similar approach was realized by Göbel et al. [11] in their
hystck framework, which creates realistic network traffic and app behavior by
simulating user interactions. The last two approaches differ from the previous
attempts, as it is not necessary to specify file manipulations as user interactions
are simulated in context aware environments. Also, the hystck allows specifi-
cation of user interaction models and thus facilitating reusing code. Despite of
the various attempts made in the past, none actively address the generation of
mobile forensic datasets, e.g. smartphone data.

3 Methodology

The approaches highlighted in Section 2 do not address the generation of scenar-
ios for complex user interactions such as forensic datasets for mobile devices and
background knowledge on app mechanics is needed, but this information is often
unknown. Therefore, we propose generating forensic datasets by simulating user
behavior and interactions, rather than trying to comprehend and to rebuild the
background app mechanics, as proposed by [5, 11]. In addition to being more
intuitive, this approach also generates the same same app background data, as
manually interacting with the device. Executing a set of events and modifying
the system time, results in an automatic generation of a synthetic dataset which
may contain highly realistic data. In Section 2 we identified the gap of existing
image generators exclusively address desktop environments and to the best of
our knowledge, we found none for mobile devices and therefore we choose to
generate a forensic smartphone dataset with our method. Consequentially we
derive the following core research question:
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How can we generate a realistic synthetic forensic dataset?

A synthetic dataset in contrast to a real dataset, should not contain any
personal data. This means, that the contents and the underlying scenario should
not originate from devices, which reference real persons or real crimes. Based
from our research question, we argue that a synthetic forensic dataset should
meet the following goals: G1 contain relevant and irrelevant data according to
a static script given by a user, G2 contain forensically irrelevant data which is
automatically generated by a system and G3 contain sufficient amount of data,
as found on real devices with similar content.

We propose a methodology, which basically reverses the forensic process [2]
and creates data from static reports. The Figure 1 visualizes the structure of
our methodology. In detail, we expect a forensic expert to provide a file with
forensically relevant and optional irrelevant data, containing a timeline of events.
Each event is stored as a human readable text or script file and a timestamp,
similar to a forensic report (see goal G1). These events represent the informa-
tion a forensic expert wants to be included in a synthetic dataset, e.g. a device is
used at a particular time to send a message. Specifying a complete realistic set of
events is arduous and therefore we plan to automatically generate irrelevant data
(see second goal G2), dependent on the timeline of events and static information
(e.g. hardware information, user data, installed apps) provided by the forensic
expert. Based on this, additional events may be automatically generated, such
as activities, which are not relevant for a particular case but also found in real
datasets. To achieve this, the system analyzes the events and automatically de-
tects gaps by determining time slots between two subsequent events. From a set
of predefined events, the system generates one or multiple events taking place
inside this time slot. The resulting events should describe a plausible set of ac-
tivities and simulating a realistic usage of devices. To determine the amount of
data needed and meet our third goal G3, we plan to conduct a survey with foren-
sic experts in law enforcement to determine typical distributions and amounts
of data found on confiscated devices. Further, we try to determine typical use
patterns of criminals and where experts typically find relevant and irrelevant
data.

4 Previous and current work

In previous work we conducted a review for published mobile forensic datasets in
scientific publications and web resources. We identified a total of 26 datasets with
contents of mobile devices. Further, we analyzed the contents of each dataset with
the open-source software Autopsy and accounted the occurrences for: audio files,
databases, documents with textual information, vector and raster graphic files,
video files, user account information, cellular network call logs, contact informa-
tion on other parties, geospatial points, messenger apps and textual messages.
The results of the analysis can be used twofold. First, it can be used as an
aid for finding the right dataset for educational and research purposes, without
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Fig. 1. The structure of our methodology to generate content on a device. A user pro-
vides with static information and forensically relevant and irrelevant data. Based from
the temporal information given, the system identifies free timeslots and automatically
generates missing irrelevant data. All information is accumulated and then used to
populate content on a (virtual) device.
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undergoing the need to download and separately analyze each dataset. Second,
when creating own datasets one could use the distribution of data found on
the datasets to create own synthetic forensic datasets. In the same work, we
concluded two main findings: First, we concur that the digital forensics lack
of published mobile datasets and more distinctive content is needed. Second,
most of the datasets point towards little to no user interactions with short us-
age times and therefore contain mostly static data, i.e. system and app files and
according to Grajeda et al. [12] this would not suffice the critical feature of quan-
tity. Currently, we conduct a survey with law enforcement experts to determine
typical data distributions found on confiscated storage devices and determine
typical applications where experts find relevant and irrelevant data. The results
will then be used as a basis for synthetic data with realistic data distributions
(see Goal 3). In addition, we investigate an approach to create synthetic geo-
spatiotemporal data. Each event in our method (see Figure 1) is extended by an
optional geospatial variable. Correspondingly, the method generates from a set of
given spatio-temporal events additional case-irrelevant spatio-temporal events.
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