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Executive Summary

The contemporary security landscape is increasingly shaped by complex and evolving threats
originating from both state and non-state actors. Among these, Foreign Information Manipula-
tion and Interference (FIMI) has emerged as a serious challenge to democratic governance, social
cohesion, and international stability. FIMI encompasses a broad range of manipulative methods,
including disinformation, coordinated influence campaigns, manipulation of social media plat-

forms, dissemination of misleading narratives, and the selective leakage or alteration of infor-
mation to shape public opinion and destabilize societies. The rise of digital technologies and the
globalized information environment has significantly expanded the scale, speed, and effective-
ness of such activities. This article examines the conceptual framework and methods of FIMI, as
well as its manifestation in the Russia-Ukraine war and attempts to influence electoral processes

in European states.

By Eleni Kapsokoli

The information environment has emerged as a
critical field for malicious activities by perpetra-
tors seeking to undermine democratic institu-
tions and processes faster, less costly, and more
efficiently than ever before. The pursuit of po-
litical influence beyond national boundaries is
not a new phenomenon. However, the innova-
tion of the modern era lies in the exploitation
of open, digitally interconnected democracies.
Freedom of expression, transparency, and ac-
cess to open-source information constitute
fundamental principles of democratic systems,
yet they can also be exploited strategically.
Such actions increasingly target democratic so-
cieties, a phenomenon that intensified during
the COVID-19 pandemic. Information opera-
tions gained new momentum and scope, desta-
bilizing societies, manipulating public opinion,
and interfering in electoral processes.

In this context, Foreign Information Manipula-
tion and Interference (FIMI) has emerged as a
critical and increasingly sophisticated security
challenge. FIMI refers to coordinated and

1 EEAS, (2021): “Tackling Disinformation, Foreign Infor-
mation Manipulation & Interference’, Stratcom Activity
Report,” available from https://www.eeas.eu-
ropa.eu/eeas/tackling disinformation-foreign-infor-
mation-manipulation-interference en.

intentional activities that manipulate the infor-
mation environment to influence perceptions,
distort public discourse, undermine trust in in-
stitutions, and advance political, ideological, or
geopolitical objectives.! The defining feature of
FIMI lies in coordinated manipulation strategies
rather than the veracity or falsity of individual
pieces of information. The concept goes be-
yond simple disinformation campaigns and in-
cludes influence operations, data tampering,
coordinated inauthentic behavior through bot
networks, as well as the use of emerging tech-
nologies such as deepfakes and Artificial Intelli-
gence (Al).2 While these practices are not new,
digitalization, the rapid growth in internet us-
ers, and the widespread use of social media
have significantly increased the scale, spread,
and effectiveness of such activities. Thus, digi-
tal manipulation of information has become a
key means of influence for both state and non-
state actors pursuing political, economic, or
ideological goals.

Importantly, FIMI is understood in this paper as
a non-illegal pattern of coordinated behavior;

2 Kietzmann, J./ Lee, L./ McCarthy, I./ Kietzmann, T.
(2020): “Deepfakes: Trick or Treat?,” Business Horizons
63(2).
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however, it may overlap with or be accompa-
nied by clearly illegal activities such as cyberat-
tacks or hacking operations. These are analyti-
cally treated as adjacent but distinct phenom-
ena within the broader information environ-
ment. It examines how coordinated manipula-
tion activities affect societal resilience in Eu-
rope. The key research question is how and
through which mechanisms do FIMI operations
shape electoral processes and conflict-related
information environments in Europe? The pa-
per draws on open-source information and pol-
icy reports, primarily covering the period 2022
to the present, to trace the evolution of FIMI
practices in various cases. The analysis focuses
on two main contexts: first, the Russia-Ukraine
war as a high-intensity geopolitical information
environment where FIMI activities are closely
linked to ongoing conflict dynamics; and sec-
ond, selected European electoral processes
which represent diverse cases of democratic
vulnerability to FIMI activities across different
political and institutional settings.

The manipulation of the information environ-
ment by both state and non-state actors is a
phenomenon of increasing intensity, scale, and
complexity. These activities aim to undermine
political stability and erode public trust in dem-
ocratic institutions. In broader strategic terms,
such operations may also serve wider geopolit-
ical objectives by exacerbating social divisions,
weakening institutional cohesion, and reducing
the capacity of democratic states to act in a co-
ordinated manner. The dissemination and stra-
tegic amplification of narratives, whether false,
misleading, or selectively framed, often consti-
tute an important element of such operations.
This should be distinguished from the

3 European Commission, (2018): “Tackling Online Disin-
formation: A European Approach. COM(2018) 236 Final,”
available  from  https://eur-lex.europa.eu/legal-con-
tent/EN/TXT/?uri=CELEX%3A52018DC0236.

4 Kapsokoli, E. (2025): Digital Electoral Interference in the
EU: Regulating Technology to Protect Democracy, ESDC

unintentional sharing of inaccurate information
by individual users, which falls outside the
scope of coordinated information manipulation
activities as defined in this paper. Although
practices such as propaganda are not new,
technological developments and the wide-
spread use of the Internet have significantly
amplified their reach and effectiveness, ena-
bling large-scale dissemination and rapid am-
plification of narratives.

Within this context, disinformation has
emerged as one important component of FIMI,
not only because of the content transmitted
but mainly due to the way it is integrated into
broader strategic objectives.®> However, FIMI
extends beyond the content itself and encom-
passes the coordinated behaviors, intentions,
and strategies through which information is
manipulated to achieve political, social, or stra-
tegic objectives. Its effectiveness lies not only
in the distortion of facts but also in the deliber-
ate creation of emotional reactions and the
strategic shaping of narratives that align with
existing social or political cleavages. Through
targeted communication strategies, disinfor-
mation campaigns reinforce polarization, influ-
ence public discourse, and pursue ideological
influence, political destabilization, economic
manipulation, or psychological impact®. Major
international state actors have systematically
invested in shaping narratives to advance stra-
tegic goals. The Russian approach places partic-
ular emphasis on controlling the narrative
framework and influencing the perceptions of
selected communities both domestically and
internationally. Information is explicitly treated
as a domain of power, with disinformation for-
mally incorporated into military strategic doc-
trine for information operations.>

Summer University Book 2022. Views on the Progress of
CSDP, Asderaki, F./ Panfil, G./ Buluc, R., Publications Of-
fice of the European Union.

5 Headquarters Department of the Army (HQDA), (2023):
“Information,” Army Doctrine Publication 3(13).
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However, the coexistence of terms such as
“disinformation”, “foreign influence,” and “for-
eign interference” creates conceptual ambigu-
ity, complicating the development of strategic
prevention and responses. Interpretations dif-
fer among governments, international organi-
zations, the research community, and civil soci-
ety actors. Academic approaches often distin-
guish “influence” from “interference” based on
the degree of coordination, intent, or state in-
volvement,® while institutional approaches fre-
quently use these concepts interchangeably
without clearly defined boundaries.” These dif-
ferences also affect the scope of activities asso-
ciated with FIMI. Some approaches are limited
to manipulation within the information sphere,
whereas others adopt a broader understanding
that includes direct targeting of processes such
as elections.

In response to this conceptual fluidity, the Eu-
ropean Union (EU) has sought to establish a
more coherent framework for addressing infor-
mation manipulation. Since 2021, the Euro-
pean External Action Service (EEAS) has pro-
moted the concept of FIMI as part of a more
systematic approach to identifying and analyz-
ing coordinated and manipulative information
operations.® The term was gradually incorpo-
rated into the Union’s institutional terminology
through strategic documents, including the
Strategic Compass for Security and Defense and
the 2022 Council Conclusions on FIMI.

6 Samuel, S. (2019): “Election Interference”, Mediawell,
available from https://mediawell.ssrc.org/research-re-
views/election-interference/.

7 Kapsokoli, “Digital Electoral Interference in the EU: Reg-
ulating Technology to Protect Democracy”.

8 EEAS, (2022): “Foreign Information Manipulation and In-
terference (FIMI) and Cybersecurity — Threat Landscape,
December 2022,” available from http://ti-
nyurl.com/yixwuf3w.

9 European Parliament, (2018): “Foreign Influence Opera-
tions in the EU,” available from https://www.europarl.eu-
ropa.eu/thinktank/en/docu-

ment/EPRS BRI(2018)625123.

10 European Parliament, (2019): “Foreign Electoral Inter-
ference and Disinformation in National and European

Additionally, studies conducted by European in-
stitutions highlighted the systematic exploita-
tion of digital technologies by state actors to
target democratic processes.® This concern was
institutionally reinforced by the European Par-
liament in 2019, which explicitly condemned
such practices® and highlighted the need to
enhance resilience against hybrid threats, not-
ing that FIMI extends beyond the information
ecosystem and includes non-digital forms of
manipulation.!!

From an analytical perspective, the operation-
alization of the FIMI concept presents several
limitations. First, the distinction between for-
eign and domestic information actors is often
blurred, particularly when domestic networks
amplify narratives originating from external
sources. Second, attributing manipulative ac-
tivities to specific actors remains methodologi-
cally difficult, complicating the implementation
of accountability and response mechanisms.
These limitations highlight the need for a more
detailed understanding of the interaction be-
tween external influence operations and do-
mestic information ecosystems.

According to the EEAS, FIMI is defined as “a
non-illegal pattern of behavior that threatens
or may negatively affect political values, pro-
cesses, and functions”.'? This definition em-
phasizes that FIMI is not primarily defined by
the content shared but by the coordinated,

Democratic Processes,” available from https://www.eu-
roparl.europa.eu/doceo/document/TA-9-2019-

0031 EN.html.

11 Council of the European Union, (2019): “Complemen-
tary Efforts to Enhance Resilience against a Counter Hy-
brid Threat,” available from https://www.consilium.eu-
ropa.eu/en/press/press-releases/2019/12/10/counter-
ing-hybrid-threats-council-calls-for-enhanced-common-
action/.

12 EU DISINFO Lab, (2023): “FIMI: Towards a European Re-
definition of Foreign Interference,” available from
https://www.disinfo.eu/publications/fimi-towards-a-eu-
ropean-redefinition-of-foreign-interference/.
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manipulative behaviors and intent of the per-
petrators. As a result, the veracity or falsehood
of the content itself is neither a necessary nor
a sufficient condition for identifying FIMI; even
factually accurate information can be selec-
tively amplified, decontextualized, or strategi-
cally framed to serve manipulative goals. Fur-
thermore, while EEAS describes FIMI as a "non-
illegal pattern of behavior," such campaigns
may involve illegal actions, including cyber in-
trusions, hacking, or unauthorized disclosures.
These actions should be seen as enabling
mechanisms that facilitate information manip-
ulation rather than being the FIMI activity itself.
Therefore, the primary focus of analysis re-
mains on the coordinated pattern of manipula-
tion and interference, rather than on the legal
status of individual actions.

The EEAS highlights that FIMI operators exploit
an ever-evolving framework of Tactics, Tech-
niques, and Procedures (TTPs). The TTPs refer
to a structured pattern of behaviour used by
malicious actors to manipulate the information
environment and deceive target audiences. In

ACTORS TACTICS TECHNIQUES E
e State or e Influence public * Narrative Bot networks.
non-state opinion manipulation Troll farme
actors
# Undermine trust * Disinformation Fake accounts
s Proxies Cyberattacks
s Polarization * Coordinated Y
inauthentic Hack & leak
e Electoral behaviour operations
interference i Algorithmic
¢ Impersonation amplification
E {. - s Information Influencer
r . o ;i recruitment
P . i~ laundering

Al-generated

o ‘ 1y CQQ(Q\ E‘ content
i Q

this context, “tactics” relate to operational ob-
jectives, “techniques” describe the means of
implementation, while “procedures” define
specific implementation practices.®® This uni-
fied framework encompasses information op-
erations and other hybrid threats that may, in
certain cases, be accompanied by cyberattacks
or other illegal activities serving as enabling
mechanisms for broader manipulation cam-
paigns. These practices are rapidly evolving and
systematically deployed as part of broader
strategies to intervene in and destabilize dem-
ocratic systems. As a result, FIMI now consti-
tutes an organized, multi-layered, and long-
term strategic threat with significant interna-
tional implications.

Figure 1 illustrates the operational conceptual-
ization of FIMI campaigns based on the TTPs
framework adopted by EEAS. It presents how
actors pursue strategic objectives through spe-
cific techniques and procedures, disseminate
manipulated content through the digital infor-
mation ecosystem, and have an impact on the
target audience and democratic processes.

DISSEMINATION ‘ TARGET OUTCOMES
CHANNELS AUDIENCES
- > > u\'\
_ ii.
* Social media e Erosion of trust
platforms
¢ Political
* Messaging instability
applications
* Electoral
¢ Online websites P F interference
s Forums and blogs s Democratic
weakening

Adaptation, learning and escalation
by actors to sustain impact

1
I ‘t (x FEEDBACK LOOP } )

Figure 1. Operational Framework of a FIMI Campaign (own illustration)

13 EEAS, (2024): “2nd EEAS Report on Foreign Information
Manipulation and Interference Threats — A Framework for
Networked Defence,” available from

https://www.eeas.europa.eu/eeas/2nd-eeas-report-for-
eign-information-manipulation-and-interference-
threats en.
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In 2025, the EEAS recorded 540 FIMI incidents,
highlighting an accelerated global threat land-
scape that increasingly utilizes Al to scale these
operations during the Ukrainian conflict and
European elections. According to the report,
35% of the incidents were attributed to non-
state actors, with Russia responsible for 29%
and China linked to 6%.*

FIMI leverages an ever-expanding, highly
adaptable, and continuously evolving range of
media and tactics, creating a hybrid operational
toolbox available to perpetrators. FIMI is now
embedded within the domain of high-priority
strategic threats, shifting the focus from mere
information protection to the safeguarding of
fundamental democratic values and institu-
tions. The use of advanced technologies, such
as Al, allows for rapid, low-cost, and highly pre-
cise audience targeting, making information
manipulation and interference more effective
than ever. These technologies provide a high
degree of scalability and adaptability, enabling
personalized communication based on demo-
graphic, behavioral, and emotional profiles of
the target audience. The ability to deliver con-
tinuous, context-aware, and personalized con-
tent streams facilitates sustained influence that
follows users across their digital environment.

At the core of FIMI operations lies fake news
deliberately presented as legitimate content to
undermine individuals, organizations, or insti-
tutions.®® Its content is often highly emotionally

14 EEAS, (2026): “4th EEAS Report on Foreign Information
Manipulation and Interference Threats,” available from
https://www.eeas.europa.eu/eeas/4th-eeas-annual-re-
port-foreign-information-manipulation-and-interfer-
ence-threats en.

15 Kapsokoli, E. (2023): “Hacking Democracy: The Threat
of Digital Electoral Interference for the European Union,”
Research Institute for European and American Studies.

16 Kapsokoli, “Digital Electoral Interference in the EU: Reg-
ulating Technology to Protect Democracy”.

charged, relying on sensational headlines de-
signed to maximize attention and engagement.
The dissemination of such content is primarily
enabled through social media, which functions
as a key amplification ecosystem. These plat-
forms employ mechanisms such as engage-
ment bait, clickbait, algorithmic manipulation,
and keyword optimization to artificially in-
crease their scale and visibility. In parallel,
search engine optimization (SEO) is used to ar-
tificially promote misleading content in top

& while false identities and

search rankings,?
websites are created through practices such as

persona poaching.?’

These mechanisms are further reinforced by al-
gorithmically driven information environments,
which produce echo chambers and filter bub-
bles, where users are predominantly exposed
to content that confirms pre-existing beliefs,
while conflicting opinions are silenced by algo-
rithms.® This leads to reinforcement of cogni-
tive biases, ideological fragmentation, and rein-
forcement of herd behavior and the “band-
wagon effect”, which refers to the tendency of
individuals to adopt beliefs because they per-
ceive them as socially dominant.

Furthermore, coordinated information cam-
paigns employ networks of troll and bot ac-
counts, which manufacture artificial percep-
tions of social consensus or opposition, shaping
political attitudes and legitimizing specific nar-
ratives.'® At a broader structural level, disinfor-
mation ecosystems are boosted through

17 Haines, P./ Parker, D. (2020): “Poaching the Personal
Vote: How Shadowing Behaviour Shapes Constituent Im-
pressions,” Regional & Federal Studies 32 (2).

18 EU-RENEW, (2024): “The Upcoming European Elec-
tions: Echo Chambers and their Influence on Democracy,”
available from https://eu-renew.eu/the-upcoming-euro-
peanelections-echo-chambers-and-their-influence-on-
democracy-sylvia-lissens/.

19 van Dijcke, H. (2023): “Like, Tweet, & Torment: Author-
itarian Troll Farms,” Human Rights Foundation, available
from https://hrf.org/latest/like-tweet-torment-authori-
tarian-troll-farms/.
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microtargeting practices, where emotional and
behavioral data are used to construct highly
personalized political messages, resulting in hy-
per-personalized propaganda that undermines
transparency and privacy.?*® More advanced
techniques include the use of synthetic media
and deepfake technologies, which significantly
complicate the distinction between authentic
and manipulated content.?

The effectiveness of these methods is sup-
ported by empirical evidence regarding the dy-
namics of online information diffusion. A 2023
survey indicates that 29% of young people,
aged 18-24, obtain news via TikTok, while 33-
42% rely on Instagram rather than traditional
media sources.?? Research by Soroush
Vosoughi and Sinan Aral at the Massachusetts
Institute of Technology (MIT) Media Lab found
that fake news spreads about 70% faster than
accurate information on platforms like Twit-
ter/X. Their study demonstrated that this pat-
tern was driven by human behavior rather than
bot accounts. This is largely due to its emo-
tional and sensational intensity of content,
which more frequently evokes reactions such
as surprise, fear, and disgust, thereby increas-
ing its virality.?® Prior exposure to disinfor-
mation can also increase the perceived credibil-
ity of false claims, even after debunking. This
pattern aligns with the younger generation’s
fast-paced digital culture, characterized by vis-
ual-centric communication, algorithmic-driven
communities, and authenticity-seeking behav-
ior within the information ecosystem.

Finally, these tactics are reinforced by limited
regulatory oversight of alternative digital plat-
forms and by the existence of “information
gaps,” defined as domains where reliable

20 https://ico.org.uk/for-the-public/microtargeting/ (15
May 2026).

21 https://news.microsoft.com/ai-deepfakes-elections/
(15 May 2026).

22 Sky News, (2023): “More Young People Are Using Tik-
Tok to Access News, Research Finds,” available from

information is scarce or absent. Of particular
concern is the unintentional participation of us-
ers and institutions in the amplification of dis-
information. Overall, these methods constitute
a multidimensional, technologically enabled
system of influence, designed to shape percep-
tions, erode institutional trust, and destabilize
democratic processes.

FIMI activities are increasingly observed in the
context of armed conflicts, electoral contests,
social crises, and periods of institutional vulner-
ability. The analysis of the TTPs employed by
FIMI actors reveals a repetitive yet adaptable
operational model, adjusted according to stra-
tegic objectives, technological conditions, and
audience characteristics. The war in Ukraine
constitutes the most prominent example of
large-scale FIMI implementation, where cyber-
space has been strategically exploited along-
side conventional military operations. Since the
Russian invasion, coordinated disinformation
campaigns have used social media infrastruc-
tures to disseminate fake news, manipulated
images, and deepfake content aimed at dis-
torting reality, shifting public opinion, weaken-
ing international support for Ukraine, and am-
plifying domestic divisions.

Russian information strategy integrates state-
controlled media ecosystems with interna-
tional dissemination networks. Domestically,
information flows are managed through the na-
tional network Runet and state supervision of
media outlets, while internationally, entities
such as Sputnik, Russophile, and InfoBaltica dis-
seminate narratives tailored to specific demo-
graphic audiences. Al technologies further en-
hance these operations by enabling the mass

https://news.sky.com/story/more-young-people-are-us-
ing-tiktok-to-access-news-research-finds-12902070.

23 Dizikes, P. (2018): “On Twitter, False News Travels
Faster Than True Stories,” MIT News, available from
https://news.mit.edu/2018/study-twitter-false-news-
travels-faster-true-stories-0308.
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production and rapid dissemination of persua-
sive, misleading content through both fake and
seemingly credible accounts. Frequently pro-
moted narratives, including allegations regard-
ing the use of child soldiers by Ukraine,?* claims
of genocide against Russian-speaking popula-
tions, accusations of linking the Ukrainian gov-
ernment to Nazism, and the existence of Amer-
ican biological weapons laboratories, but also
that the 2014 revolution was the result of West-
ern intervention.?

A representative example of sophisticated FIMI
activity is the Doppelgdnger (also known as
Storm-1516) disinformation campaign, which
relies on a decentralized digital architecture
and interconnected online infrastructures. Cen-
tral hub websites, such as Recent Reliable News
(formerly Reliable Russian News), function as
dissemination nodes for propaganda content.
Likewise, the digital avatar Matryochka repro-
duces misleading narratives across multiple so-
cial media platforms, as part of broader disin-
formation campaigns, imitating the aesthetics
and style of recognized news organizations
such as Deutsche Welle, CNN, BBC, and Bild.
The digital avatar Overload employs infor-
mation flooding strategies designed to over-
whelm audiences and journalists with contra-
dictory information, thereby generating confu-
sion and cognitive fatigue.?® The broader eco-
system also includes the website War on Fakes,
which presents itself as a fact-checking plat-
form while promoting pro-Russian narratives
and sharing technical infrastructure with other
propaganda networks. According to leaked in-
formation from 2023, the Russian Federal

24 FP Analytics, (2023): “Digital Front Lines. A Sharpened
Focus on the Risks of, and Responses to, Hybrid Warfare,”
available from https://digitalfront-
lines.io/2023/05/25/the-evolution-of-cyber-operations-
in-armed-conflict/.

25 Kapsokoli, E. (2025): “Weaponing cyberspace: the Rus-
sia-Ukrainian war,” Security Science Journal 6(2).

26 https://www.disinfo.eu/doppelganger-operation (15
May 2026).

Service for Supervision of Communications, In-
formation Technology, and Mass Media (Ros-
komnadzor) has utilized Al technologies for the
large-scale production and distribution of con-
tent. This material is disseminated through fake
accounts on platforms such as VKontakte, Od-
noklassniki, Facebook, X, Telegram, TikTok, and
YouTube, to simulate spontaneous social en-
gagement.

The campaign also demonstrates the growing
use of synthetic media technologies. A notable
example involved a deepfake video falsely de-
picting the Ukrainian president, Volodymyr
Zelenskyy, announcing his resignation. Alt-
hough it was quickly debunked, the video accu-
mulated thousands of views within hours, illus-
trating the capacity of Al-generated audiovisual
content to achieve rapid dissemination and au-
dience exposure before verification mecha-
nisms can respond effectively.?” However, audi-
ence reach alone does not necessarily demon-
strate a measurable effect on public attitudes
or behavior.

FIMI activities increasingly extend to electoral
processes. In the 2025 German elections, Rus-
sian influence operations reportedly targeted
mainstream democratic parties while simulta-
neously boosting support for the party Alterna-
tive for Germany. The Federal Office for the
Protection of the Constitution, in cooperation
with German intelligence agencies and cyber-
security officials, had already warned of in-
creased activity by the Fancy Bear and Ghost-
writer hacking groups, ahead of the federal
elections in February 2025.%8 At an institutional
level, the German government has

27 Allyn, B. (2022): “Deepfake video of Zelenskyy could be
'tip of the iceberg' in info war, experts warn,” available
from
https://www.npr.org/2022/03/16/1087062648/deep-
fake-video-zelenskyy-experts-war-manipulation-ukraine-
russia.

28 Anadolu, (29 November 2024): “German intelligence
agency warns of 'foreign interference' in upcoming elec-
tions,” available from
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strengthened the electoral security framework
with the establishment of a special task force as
early as 2024 to address digital electoral inter-
ference.?® These activities are part of a broader
campaign of manipulation and intervention by
foreign actors, who seek to cultivate distrust,
discredit politicians, and influence the election
outcome, leveraging cyberattacks and disinfor-
mation content produced with the assistance
of Al.

A fake video portraying Chancellor Friedrich
Merz experiencing a nervous breakdown gar-
nered over 5.4 million views within ten days.3°
Green leaders Robert Habeck and Claudia Roth
have also been targeted by disinformation cam-
paigns. These operations relied on fabricated
testimonies, forged documents, and fake dossi-
ers distributed through websites imitating au-
thoritative media organizations. According to
fact-checking organizations Correctiv and
NewsGuard, more than one hundred websites
were involved in promoting pro-Russian narra-
tives in German-language information spaces
(e.g., Berliner Wochenzeitung). Through X, Tel-
egram, bot accounts, and paid influencers, Al-
generated content was strategically amplified
to maximize reach and visibility.3! Although
these indicators indicate widespread dissemi-
nation, they offer limited evidence of the actual
impact of such content on electoral prefer-
ences or political behavior. Likewise, leaked au-
dio recordings involving military discussions on
Taurus missile deliveries, and NewsGuard’s

https://www.aa.com.tr/en/europe/german-intelligence-
agency-warns-of-foreign-interference-in-upcoming-elec-
tions/3408709.

23 Antoniuk, D. (2024): “German intelligence launches task
force to combat foreign election interference,” The Rec-
ord, available from https://therecord.media/german-bfv-
election-task-force-cyberattacks-disinformation.

30 News Insight, (2025): “Researchers Discover Russian-
Affiliated Disinformation Campaign Targeting German
Elections,” available from https://insightnews.media/re-
searchers-discover-russian-affiliated-disinformation-
campaign-targeting-german-elections/.

31 EUvsDisinfo, (2025): “Pro-Kremlin Outlets Drool over
German Elections,” available from

independent investigation into TikTok high-
lighted opaque methods of algorithmic content
promotion, even without direct user
searches.

Moldova’s 2024 presidential elections consti-
tuted a typical example of digital electoral in-
terference, in which external actors exploited
emerging technologies alongside state-backed
information operations to shape public opin-
ion. Disinformation campaigns primarily tar-
geted President Maia Sandu while portraying
the EU as a threat to Moldova’s national sover-
eignty. Networks such as Portal Kombat and
Sputnik Moldova played a central role in dis-
seminating and amplifying these narratives.

During the parliamentary elections in Septem-
ber 2025, a significant escalation in disinfor-
mation activity was observed. A broad ecosys-
tem of Telegram channels emerged as a key
vector for coordinated information manipula-
tion and disinformation dissemination. These
channels did not operate independently; ra-
ther, they functioned as interconnected com-
ponents of a broader influence infrastructure.
Investigations identified dozens of accounts im-
personating legitimate media organizations,
collectively publishing thousands of videos,
which have garnered over 23 million views.33
Given Moldova’s population of approximately
2.4 million, these figures strongly suggest the
use of artificial amplification techniques. Nev-
ertheless, high viewing figures should be

https://euvsdisinfo.eu/pro-kremlin-outlets-drool-over-
german-elections/.

32 posaner, J./ Donovan, H. (2024): “Germany Accuses
Moscow of “Disinformation Attack” in Leaking Senior Of-
ficers’ Call,” Politico, available from https://www.polit-
ico.eu/article/german-defense-minister-accuses-mos-
cow-of-a-disinformation-attack-in-leaking-call-by-senior-
officers-taurus-pistorius-ukraine-war/.

33Marocico, 0./ Mirodan, S. (2025): “How Russian-funded
fake news network aims to disrupt election in Europe -
BBC investigation,” BBC, available from
https://www.bbc.com/news/articles/c4g5klOn5d2o.
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interpreted as indicators of reach rather than
direct evidence of successful persuasion or be-
havioral change.

The 2024 French elections were similarly af-
fected by targeted disinformation campaigns
aimed at undermining support for President
Emmanuel Macron. An Al-generated visual
content depicting police violence against an el-
derly protester circulated widely online.3* So-
cial media amplifies support for the far right in
France by utilizing platform algorithms to build
rapid echo chambers, humanizing radical politi-
cians through lifestyle content, and normalizing
extreme messaging via subcultures and gener-
ative Al. This digital strategy has been heavily
credited with driving support and engagement
from young supporters for parties like Marie Le
Pen’s National Rally party.®

Disinformation campaigns like Doppelgénger®®
and CopyCop distributed misleading content
through fake websites imitating legitimate
French media outlets.3” The Antibot4Navalny
research group found that, in the week leading
up to the first round of voting in the 2024
French parliamentary elections, three-quarters

34 France24, (2023): “Photo of Elderly French Protester
Being Beaten by Police Is Al-Generated,” available from
https://www.france24.com/en/tv-shows/truth-or-
fake/20230330-france-protests-old-man-beaten-by-po-
lice-likely-ai-generated.

35Zinigrad, R. (2024): “How social media amplifies support
for the far right in France,” LSE European Politics, availa-
ble from https://blogs.lse.ac.uk/eu-
roppblog/2024/09/02/how-social-media-amplifies-sup-
port-for-the-far-right-in-france/.

36 Insikt Group, (2024): “Obfuscation and Al Content in the
Russian Influence Network Doppelganger Signals Evolving
Tactics,” available  from  https://www.recorded-
future.com/research/russian-influence-network-doppel-
gangers-ai-content-tactics.

37 Insikt Group, (2024): “Russian and Iranian Influence
Networks Target French Elections,” available from
https://www.recordedfuture.com/research/russian-and-
iranian-influence-networks-target-french-elections.

38 Hinnant, L. (2024): “Russian-Linked Cybercampaigns
Put a Bull’s-Eye on France. Their Focus? The Olympics and
Elections,” Associated Press, available from https://ap-
news.com/article/france-election-disinformation-russia-
olympics-be18d688677240686df200096018f221.

of the network’s posts focused either on criti-
cizing Macron or supporting the National Rally,
demonstrating a high degree of thematic con-
centration and strategic targeting.3®

During the 2026 French municipal elections,
the Doppelgédnger network significantly ex-
panded its operations, deploying more than
200 fake websites, including impersonating ma-
jor French media outlets (e.g., Le Monde, Le
Figaro, Le Parisien, 20 Minutes, and Le Point).%
The campaign’s narratives primarily aim to un-
dermine President Macron by portraying him
as ineffective and unfit for leadership.

In Romania, the annulment of the December
2024 presidential elections by the Constitu-
tional Court was linked to evidence of Russian
FIMI activities.*® The OpenMinds network rec-
orded 202 channels on Telegram that spread
pro-Russian narratives during the elections.*
Similarly, in Poland’s 2025 presidential elec-
tions, authorities identified coordinated disin-
formation campaigns on Facebook, involving
possible opaque foreign funding.*? Poland’s Na-
tional Cybersecurity Service (NASK) developed
preventive countermeasures,*® while the

39 Murdoch, B. (2025): “Russia’s “Doppelgdnger” network
floods France with 200 fake news sites ahead of 2026
elections,” EuroMaidan Press, available from https://eu-
romaidanpress.com/2025/12/05/russia-floods-france-
with-200-fake-news-sites/.

40 https://www.mai.gov.ro/precizare-45/ (15 May 2026)
41 OpenMinds, (2025): “End of Democracy: How Pro-Rus-
sian Telegram Channels Influence Romanian Elections,”
available from https://www.openminds.ltd/reports/end-
of-democracy-how-pro-russian-telegram-channels-influ-
ence-romanian-elections.

42 Margas, K./ Nazari, S. (2025): “Poland: Country Election
Risk Assessment (CERA),” Alliance4Europe, available from
https://alliance4europe.eu/wp-content/up-
loads/2025/05/Poland-%E2%80%93-Country-Election-
Risk-Assessment-2025-%E2%80%93-FIMI-Response-
Team-Report.pdf.

43 Writer, L. (2025): “Can Poland’s Cyber Umbrella Stop
Digital Election Meddling?,” Monocle, available from
https://monocle.com/affairs/poland-cyber-umbrella-

elections/.
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Intelligence Directorate of the Ministry of De-
fense of Ukraine (HUR) warned about the in-
volvement of the Doppelgénger network.**

These cases demonstrate how FIMI has
evolved from isolated and simple disinfor-
mation efforts into complex and multi-layered
systems of information and cognitive influence.
They reveal a repetitive, yet adaptable opera-
tional model that combines coordinated narra-
tive dissemination,
cyber-enabled activities, platform exploitation,

Al-generated content,

However, while existing data provide substan-
tial insights into the reach, visibility, and dis-
semination patterns of such campaigns, their
actual effects on political attitudes and behav-
iors remain significantly more difficult to as-
sess. Metrics such as views, shares, impres-
sions, and engagement rates can indicate the
scale and penetration of a campaign, but they
do not by themselves demonstrate changes in
voting behavior, public opinion, or political de-
cision-making. Establishing such causal rela-
tionships remains a significant methodological

and networked

amplification

strategies.

Telegram, VKontakte, Fa-
cebook, X, YouTube,
state-aligned media eco-
systems

challenge in FIMI research.

Limited evidence of di-
rect behavioural
change; mainly informa-
tional and perceptual
disruption

X, Telegram, fake web-
sites, and impersonated
media outlets

No robust causal evi-
dence on voting behav-
jiour; suspected influ-
ence on discourse, but
unverified

Telegram ecosystem,
Sputnik Moldova, state-
affiliated media channels

Strong evidence of nar-
rative penetration; im-
pact on electoral out-
comes remains incon-
clusive

Fake websites, X, Tele-
gram, bot networks, influ-
encer ecosystems

Evidence of agenda-set-
ting effects at the dis-
course level; behav-
ioural impact not estab-
lished

TikTok, Telegram, and bot
accounts

No verified causal link to
electoral outcome; im-
pact remains specula-
tive

Ukraine Russian state | Cognitive warfare, narrative de-

(2022- and proxy net- | stabilization, Al-generated propa-

present) | works ganda, impersonation  web-
sites/accounts, bot amplification,
information flooding

Germany | Russian-linked Deepfakes, forged documents,
(2025 networks (Dop- | bot accounts, cloned media web-

elections) | pelganger, sites, coordinated disinformation

Ghostwriter, campaignhs
Fancy Bear)

Moldova | Russian state- | Disinformation campaigns, im-
(2024- linked and | personation accounts, Al amplifi-
2025 proxy actors cation, bot accounts

elections)

France Coordinated Al-generated content, cloned me-
(2024- transnational dia, coordinated disinformation
2026 influence net- | campaign

elections) | works

Romania | Foreign influ- | Coordinated disinformation cam-
(2024- ence networks | paign, algorithmic amplification,
2025 linked to pro- | narrative manipulation

elections) | Russian ecosys-

tems
Poland Foreign-linked Covert influence operations, co-
(2025 influence oper- | ordinated disinformation cam-
elections) | ations paign, opaque funding mecha-
nism

Facebook, online advertis-
ing ecosystems, and social
media platforms

Institutional concern
and detected activity;
measurable behavioural
impact not demon-
strated

Table 1. Comparative Overview of FIMI Activities (own compilation)

44 https://t.me/DIUkraine/5890 (15 May 2026).
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Countering FIMI activities constitutes a com-
plex and ever-evolving security challenge, as it
extends far beyond a mere communication is-
sue and has profound implications for institu-
tional trust, social cohesion, and democratic
governance. The cases examined demonstrate
that FIMI exploits structural vulnerabilities and
pre-existing social tensions within open infor-
mation environments and increasingly targets
electoral processes and conflict settings across
Europe. Given its transnational nature and
cross-platform nature, effective responses can-
not rely on isolated or purely national, frag-
mented measures, but require coordinated ac-
tion across multiple governance levels and
stakeholder groups.

The EU response to FIMI can be understood as
a multi-level governance framework structured
across distinct but interdependent layers of re-
sponsibility. At the strategic and coordination
level, EU-level frameworks (Digital Services Act,
Code of Practice on Disinformation, Al Act, Eu-
ropean Democracy Action Plan) and mecha-
nisms (EU Hybrid Fusion Cell, EUvsDisinfo, East
StratCom Task Force, Hybrid Rapid Response
Teams, FIMI, and Hybrid Toolboxes) contribute
to enhancing situational awareness, early de-
tection, and cross-border coordination. At the
implementation level, national authorities re-
main responsible for enforcing regulations,
safeguarding information integrity and pro-
cesses, and ensuring operational coordination
across relevant institutional sectors.

The accountability of digital platforms consti-
tutes another important dimension of the EU
approach. The transition towards co-regulatory
governance under the Digital Services Act and
the Code of Practice on Disinformation, espe-
cially for Very Large Online Platforms (VLOPs)
and Very Large Online Search Engines (VLOS),
places emphasis on algorithmic transparency,

content oversight, risk mitigation, and regula-
tory enforcement.

Media organizations and civil society actors
play a complementary role in strengthening so-
cietal resilience. Initiatives like the European
Digital Media Observatory, the European Fact-
Checking Standards Network, and the Media
Literacy Expert Group support media and digi-
tal literacy, critical thinking, public awareness,
professional standards, and fact-checking ca-
pacities.

Research institutions also provide an essential
analytical foundation for understanding the
evolving TTPs, improving cross-platform data
analysis, and examining the cognitive and be-
havioral dimensions of FIMI. In parallel, pre-
bunking and public awareness initiatives seek
to reduce susceptibility to manipulative narra-
tives before they become widely embedded
within information ecosystems.

Taken together, this multi-level governance ap-
proach by the EU to addressing FIMI reflects
the recognition that information manipulation
cannot be addressed through a single instru-
ment but requires systematic and long-term re-
sponses by public institutions, media, tech
companies, civil society, and the research com-
munity.

This paper examines the evolution of FIMI as an
emerging analytical and policy framework
within the EU. The analysis demonstrates that
FIMI represents a broader and more complex
phenomenon than the traditional understand-
ing of disinformation. It encompasses coordi-
nated information strategies involving narra-
tive manipulation, digital technologies, cyber
operations, and cross-platform dissemination
techniques.
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The case studies analysed highlight that FIMI
campaigns are characterised by adaptable TTPs
that enable actors to exploit vulnerabilities
within open information environments and tar-
get democratic processes, electoral events,
and public trust. Furthermore, the analysis
points out significant methodological chal-
lenges in attributing activities to specific actors
and assessing their actual impact on political
attitudes and behaviours. While existing evi-
dence can effectively capture indicators of
reach, visibility, and engagement, identifying
direct causal effects is much more difficult.

Overall, FIMI should be understood as a multi-
dimensional form of hybrid influence operating
across technological, informational, and cogni-
tive domains. As digital ecosystems and emerg-
ing technologies continue to evolve, further re-
search is needed to understand the interaction
between foreign influence operations, domes-
tic information environments, and the mecha-
nisms through which information manipulation
translates into political and societal outcomes.
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