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By Clara-Gabriela Clipea

Introduction 

The concept of hybrid threats has gained a lot 
of interest within the geopolitical international 
arena in the past few years. Its growing rele-
vance is generated by the diversity and emer-
gence of new threats forms that can affect the 
political dynamics of the world. Digitalization 
has been a key factor contributing to this phe-
nomenon, making cyber threats one of the 
most prominent components of hybrid threats. 
It is therefore important to examine the role of 
cyber threats in international relations, as well 
as their intersection with conflict events. While 
correlations at the global level offer valuable 
insights, analyses at the state or sub-state level 
can provide a more comprehensive under-
standing of how these threats manifest within 
individual countries. 

Over the past decade, a series of actions affect-
ing critical infrastructure, strategic mobility, 
and access to global resources has highlighted 
the growing prominence of hybrid threats in 
contemporary security environments. For ex-
ample, incidents including sabotage, coercive 
restrictions on navigation, and ambiguous uses 

 
1 Lott, A. (2022). Hybrid threats and the law of the sea: Use of 
force and discriminatory navigational restrictions in straits. Brill. 
2 Hybrid Threats (Hybrid CoE). https://euhybnet.eu/wp-con-
tent/uploads/2021/06/Conceptual-Framework-Hybrid-Threats-
HCoE-JRC.pdf 

of force across multiple regions illustrate how 
states increasingly employ coordinated 
measures to erode opponent’s power without 
opening an armed conflict. Against this back-
drop, Allen, Hodges, and Lindley-French argue 
that effective deterrence requires a compre-
hensive concept of security capable of address-
ing a complex and interlocking mosaic of hybrid 
and cyber threats.1 

The Russian invasion of Ukraine signaled the 
urgency of discussing and understanding hy-
brid threats. The use of disinformation cam-
paigns, attacks on critical infrastructure, and 
cyber incidents against Ukraine prior to the 
physical invasion became a clear indication 
that deterrence against such threats needs to 
be explored and implemented.2 Existing litera-
ture overwhelmingly presents Russia as the pri-
mary actor in studies of hybrid threats and hy-
brid warfare, with China emerging as the sec-
ond most frequently discussed case, while Iran, 
North Korea, and Turkey receive comparatively 
limited scholarly attention.3 Especially from 
Russia’s side, there have been several events 
such as the attacks on the deep sea cables in 
the Baltic Sea4, disinformation campaigns, 

3 Borch, O. J., & Heier, T. (Eds.). (2025). Preparing for hybrid 
threats to security: Collaborative preparedness and response. 
Routledge. 
4 Latschan, T. (2024). Hybrid warfare on the seabed? Baltic Sea 
underwater cable damage highlights hybrid warfare on critical 
infrastructure. Deutsche Welle. 

Summary  
This paper seeks to conceptualize cyber operations as an integral component of hybrid threats, 
rather than as isolated technical incidents, and analyze them in relation to patterns of physical 
conflict events. The study also attempts to fill an existing empirical gap in the literature by com-
paring cyber incident and conflict event datasets across countries. It combines global aggregation 
with selected country-level comparisons of key initiator and target states, allowing for differen-
tiation between broad systemic trends and actor-specific dynamics. The visualizations discussed 
below serve as exploratory analytical instruments that aim to identify spatial, temporal, sectoral, 
and geopolitical patterns in cyber and kinetic dynamics. The emphasis lies on observable trends 
and correlations, not on establishing direct causal relationships. Therefore, the findings provide 
relevant insights for hybrid threat monitoring, risk assessment, and early warning. 

https://euhybnet.eu/wp-content/uploads/2021/06/Conceptual-Framework-Hybrid-Threats-HCoE-JRC.pdf?utm_source=chatgpt.com
https://euhybnet.eu/wp-content/uploads/2021/06/Conceptual-Framework-Hybrid-Threats-HCoE-JRC.pdf?utm_source=chatgpt.com
https://euhybnet.eu/wp-content/uploads/2021/06/Conceptual-Framework-Hybrid-Threats-HCoE-JRC.pdf?utm_source=chatgpt.com
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instrumentalization of diasporas and Russia-
linked institutions, cyberattacks, threats to en-
ergy and communications infrastructure as we 
as sabotage, vandalism and intelligence activi-
ties. Beyond conventional military operations, 
Russia has framed the conflict as part of a 
broader confrontation with the “Collective 
West” and has employed a wide range of hy-
brid activities, i.e., not only conventional mili-
tary.5 Therefore, the growing prevalence of 
such threats across multi-dimensional (physi-
cal, virtual, and cognitive) operating environ-
ments combined with their unpredictability 
and the adversaries’ intent to exploit all availa-
ble means and strategies, highlight the critical 
importance of hybrid threats. 

Hybrid threats are not exclusively state-driven. 
In addition to this, non-state actors can also 
function as hybrid threat actors, often operat-
ing as proxies or intermediaries. These may in-
clude armed groups, movements, or private 
entities whose activities contribute to achiev-
ing strategic objectives. A common example of 
such proxy engagement is the Wagner Group, 
a private military company operating in various 
theaters of conflict.6 

The main objective of this working paper is to 
analyze the temporal association between 
cyber-attacks as an element of hybrid threats 
and political violence. Rather than presuming a 
direct causal relationship, this study examines 
whether fluctuations in global levels of physical 
violence co-move with the occurrence of hy-
brid cyber activities, and whether periods of 
heightened kinetic escalation are accompanied 
by increased cyber activity. It further explores 
the timing of hybrid activities in relation to ma-
jor conflict phases. 

 

 
5 Praks, H. (2024). Russia’s hybrid threat tactics against the Bal-
tic Sea region: From disinformation to sabotage (Hybrid CoE 
Working Paper No. 32). European Centre of Excellence for 
Countering Hybrid Threats. 
6 Hybrid CoE, Hybrid Threats. 
7 Hoffmann, F. (2010). “Hybrid treats”: Neither omnipotent nor 
beatable. Orbis, 54(3), 441–451. 

Conceptual Framework: Hybrid Threats in 
Contemporary Conflict 

Among many scholars, Hoffman is often re-
garded as the pioneer of the hybrid warfare 
concept, due to its first introduction in 2007, in 
the context of the rise of hybrid wars in the 
Middle East area.  He coins the term as “differ-
ent modes of warfare including conventional 
capabilities, irregular tactics, terrorism, and 
criminal behavior in the battlespace to obtain 
its political objectives” 7. However, the concept 
later gained broader meaning through policy 
discourse, particularly in NATO’s definition, 
which describes hybrid threats as the combina-
tion of “military and non-military as well as cov-
ert and overt means, including disinformation, 
cyber-attacks, economic pressure, deployment 
of irregular armed groups and use of regular 
forces. Hybrid methods are used to blur the 
lines between war and peace and attempt to 
sow doubt in the minds of target populations. 
They aim to destabilize and undermine socie-
ties.“8 

Although the concept of hybrid threats has 
gained renewed attention in recent years, it is 
not new; rather, its contemporary relevance 
stems from evolving security dynamics, digital-
ization, and technological change, which have 
expanded the tools and impact available to 
state and non-state actors. Hybrid threats are 
increasingly used to undermine public trust, 
deepen political and social divisions, and ex-
ploit vulnerabilities within democratic systems, 
often operating in the grey zone between legal 
activity and coercive interference. What distin-
guishes hybrid threats is not necessarily the il-
legality of individual acts, but their coordinated 
and strategic use to generate political pressure 
and destabilization, thereby challenging princi-
ples such as sovereignty and non-intervention 
(Giannopoulos et al., 2020).9 

8 NATO. (2024, May 7). Countering hybrid threats. NATO. 
https://www.nato.int/en/what-we-do/deterrence-and-de-
fence/countering-hybrid-threats 
9 Giannopoulos, G., Smith, H., & Theocharidou, M. (2020). The 
landscape of hybrid threats: A concep-tual model. European 
Commission, Joint Research Centre & European Centre of Excel-
lence for Countering  Hybrid Threats (Hybrid CoE). 
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This increased institutionalization of the no-
tion, however, also raises the specter of con-
ceptual inflation. If hybrid threats are defined 
as including all forms of interstate sub-thresh-
old competition, then the notion risks becom-
ing analytically meaningless. In order for the 
notion of hybrid threats to be useful, it must in-
clude features that distinguish hybrid threats 
from political competition in general, or from 
coercive diplomacy and limited conflict. Capaul 
(2024) argues that bringing greater clarity to 
the concept of hybrid threats requires shifting 
the analytical perspective from the target to 
the initiator. In this way, an incident can be un-
derstood as an act consisting of three ele-
ments: the perpetrator, the attack vector, and 
the target. Moreover, the attack vector has its 
own defining properties. It should: 1) be asym-
metrical, meaning that the target is in a condi-
tion of insufficient defensive resources or pre-
paredness in the respective domain, 2) it 
should be less intense as the regular warfare 
and 3) it must contain a degree of plausible de-
niability, allowing the perpetrator to obscure 
responsibility and reduce the likelihood of re-
taliation. Together, these properties situate hy-
brid attacks within the so-called “grey zone” 
between peace and war10 . 

Rather than abandoning the concept due to its 
breadth, a more productive approach is to dis-
aggregate hybrid threats into identifiable types 
and domains. When it comes to the different 
types of hybrid threats, NATO described a wide 
range of security-relevant challenges, including 
cyber operations, disinformation, economic co-
ercion, sabotage, proxy conflicts, terrorism, or-
ganized crime, migration instrument-talization, 

 
10 Capaul, I. (2024). A taxonomy of hybrid threats (CSS Analyses 
in Security Policy No. 352). Center for Security Studies (CSS), ETH 
Zurich. 
11 NATO (2010): NATO 2020: Assured Security; Dynamic Engage-
ment. Analysis and Recommendations of the Group of Experts 
on a New Strategic Concept for NATO. 
12 NATO Library (2010): Hybrid Warfare. BI-SC Input for a New 
NATO Capstone Concept for the Military Contribution to Coun-
tering Hybrid Threats. 
13 Freudenberg, Dirk (2016): “Hybrid Threats and Civil Protec-
tion.” In: Sicherheit + Frieden 34(2), pp. 141–145 (see p. 142). 
14 Tamminga, O. (2015). Zum Umgang mit hybriden Bedrohun-
gen: Auf dem Weg zu einer nationalen Resilienzstrategie (SWP-

and other forms of political and strategic desta-
bilization.1112131415 

These threats also occur in combination; for ex-
ample, the cyber and information domains are 
extremely closely interconnected, Capaul 
states. 

 

Cyberattacks as Part of Hybrid Threats 

Cyberspace refers to a virtual world character-
ized by the internet as a publicly accessible net-
work for communication and data transmis-
sion, which includes all interconnected IT sys-
tems worldwide on the level of the data 16. In 
theory, a distinction can be made between op-
erations in cyberspace, which remain within cy-
berspace, and operations through cyberspace, 
which manifest in the physical world.17 

The working definition of cyber operations in 
the context of hybrid threats follows the inclu-
sion criteria of the European Repository of 
Cyber Incidents (EuRepoC). Accordingly, the 
analysis covers politically motivated cyber op-
erations conducted by state actors, state-affili-
ated groups (including proxies), or non-state 
actors with political objectives, as well as oper-
ations targeting political institutions or critical 
infrastructure.18 

In addition to the number of cyberattacks di-
rected against a political entity, the cyber resil-
ience of a society also plays a crucial role. Mod-
ern societies are increasingly dependent on 
complex and interconnected cyber systems, 
which significantly enhance the efficiency of 
various services. At the same time, however, 
the level of cyber threat increases if the state 

Aktuell 92). Stiftung Wissenschaft und Politik – Deutsches Insti-
tut für Inter-nationale Politik und Sicherheit. 
15 Hodges, Ben (2021): “Lt-Gen Ben Hodges on the Future of Hy-
brid Warfare.” Interview published by CEPA (Center for Euro-
pean Policy Analysis). 
16 Federal Ministry of Defence. (2025). FAQ: Cyber-Abwehr. On-
line verfügbar unter https://www.bmvg.de/de/themen/cybersi-
cherheit/cyber-verteidigung/cyber-abwehr. 
17 Heintschel von Heinegg, Wolff (2022): Hybride Bedrohungen 
im und durch den Cyberraum. In: In-formationen zur politischen 
Bildung (353), S. 16–19. 
18 European Repository of Cyber Incidents (EuRepoC). (2023). In-
clusion criteria and methodological framework. University of 
Heidelberg, University of Innsbruck, SWP, Cyber Policy Institute. 
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does not implement preventive measures to 
mitigate vulnerabilities 19. 

 

Cyberattacks and Conflict Events 

Before examining empirical patterns, it is nec-
essary to consider whether cyber incidents are 
comparable to conflict events from a concep-
tual point of view. Graham (2010)20 argues that 
applying conflict-related legal categories to 
cyber operations needs to address the ques-
tion of whether a cyber incident can constitute 
“force” or even an “armed attack.” Depending 
on the scope, duration, and intensity, cyber op-
erations may qualify as armed attacks and 
therefore fall within established conflict frame-
works. At the same time, Graham highlights the 
difficulties of attribution and escalation control 
in cyberspace. Although this paper does not 
aim to evaluate the legal classification of indi-
vidual events, the reasoning underlying this 
question, namely whether certain cyber opera-
tions can be considered as conflict-relevant ac-
tions, it provides the conceptual foundation for 
comparing cyber incident patterns with physi-
cal conflict events. These observations imply 
that cyber incidents may both resemble and di-
verge from physical conflict events in system-
atic ways. 

While early conceptual work questioned 
whether cyber operations can be considered 
“war” in the classical sense21, more recent em-
pirical research suggests that cyber activities 
are increasingly embedded within broader con-
flict dynamics. Conflict events datasets such as 
ACLED provide evidence of the temporal clus-
tering of protests, political violence, and inter-
state escalation22, while structured cyber inci-
dent datasets, such as the Cyber Events Data-
base (CISSM), record spikes in state-linked 
cyber operations during times of geopolitical 
tension. Theoretically, cyber operations may 
complement kinetic force by enabling 

 
19 Linkov, I., & Kott, A. (2019). Fundamental concepts of cyber 
resilience: Introduction and overview. Springer. 
20 Graham, D. E. (2010). Cyber Threats and the Law of War. Jour-
nal of National Security Law & Policy, 4(1), 87-102. 
21 Rid, T. (2013). Cyber war will not take place. Oxford University 
Press. 
22 Raleigh, C., Linke, A., Hegre, H., & Karlsen, J. (2010). Introduc-
ing ACLED. Journal of Peace Research, 47(5), 651–660. 

disruption and intelligence collection, but 
event-level evidence from Ukraine and Syria 
finds little systematic coordination or battle-
field impact to date.23 In this respect, cyber op-
erations appear less as autonomous “cyber 
wars” and more as strategically integrated in-
struments within hybrid conflict environments. 

Rather than treating cyber activity solely as a 
conceptual or legal issue, emerging studies 
seek to identify observable patterns in cyber in-
teractions between states. For instance, net-
work-based analyses have been conducted to 
explore structural relationships in cyber inci-
dent data to assess whether cyber operations 
reflect overall patterns of interstate rivalry and 
competition.24 Using multiplex network analy-
sis of rival dyads from 2000–2014, Baronchelli 
and Ricciuti show that joint action in the cyber 
and material domains (cross-domain opera-
tions, where the same pairs of states act to-
gether in both the cyber and material domains) 
is a relatively rare phenomenon; cyber tools 
are used far less frequently than physical force, 
and national profiles differ, with Russia tending 
to balance material aggression and cyber-at-
tacks, the United States relying more on mate-
rial force, and China comparatively more active 
in the cyber domain. 

Evidence specific to the Russian-Ukrainian war 
supports this assessment of partial integration 
but limited substitutability. Aviv and Ferri’s 
grey-literature synthesis finds that 75–85% of 
cyber-attacks against Ukraine consisted of 
DDoS activities and only 2–3% involved highly 
destructive wiper operations. This means, 
these campaigns were only partially effective 
and, where cyber effects on Ukrainian digital 
infrastructure were limited, Russia turned to ki-
netic strikes against data centers and telecom 
infrastructure, underlining that physical attacks 
compensate for constrained cyber impact ra-
ther than being replaced by it.25 

23 Kostyuk, N., & Zhukov, Y. M. (2019). Invisible digital front: Can 
cyber attacks shape battlefield events? Journal of Conflict Reso-
lution, 63(2), 317–347. 
24 Baronchelli, A., & Ricciuti, R. (2025). The battlefield and the 
wire: Linking cyber and material conflicts, 2000–2014. Peace 
Economics, Peace Science and Public Policy, 31(3), 365–380. 
25 Aviv, I., & Ferri, U. (2023). Russian–Ukraine armed conflict: 
Lessons learned on the digital ecosystem. International Journal 
of Critical Infrastructure Protection, 43, 100637. 
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A foundational empirical contribution to the 
study of cyber conflict is Valeriano and Ma-
ness26, who systematically analyze cyber inter-
actions among rival states and argue that such 
interactions are characterized by restraint ra-
ther than escalation. Contrary to alarmist 
“cyber war” narratives, they find that cyber in-
cidents remain limited in frequency and rarely 
alter broader interstate conflict dynamics. 
Their findings suggest that cyber operations 
function as instruments within rivalry struc-
tures rather than autonomous escalatory driv-
ers.  

Moreover, policy-oriented assessments like-
wise also record the regular occurrence of 
cyber activities in parallel with escalating geo-
political tensions, further supporting the case 
for the study of cyber incidents in the context 
of conflict environments. For example, Duguin 
and Pavlova report 1,998 cyber-attacks and op-
erations by 98 actors against 23 critical-infra-
structure sectors in Ukraine, Russia, and 49 
other countries as of May 2023, and conclude 
that cyber operations are now an established 
type of military operation that are coordinated 
with or synchronized around kinetic offensives, 
with considerable disruptive and spillover ef-
fects on civilian infrastructure and information 
environments.27 Complementing these case-
based insights, event-level analyses further 
demonstrate that cyber and kinetic domains 
often unfold in parallel, suggesting patterns of 
co-occurrence and cross-domain interaction 
rather than strict substitution 28. 

At the same time, statistical evidence points to 
a possible structural (cross-national) relation-
ship between cyber and conventional conflict. 
Using panel data on cyber events and milita-
rized interstate disputes, Kostyuk and 
Gartzke29 find that greater Internet access is as-
sociated with a higher probability of cyber 

 
26 Valeriano, B., & Maness, R. C. (2015). Cyber war versus cyber 
realities: Cyber conflict in the interna-tional system. Oxford Uni-
versity Press. 
27  Duguin, S., & Pavlova, P. (2023). The role of cyber in the Rus-
sian war against Ukraine: Its impact and the consequences for 
the future of armed conflict. European Parliament, Directorate-
General for External Policies. 
28 Lakha, B., Duran, J., Serra, E., & Spezzano, F. (2023). Prediction 
of future nation-initiated cyberat-tacks from news-based politi-
cal events graph. In Proceedings of the 2023 IEEE 10th Interna-
tional Conference on Data Science and Advanced Analytics 
(DSAA) (pp. 461–470). 

conflict involvement and a lower probability of 
conventional conflict, suggesting an indirect 
substitutability pattern at the country level, ra-
ther than a consistent temporal linkage be-
tween cyber and kinetic actions. Together with 
Shandler and Canetti’s 30 call for multi-method 
and cross-domain research, these findings un-
derscore the need to examine cyber incidents 
not only as isolated events but in relation to 
broader conflict dynamics, including any po-
tential patterns of co-occurrence, sequencing, 
and structural association. 

Some applied research proposes hybrid analyt-
ical architectures that integrate cyber threat-
hunting signals with socio-political event data 
(e.g., ACLED, GDELT) to support predictive se-
curity modeling.31 However, the predictive 
power of these hybrid models is challenged by 
data integration, attribution, reliability and the 
lack of standardized ground truth validation. 

What remains insufficiently explored, how-
ever, is whether observable temporal patterns 
of co-occurrence, sequencing, or clustering 
emerge when systematically comparing struc-
tured cyber incident data with structured con-
flict event data across countries in the contem-
porary security environment. While existing 
studies either focus on specific wartime cases, 
long-term rivalry structures, or cross-national 
structural associations, a comparative event-
level assessment across multiple countries and 
domains remains limited. The following section 
therefore examines whether such patterns can 
be detected empirically. 

 

Data and Methodological Approach 

As outlined above, this study focuses on two 
analytical domains and their potential interre-
lationship: cyber incidents as manifestations of 

29 Kostyuk, N., & Gartzke, E. (2024). Internet access and the sub-
stitutability of cyber and military operations. Journal of Conflict 
Resolution. 
30 Shandler, R., & Canetti, D. (2024). Introduction: Cyber-conflict 
– Moving from speculation to investi-gation. Journal of Peace 
Research, 61(1), 3–10. 
31 Das, A., & H., A. (2025). Integration of cyber threat hunting 
and sociopolitical risk assessment for a hybrid predictive model 
for enhanced global security. International Journal of Wireless 
and Micro-wave Technologies, 15(5), 21–33. 
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hybrid threats, and physical conflict events. For 
this, the analysis is done by working with two 
structured event datasets: the European Re-
pository of Cyber Incidents (EuRepoC) and the 
Armed Conflict Location & Event Data Project 
(ACLED). 

Several datasets collect and catalogue cyber in-
cidents, among which the most prominent 
EuRepoC, the Cyber Operations Tracker, and 
CISSM. While the Cyber Operations Tracker pri-
marily concentrates on state-sponsored opera-
tions and diplomatic dimensions of cyber activ-
ity, and the CISSM dataset includes a broader 
range of economically and politically motivated 
cyber events, EuRepoC offers a systematically 
coded, politically oriented dataset with de-
tailed attribution and event characteristics. For 
this reason, EuRepoC is selected as the primary 
source for cyber incident data in this study.  

EuRepoC is an interdisciplinary project led by 
the University of Heidelberg, the University of 
Innsbruck, the German Institute for Interna-
tional and Security Affairs, and the Cyber Policy 
Institute (Estonia). The dataset is publicly ac-
cessible and collects data globally on a daily ba-
sis since 2000, with irregular human review and 
curation. It focuses on security-relevant cyber 
incidents with political, legal, and strategic im-
plications. Each entry contains information on: 
time of occurrence, initiator and target coun-
tries, affected sectors, attack techniques, at-
tribution confidence, political and legal re-
sponses, impact and intensity indicators. 

Also, EuRepoC categorizes incidents into six 
main types: data theft, data theft combined 
with doxing, disruption, hijacking with misuse, 
hijacking without misuse, and ransomware. 
Data ais compiled from a wide range of inter-
national media outlets, cybersecurity blogs, 
private security firms, governmental reports, 
think tanks, and verified social media feeds. 

In terms of conflict events, the most widely 
used datasets in conflict research are ACLED 
(Armed Conflict Location & Event Data Project) 
and UCDP (Uppsala Conflict Data Program). 
This study uses ACLED due to its granular 
event-level structure, high temporal resolu-
tion, and comprehensive global coverage. Fur-
thermore, it provides georeferenced and time-
stamped information on political violence. For 

the purpose of this study, the categories in-
cluded are battles, violence against civilians, 
protests, and remote violence (e.g., explosions, 
drone strikes, air strikes). Each entry entails in-
formation on date and location, involved ac-
tors, event type, number of fatalities and con-
textual coding. ACLED data are compiled from 
international and regional media, NGO reports, 
official government and UN sources, and local 
research networks (Raleigh et al., 2010). 

The empirical analysis covers the period Janu-
ary 2020 to April 2025. Substantively, this 
timeframe captures recent escalation dynam-
ics in Europe and beyond, including the height-
ened level of cyber-attacks in the wake of the 
Russian invasion of Ukraine. Methodologically, 
ACLED’s coverage of Europe and North America 
is more consistent and denser from 2020 on-
wards, making it less ideal to study the earlier 
periods. Europe and the United States are fully 
covered from 2020, while Canada and Australia 
are added from 2021. 

The unit of analysis is the global–month. That 
means, cyber incidents recorded in EuRepoC 
are matched to ACLED events based on the 
global target and corresponding calendar 
month. This matching strategy enables exami-
nation of short-term temporal dynamics, in-
cluding co-occurrence patterns. In addition, 
country–month observations are analyzed de-
scriptively to explore cross-national variation 
and contextual differences. 

Visualization is a key methodological approach. 
Overlays of time series data on a monthly basis, 
comparison of trends at the global and country 
level, and distribution charts are employed to 
demonstrate possible interlinkages between 
cyber and conflict dynamics. 

The analysis does not attempt to establish 
causal relationships. Instead, it aims to detect 
observable temporal associations that could in-
form further hypothesis-testing research. 

Several limitations apply. Firstly, attribution 
uncertainty in cyber events may affect the re-
sults’ validity. Secondly, reporting biases may 
shape both datasets, especially in politically 
charged environments. Thirdly, differences in 
coding thresholds and event definitions be-
tween EuRepoC and ACLED introduce 
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comparability difficulties. Also, while monthly 
aggregation enhances temporal resolution rel-
ative to annual data, it could still mask dynamic 
escalation patterns occurring on a narrower 
timescale. In addition, cyber events are often 
coded only at their initial detection date, even 
though operations may continue over ex-
tended periods, which may distort temporal 
correlations between cyber and kinetic activity. 
Finally, as the analysis is descriptive and does 
not include control variables, any observed 
temporal association between cyber and ki-
netic events may be driven by underlying struc-
tural or socioeconomic factors rather than a di-
rect relationship, limiting conclusions about 
statistical significance or causality (e.g., Kost-
yuk, 2022). 

 

Empirical Analysis: Visualizing Hybrid Threat 
Dynamics 

To explore these interactions empirically, the 
following sections show an exploratory, visual-
ization-driven analysis that combines data on 

politically motivated cyber incidents with rec-
ords of physical conflict events.  

 

Global Spatial Patterns of Cyber and Physical 
Conflict 

A first step in examining the intersection be-
tween cyber and physical conflict consists of 
mapping their global distribution. Spatial visu-
alizations reveal that both cyber incidents and 
physical conflict events show geographic clus-
tering. Physical conflict events are concen-
trated in regions with ongoing armed violence 
or political instability; meanwhile cyber inci-
dents display a more dispersed but strategically 
focused distribution. This is because cyber ac-
tivity is not limited to active war zones, but it 
rather frequently targets politically or econom-
ically significant states, including those not hav-
ing high levels of kinetic violence. This diver-
gence suggests that cyber operations may ex-
tend beyond conventional theaters of conflict 
and serve more general strategic objectives. 

 
Figure 1. Global Distribution of Politically Motivated Cyber Incidents and Physical Conflict Events (January 2020–April 2025). 

Left: EuRepoC cyber incidents by target country. Right: ACLED security-relevant events 

 

The two choropleth maps provide a first, de-
scriptive comparison of the global geographical 
distribution of EuRepoC and ACLED data. One 
difference is the density and breadth of the two 
event universes. ACLED has a very large volume 
of security-relevant events (1,519,411) and af-
fects up to 184 countries in a single month, in-
dicating near-global coverage and frequent 
low-level event reporting. On the other hand, 
EuRepoC, contains a much smaller number of 
incidents (2,250) and reaches a maximum of 77 
affected target countries per month. This 

imbalance matters for map interpretation: 
ACLED’s spatial pattern is structurally “more 
filled” (many countries show some activity in 
most months), while EuRepoC illustrates a 
smaller set of target countries and sharper 
month-to-month changes.  

Across time, the maps highlight different “clus-
ter logics.” ACLED’s intensity is primarily con-
centrated in countries with ongoing or escalat-
ing physical conflict dynamics; for example, the 
monthly maximum is repeatedly associated 
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with Ukraine in the period shown (e.g., Oct 
2022 max ≈ 4,166; Mar 2025 max ≈ 5,979), and 
the overall peak month is Oct 2024 with 32,715 
events. EuRepoC’s targeting pattern is more fo-
cused on a smaller group of highly visible or 
strategically relevant states; in the monthly ex-
tremes shown, the United States frequently ap-
pears as the country with the highest monthly 
target number (e.g., Jan 2024 is the highest 
EuRepoC month overall with 122 incidents; the 
largest single country-month shown is United 
States (35)). In other words, the ACLED map 
groups around conflict zones, whereas the 
EuRepoC map gathers around politically signif-
icant targets in the cyber domain. Even though 
there is an overlap between the two maps, one 
should cautiously interpret it, because ACLED’s 
affected-country set is much larger To assess 
the degree of country-level overlap between 
cyber targets and conflict-affected states, the 
Jaccard index is used, which measures the pro-
portion of shared cases relative to the total 
number of unique cases across both datasets 
(intersection divided by union). The highest 
monthly Jaccard overlap occurs in October 
2022 (0.40), with 71 intersecting countries out 
of a union of 179, suggesting that periods of 
heightened geopolitical tension may coincide 
with broader global co-visibility across both da-
tasets, even if the underlying intensity drivers 
differ. 

In some cases —such as the Russian–Ukrainian 
conflict—cyber incidents and physical conflict 
events seem to be geographically intertwined. 
In other instances, high levels of cyber activity 
are observed in countries with lower levels of 
physical violence. 

These patterns indicate that although cyber op-
erations may support or reinforce ongoing con-
flict in some regions, they may also function in-
dependently as a tool of strategic competition 
in others. So, patial analysis highlights the fact 
that hybrid threats do not have the same geo-
graphical distribution as physical conflict. 

 

State-Level Exposure and Asymmetries 

The country-level aggregation of cyber inci-
dents and physical conflict events reveals sig-
nificant asymmetries between digital and 

kinetic domains. Fig. 2 shows that the top ten 
cyber target countries between 2020 and April 
2025 are dominated by politically central and 
technologically advanced states, especially the 
United States, followed by Russia, Germany, 
and France. In contrast, the ACLED ranking is 
predominantly led by Ukraine, having consider-
ably higher event count than any other coun-
try, followed by India, the United States, and 
several countries that are characterized by sus-
tained political violence or protest dynamics. 

A closer look at the ACLED distribution shows 
that high rankings do not always reflect inter-
state warfare only. Given that ACLED includes 
diverse forms of political contention such as 
protests alongside armed violence, potential 
correlations with cyber incidents should be in-
terpreted as reflecting broader instability dy-
namics rather than battlefield escalation alone. 
In Ukraine, it is clear that the high event vol-
ume is driven by ongoing armed conflict follow-
ing the Russian invasion. Nevertheless, in coun-
tries such as India, the United States, or Ger-
many, event counts are strongly influenced by 
protest activity and not armed confrontation at 
large scale. Germany, for example, is in top 10 
countries in the ACLED ranking, due to frequent 
protest reporting, even though it does not ap-
pear among the most conflict-intense states in 
terms of battles or violence against civilians. 
This illustrates that ACLED aggregates different 
forms of political violence and contention, 
which may inflate event totals in politically ac-
tive but comparatively stable democracies. 

This separation indicates that cyber targeting 
does not simply replicate the geography of 
physical conflict intensity. For instance, 
Ukraine does not dominate the cyber target 
ranking to the same extent as the ACLED one. 
In contrast, the United States appears as the 
most frequently targeted country in the cyber 
domain but ranks considerably lower in physi-
cal conflict intensity. Therefore, the data sug-
gests that cyber exposure correlates more 
strongly with geopolitical significance and digi-
tal centrality than with kinetic warfare inten-
sity. 

Within the cyber domain itself, a further asym-
metry emerges between initiator and target 
roles. China and Russia lead the ranking of 
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cyber initiators, followed by North Korea and 
Iran, whereas the United States appears pre-
dominantly as a target. Only some states—such 
as Russia and Ukraine—appear in both initiator 
and target categories. This differentiation re-
flects structured geopolitical competition and 
reinforces the interpretation of cyber opera-
tions as instruments of strategic rivalry rather 
than an extension of physical conflict. 

Overall, the top-country comparison highlights 
that hybrid threat dynamics are distributed un-
evenly across actors and domains. Some states 
are primarily exposed to cyber targeting, oth-
ers are central to kinetic conflict dynamics, and 
only a subset takes central positions in both 
spheres

. 

 
Figure 2. Top 10 Cyber Target Countries, Top 10 Cyber Initiator Countries, and Top 10 ACLED-Affected Countries (2020–April 2025). 

 

Temporal Dynamics and Escalation Patterns 

The monthly time-series visualization facili-
tates the analysis of patterns of co-occurrence 
and sequencing of cyber incidents and physical 
conflict events. At the global level, monthly 
event counts were aggregated across all coun-
tries, and the resulting time series show a mod-
erate positive correlation (r ≈ 0.59), which may 
partly reflect parallel upward trends in both 
cyber and kinetic activity over time rather than 
direct interaction effects. 

The number of security-relevant events rec-
orded by ACLED rises during this period, re-
flecting the intensification of geopolitical crises 
and sustained conflict environments. EuRepoC 
cyber incidents have an upward trend, particu-
larly from 2022 onward, suggesting the increas-
ing relevance of politically motivated cyber ac-
tivity in parallel with broader conflict dynamics. 

However, the year 2025 shows a relative de-
cline in recorded cyber events compared to the 
peak level of 2023 - 2024. This decrease should 
be treated with caution. EuRepoC is periodi-
cally updated and maintained, and the last few 
months may not yet capture the full extent of 
the final number of incidents because of re-
porting delays, attribution activities, and data 

set updates. Consequently, the apparent trend 
in 2025 is very likely to represent a partial re-
porting of data rather than a verified structural 
reduction in cyber activities. 

Although the overall correlation is moderately 
positive, it is not constant across event types or 
time periods. Breaking down the correlation of 
ACLED event types with monthly cyber inci-
dents shows more variation in the strength of 
correlation. Protest events show virtually no 
correlation at the global level (r ≈ 0.01), 
whereas battles (r ≈ 0.45), violence against ci-
vilians (r ≈ 0.64), and remote violence (r ≈ 0.68) 
are all moderately to strongly positively corre-
lated. One explanation may be that many coun-
tries display a stable baseline level of protest 
activity that does not escalate over time, in 
contrast to coercive and military forms of vio-
lence, which show stronger association with 
cyber activity.  

Furthermore, disruption-oriented incidents (r ≈ 
0.64) and ransomware or hijacking with misuse 
(r ≈ 0.58) show comparatively strong positive 
correlations with ACLED totals, whereas hijack-
ing without misuse (r ≈ 0.22) and data theft and 
doxing (r ≈ 0.35) have weaker associations. This 
suggests that escalatory and operationally dis-
ruptive cyber activities align more closely with 
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periods of intensified kinetic violence than ex-
ploratory or lower-impact forms of cyber activ-
ity. 

The Russian–Ukrainian conflict itself illustrates 
this complexity: while some cyber campaigns 
align temporally with military offensives, other 
spikes happen slightly before or after major ki-
netic developments, showing other strategic 
functions rather than simple mirroring dynam-
ics. 

This variability supports the interpretation that 
cyber operations may be complementary, pre-
paratory, or strategically adaptive, depending 
on context. Critical escalation phases—such as 
early 2022 and late 2023—are characterized by 
simultaneous increases in both datasets, sus-
taining the idea of cross-domain intensification 
during major geopolitical shocks. 

When disaggregating the global relationship at 
the country level, it becomes apparent that 
there is a considerable degree of heterogene-
ity. Among major cyber target states, correla-
tions between monthly cyber incidents and 
ACLED events are weak or inconsistent (e.g., 
Ukraine r ≈ 0.04; Russia r ≈ 0.01; United States 
r ≈ –0.21), indicating that cyber targeting does 
not mechanically follow domestic physical con-
flict intensity. This is where data reflects Ger-
many’s profile dominated by protests, in its 
weak correlation coefficient (r ≈ 0.18). A similar 
pattern emerges for initiator states: China (r ≈ 
–0.04), North Korea (r ≈ –0.19), Russia (r ≈ 
0.02), and the United States (r ≈ –0.07) show 
little to no co-movement between cyber-origin 
activity and domestic ACLED dynamics. Iran 
constitutes a partial exception (r ≈ 0.45), poten-
tially reflecting the influence of ongoing re-
gional war dynamics on both cyber and kinetic 
activity levels. 

 
Figure 3. Monthly Global Time-Series of Cyber Incidents (EuRepoC) and Physical Conflict Events (ACLED), January 2020–April 2025. 

 

Event Types & Targeted Sectors 

Another interesting issue to observe is the dis-
tribution of cyber incidents by type, that re-
veals clear strategic differentiation. Globally, 
Hijacking with Misuse is the most frequent cat-
egory, followed by Disruption, Data Theft, and 
Ransomware. At the initiator level, China, 
North Korea, and the United States are pre-
dominantly associated with hijacking and data 
theft activities, indicating an emphasis on sys-
tem compromise, intelligence extraction, and 
persistent access. Also, while also active in hi-
jacking operations, Russia displays a compara-
tively higher proportion of disruption-oriented 
incidents, indicating the use of short-term co-
ercive tools such as DDoS attacks alongside es-
pionage-related tactics. In Germany as a target 
state, the most frequent incident types are 

hijacking with misuse and disruption, followed 
by data theft. 

These trends point to the idea that cyber oper-
ations are not homogeneous instruments of es-
calation. Different actors display distinct sub-
type profiles, with some emphasizing hijacking 
and data theft, and others showing compara-
tively higher shares of disruption-oriented ac-
tivities. While this may reflect variation in stra-
tegic objectives—such as long-term intelli-
gence positioning versus short-term signaling 
or coercive effects—establishing a systematic 
link between subtype choice and escalation dy-
namics would require further analysis. 

Sectoral patterns sustain further this idea. 
Looking at the global data, the largest number 
of incidents belongs to the critical 
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infrastructure and state institutions / political 
system sector, followed by corporate targets, 
education, and then smaller proportions to me-
dia, social groups, and other sectors. The em-
phasis on critical infrastructure and state insti-
tutions reflects a structural bias towards the 
core state functionality rather than symbolic 
targets. 

This logic can be observed in the country-level 
trends. For example, Germany as a target 
shows a similar concentration: over 40% of in-
cidents affect Critical Infrastructure, and 
roughly one quarter target State Institutions / 
Political System, hereby emphasizing that 
highly digitalized and economically pivotal 
states are mainly vulnerable through systemic 
rather than kinetic channels. 

Overall, the dominance of infrastructure- and 
governance-focused targeting supports the in-
terpretation of cyber activity as a hybrid instru-
ment that seeks to subvert institutional resili-
ence and stability rather than territorial con-
trol. 

 

Geopolitical Interaction Patterns 

The chord diagram aggregates EuRepoC inci-
dents by initiator and receiver country, where 
link thickness reflects the number of recorded 
incidents; importantly, initiator assignment is 
attribution-based (ranging from media and IT-

security reporting to official governmental 
statements and contested attributions) and 
can also remain unknown, so network patterns 
should be interpreted with inherent attribution 
uncertainty in mind. Therefore, it shows that 
the cyber interaction network is structurally 
concentrated. A limited group of states—most 
prominently China, Russia, Iran, and North Ko-
rea—account for a disproportionate share of 
politically motivated cyber initiation. Once 
again, this indicates that cyber activity is not 
globally diffused but clustered among recur-
rent actors. On the target side, the United 
States and several European states appear fre-
quently, reflecting their geopolitical salience 
and digital centrality. 

Furthermore, it highlights asymmetries be-
tween origin and target roles. While Western 
countries tend to be primarily targets, Russia is 
a more balanced actor, being a prominent initi-
ator as well as target. 

The persistence of specific dyads—such as Rus-
sia–Ukraine and China–United States—sug-
gests that that cyber operations are part of 
broader geopolitical rivalries. The patterns of 
repeated interactions over time confirm the in-
terpretation of cyber incidents as instruments 
of sustained strategic contestation rather than 
disruptions. In this sense, cyber operations re-
flect long-term power competition dynamics 
more than short-term conflict fluctuations. 

 
Figure 4. Cyber Origin–Target Chord diagram (2020–April 2025). 
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Conclusion 

This working paper seeks to investigate 
whether and how politically motivated cyber 
incidents, as manifestations of hybrid threats, 
relate to patterns of physical conflict events. 
Using EuRepoC and ACLED data for the period 
January 2020 to April 2025, the analysis ex-
plored spatial clustering, state-level vulnerabil-
ity, temporal co-movement, event-type differ-
entiation, and geopolitical interaction. 

At the global level, the results indicate a mod-
erate positive association between cyber inci-
dents and physical conflict dynamics (r ≈ 0.59), 
particularly during periods of major geopoliti-
cal escalation. Nevertheless, it may miss non-
linear or threshold dynamics. Cyber events are 
more similar to escalatory types of violence, 
such as battles, violence against civilians, and 
remote violence, than to protest events. Also, 
cyber activities that directly interfere with sys-
tems (such as ransomware, hijacking with mis-
use, or disruption) correlate more strongly with 
conflict intensity than activities primarily aimed 
at collecting information, such as data theft. 

At the state level, there are large differences. 
For both major cyber target states and initiator 
states, correlations between domestic conflict 
intensity and cyber activity remain weak. This 
suggests that cyber operations in major states 
are not closely tied to fluctuations in their own 
domestic conflict intensity but instead function 
as outward-oriented instruments of geopoliti-
cal competition. 

Sectoral and network analyses support the 
same idea. Cyber incidents are mainly directed 
at critical infrastructure and state institutions, 
suggesting that they aim to exploit structural 
vulnerabilities rather than replace physical bat-
tlefield operations. In addition, origin–target 
patterns show that cyber activity is concen-
trated among a small group of recurring initia-
tor states, indicating ongoing strategic rivalry 
rather than isolated or occasional attacks. 

Taken together, the findings support the view 
that cyber operations mainly act as comple-
mentary and flexible tools within broader hy-
brid strategies. While cyber activity often in-
creases during major conflict phases, it does 
not simply mirror physical warfare. Instead, it 
appears to be part of longer-term geopolitical 
competition, shaped by strategic interests and 
digital interconnectedness rather than immedi-
ate battlefield developments. 

Although this study is exploratory and does not 
establish causal relationships, it shows the 
value of combining cyber incident data with 
physical conflict datasets. Future research 
could build on this approach by applying causal 
methods, more transparent reporting of inci-
dents, adding control variables such as availa-
bility of internet, socioeconomic factors, elec-
tions, major political events etc. or employing 
network-based analyses to better understand 
cross-domain escalation dynamics. 
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