) s oy R O CISS MUNICH WORKING PAPER SERIES
Universitat jﬁ;{ Miinchen WORKING PAPER 011/2026

Center for Intelligence
& Security Studies

BETWEEN DISSENT AND THREAT: EURO-
PEAN INTELLIGENCE SERVICES, NEW
PROTEST MOVEMENTS, AND

THE TIGHTROPE BETWEEN SECURITY
AND FREEDOM

The CISS Munich Working Papers reflect the views of their respective authors. They do not represent the views of the German
Armed Forces or the University of the Bundeswehr Munich. The series is published by the Center for Intelligence and Security
Studies (CISS) at the University of the Bundeswehr Munich. The series addresses current, historical and strategic issues in the
fields of security and intelligence, military affairs and technology, politics and social change. The series provides insights into

developments in these areas, offering analyses and ideas for consideration, and outlining potential actions.

Further publications: https://www.unibw.de/ciss/working-paper-series

ISSN 3053-7800


https://www.unibw.de/ciss/working-paper-series

CISS Munich Working Paper Series
Working Paper 011/2026

Executive Summary

Germany’s domestic intelligence service (BfV) created a “new object of observation” in
2021 after COVID-19 protests blended conspiracy theories, antisemitic resentment, and
sporadic violence with participation from ordinary citizens. The paper analyzes how lib-
eral-democratic intelligence agencies struggled to define these heterogeneous, fast-mov-
ing movements and to balance surveillance with the protection of democratic rights. The
BfV’s category — “anti-constitutional delegitimization of the state” — parallels terms used
elsewhere (e.g., Dutch “anti-institutional extremism,” U.S. “anti-government extrem-
ism”), yet critics argue such labels of threat perception can blur legitimate government
criticism with anti-democratic activity and allow extremists to hide in mass protest. As
pandemic issues faded, grievances shifted to inflation, climate policy, and geopolitics,
and some German Lander plan to drop the category. The paper concludes that future
crises may recreate similar dynamics, making shared European terminology and cooper-
ation essential.

By Eva Herschinger*

“The starting point for the new object of obser-
vation,” explained Thomas Haldenwang, then
president of the Federal Office for the Protec-
tion of the Constitution (BfV), at the presenta-
tion of the 2021 Report on the Protection of the
Constitution, “was the highly heterogeneous
protest scene against government measures to
combat the coronavirus pandemic, within
which conspiracy theories, the stirring up of
anti-Semitic resentment, and a massive willing-
ness to use violence against police and law en-
forcement authorities found fertile ground.”?

The introduction of the “new object of obser-
vation” points to two sets of issues: First, how
difficult it is for intelligence services to define
the heterogeneous protest currents. Second,
they had to balance viewing ordinary citizens as
both a threat and object of protection. A
thorny endeavor since the “heterogeneous
protest scene” drew primarily from the societal
mainstream, i.e., ordinary citizens who, in such

numbers and with such speed, had hardly ever
been targeted by the German intelligence ser-
vices.

This paper examines how intelligence services
in liberal democracies dealt with the protests
against measures to combat COVID-19 that
successfully mobilize large sections of society —
and which in some cases turn to extremism or
violence. It reconstructs the difficulties of de-
fining the new phenomenon and how intelli-
gence services tried to strike a balance be-
tween ordinary citizen and threat to the consti-
tutional order.

Since this is not a question for Germany alone
—other European countries have also seen pro-
tests against measures to combat COVID-19 —
the paper analyzes how national experiences
could be used for European cooperation in the
future.

L An earlier version of this paper appeared in Human Forward “Intelligence. What Europe needs to know”, March
2026. https://human-magazin.de/wp-content/uploads/2026/03/human-Whitepaper-Intelligence-DE.pdf

(18.3.26).

2 Quote by Haldenwang: https://www.verfassungsschutz.de/SharedDocs/statements/DE/2022/2022-06-07-hal-
denwang-vorstellung-des-verfassungsschutzberichts-2021.html (9.1.26).
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In many countries, protests against COVID-19
measures marked a turning point. In Germany,
they remained peaceful for the most part but
also culminated in aggressive actions—such as
the attempted storming of the Reichstag in Au-
gust 2020. The BfV found itself confronted with
a protest movement that came from the center
of society: people who had previously been
hardly politically active — “Mr. and Mrs.
Schmidt”?® — protested side by side with anti-
vaxxers and conspiracy theorists, esotericists,
and right-wing extremists.

From the perspective of the intelligence ser-
vices, a new scene emerged, opposing the state
and that could not be classified into existing
categories of extremism (e.g. right-wing, left-
wing, or religious extremism). The BfV re-
sponded in April 2021 by establishing the new
field of observation “Anti-constitutional dele-
gitimization of the state”.

Intelligence services in other Western coun-
tries used similar terms to describe the protest
movements. The Dutch intelligence service
uses “anti-institutional extremism,” while in
the US, “anti-government extremism” is com-
mon. Sweden opted for “anti-government
rhetoric” and “anti-establishment narratives,”
while at the European level, Europol, for exam-
ple, refers to groups that are characterized by
their “anti-government, anti-system, and anti-
institutional” attitudes.* Reference to the
COVID-19 crisis is the starting point, but not a
fixed point of reference in terms of content.

With its new category, the BfV is targeting indi-
viduals and groups who seek to undermine the

3 “Schmidt” is one of the most common surnames in
Germany.

4 https://www.europol.europa.eu/cms/sites/de-
fault/files/documents/EU_TE-SAT_2025.pdf

(22.1.26).
5 All BfV quotes are taken from the following web-
site: https://www.verfassungss-

chutz.de/DE/themen/verfassungsschutzrelevante-

functioning and legitimacy of the state through
their behavior, for example, by disparaging
democratic decision-making processes and in-
stitutions or calling for official orders to be ig-
nored. According to the BfV, this stance contra-
dicts “fundamental constitutional principles
such as democracy and the rule of law.”>

Given the heterogeneity of the protest scene,
the BfV argued that a categorical rejection of
the existing state order functions as the ideo-
logically unifying element. Police, politicians,
and scientists who advocated for government
measures to contain the virus were singled out
as enemies. Violent actions against them were
stylized and advocated as legitimate acts of re-
sistance — one example being the planned kid-
napping of the then-Minister of Health, Karl
Lauterbach.

Critics complained that the BfV was conflating
two types of legitimate criticism: criticism of
the government with criticism of the state and
democracy. Meanwhile, this conflation allowed
right-wing extremists to blend in with the mass
of protesters.®

In other countries, too, it was difficult to draw
this line. One example: In the Netherlands, the
intelligence service AIVD spoke of “anti-gov-
ernment extremism,” a term that already ex-
isted before the COVID-19 pandemic. From
2022 on, it was called “anti-institutional ex-
tremism” after institutions such as the police
and the media became the focus of the move-
ments alongside the government.

However, the heterogeneity of the scene was
and is not the only challenge for intelligence
services in Europe when it comes to the matter
of definition. The protests also remained dy-
namic in terms of content — albeit with

delegitimierung-des-staates/begriff-und-erschein-
ungsformen/begriff-und-erscheinungs-
formen_artikel.html#doc1260196bodyText1
(9.1.26).
6 Cf. https://www.lto.de/recht/hinter-
gruende/h/verfassungsschutz-kritik-extremismus-
delegitimierung-verfassung-bericht (9.1.26).
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diminishing success. For example, the
measures to contain the COVID-19 virus lost
much of their mobilizing potential with the
widespread withdrawal of government
measures to combat the pandemic in 2022.
With significantly less power to stir things up,
issues like inflation and energy prices, rejection
of climate change action, and the effects of
Russia's war of aggression against Ukraine are
now dominating.

In the course of 2025, it became clear that the
new category was losing importance and its an-
alytical value. Within the federally organized
domestic intelligence framework, the State Of-
fice for the Protection of the Constitution in
Saxony decided to discontinue the use of the
category from 2026 onwards. This does not
mean that individuals surveilled will disappear
from the radar of the intelligence services: peo-
ple who act in a manner hostile to democracy
will continue to be monitored but will be clas-
sified under the traditional categories of ex-
tremism.

Behind the debate over definitions lies an-
other, and arguably, more serious problem: the
tightrope walks between treating ordinary citi-
zens as a security risk and protecting them as
bearers of democratic rights. In this context,
they are both at the same time.

Yet, in democracies, protest is a legitimate ex-
pression of freedom of opinion and political
participation. But what if a large number of
“normal” citizens within a legitimate protest
suddenly support violent positions and/or de-
mands that border on extremism? The ques-
tion is what is normal, acceptable and worthy
of protection, what is abnormal and threaten-
ing — and how the state should act when the
two coincide, when citizens who are supposed
to be protected suddenly pose a threat.

The reports issued by the Office for the Protec-
tion of the Constitution since 2021 reflect this

challenge. On the one hand, they emphasize
that these are legitimate protests by concerned
citizens, which is perfectly common and normal
in a democracy. On the other hand, the BfV
states that parts of the movement have
crossed the “line into anti-constitutional activi-
ties.” This places many ordinary citizens in the
realm of the “abnormal”, of the “unaccepta-
ble” which in turn is subject to surveillance by
security agencies.

Following the French philosopher Michel Fou-
cault, one can speak here of an act of classifica-
tion: by drawing a line between “normal” and
“abnormal” protest, the reports create a new
category that removes these very objects of
observation from the realm of the normal and
places them in the realm of the abnormal.
Those who respect this line remain worthy of
protection, while those who cross it are now
perceived as a threat.

A two-part discourse space emerges: on the
one hand, the hegemony of what is considered
normal — constructive criticism, peaceful pro-
test — and on the other, the stigma of the ab-
normal — anti-constitutional activities, conspir-
acy-ideological radicalization. Critics point out
that in practice, the distinction is characterized
by a great deal of blurring due to the dynamics
and heterogeneity of the protests.

For intelligence services, this balancing act
means exercising utmost caution. Observing
“ordinary citizens” is a sensitive undertaking
that can easily lead to accusations of surveil-
lance of legitimate opposition. While intelli-
gence services have had balance on this tight-
rope since their inception, the protests have
exposed the difficulties in particular harsh
lights.

At the same time, examples have shown that
dangers can emanate from such heterogene-
ous movements, especially when extremist
groups attempt to exploit the protests for their
own ends. In its Terrorism Situation Report
(TESAT), Europol confirms that the majority of
anti-government/anti-system groups remain
non-violent, but a minority justifies or uses
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violence. This violent core can emerge from in-
itially peaceful protest networks, fueled by
online disinformation and conspiracy narra-
tives. Some individuals have become radical-
ized to the point of planning terrorist acts, as
foiled attack plans in various countries show.”

The experiences of recent years provide insight
into the future challenges intelligence services
face in liberal democracies. On the one hand,
given the temporary nature of the COVID-19
protests, the question naturally arises as to
how long-lasting this phenomenon is.

On the other hand, similar dynamics —a sudden
alliance of heterogeneous discontented
groups, driven by digital networking and disin-
formation — could reoccur at any time. The next
major crisis (be it a pandemic, economic hard-
ship, or widespread social conflict) could once
again lead to protests among broad sections of
the population, which could also be infiltrated
by extremists or hostile foreign actors. And cit-
izens who have once felt themselves to be un-
der observation tend to remain suspicious of
state institutions and are also more easily mo-
bilized again.

On the other hand, greater attention should be
paid to the European level. Europol and other
EU bodies have recognized the issue and cre-
ated platforms for exchange, such as specialist
conferences on “anti-government extremism”

and training programs on dealing with anti-sys-
tem movements.?

A future European intelligence architecture will
therefore require the exchange and coordina-
tion of definitions to counter transnational ex-
tremist narratives more effectively. After all,
extremist ideologues also operate in networks
across borders: conspiracy myths are available
online everywhere and at any time, and actors
such as the QAnon movement or Russian disin-
formation campaigns influence protest milieus
across Europe. A coordinated European re-
sponse could help to identify trends at an early
stage and develop counterstrategies.

This having said, it still remains a fact that intel-
ligence services in Europe have so far operated
within a national framework, closely tied to the
respective legal systems and democratic con-
trol mechanisms of the states. Nevertheless, at
least a unified understanding of terminology in
Europe would be helpful and a first step in a
common direction: if everyone is talking about
the same type of threat, it is possible to take
more targeted, united action against it.

The experiences during and after the COVID-19
pandemic provide important lessons learned
for this cooperation: in the face of dynamic,
widespread social protest phenomena, intelli-
gence services need flexible ways to preserve
security and the fundamental rights of society.
One way is through European cooperation. This
navigation between security and freedom will
have a decisive impact on the future of intelli-
gence work in Europe.

Eva Herschinger is Professor for Security Research and Head of the Research Program Security and Intelligence
at the Center for Intelligence and Security Studies. In her research, she focuses on terrorism, violent extremism
and radicalization and the ways security agencies counter these phenomena.

7 https://www.europol.europa.eu/cms/sites/de-

fault/files/documents/EU_TE-SAT_2025.pdf
(22.1.26).
8 https://home-affairs.ec.europa.eu/whats-
new/events/advanced-training-anti-system-and-

anti-government-extremism-asage-brussels-2025-

09-
22_en#:~:text=The%C2%A0EU%20Knowledge%20
Hub%200n%20Prevention,government%20Extrem-
ism%20%28ASAGE%29” und https://www.euro-
pol.europa.eu/cms/sites/default/files/docu-
ments/EU_TE-SAT_2025.pdf (22.1.26).
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