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Stephanie Riedl, Lena Runge

Introduction 

The timeliness and urgency of the discussion on 
anticipating, detecting and responding to cyber 
attacks in contemporary conflicts has been 
fueled by several broadly known incidents 
caused by both state and non-state actors. For 
the former, the 2010 Stuxnet cyber attack 
serves as one of the earliest examples when a 
cyber attack - which was suspected to be initi-
ated by Israel and the United States of America 
- damaged centrifuges at an Iranian nuclear fa-
cility (Alvarez 2015). For the latter, more recent 
examples are the cyber operations conducted 
by the decentralized, international hacktivist 
group known as Anonymous against Russian 
actors in the context of the full-scale Russian 
invasion of Ukraine since 2022 (Tidy 2022). 
Generally, technological innovations in the 
field of digitalization, the information sphere, 
and the Internet of Things accelerated both 
progress and exposure to new vulnerabilities in 
today’s conflicts. Consequently, the ability to 
probabilistically estimate the occurrence and 
frequency of state-targeted cyber attacks in 
complex, comprehensive conflict settings has 
become a pressing priority in the public sector 

to anticipate and mitigate threats in and from 
cyberspace. Whereas the prediction of physical 
conflict events gained increasing popularity 
and impetus in times of great computational 
advancements, less attention has been paid to 
other target variables like cyber events. Struc-
tural analysis of the apparent correlation of 
cyber and conflict in today’s hybrid security 
and operational environment as well as syner-
gies in event prediction is lacking. Therefore, 
this working paper aims to discuss the potential 
and pitfalls of using cyber data in forecasting 
the frequency of state-targeted, state-spon-
sored, or politically motivated cyber attacks. 
For this, this working paper explores the ap-
plicability of conflict forecasting methods to 
the cyber domain and highlights the predictive 
potential embedded in the temporal depend-
encies of cyber event data. In order to do so, 
this working paper analyses (1) selected pub-
licly available cyber datasets to determine the 
data to work with, as well as (2) temporal de-
pendencies in the cyber event data provided by 
the European Repository of Cyber Incidents 
(EuRepoC). The analysis also highlights (3) par-
allels between physical conflict data in the 

Summary  
Digital technologies and increasing global interdependence are transforming the nature of mod-
ern conflict. The Russian full-scale invasion of Ukraine has intensified attention on so-called hy-
brid threats—coordinated actions that combine conventional and unconventional means, includ-
ing cyber attacks. State-targeted cyber operations, especially those aimed at critical infrastruc-
ture, are difficult to detect, cross national borders, and often escape traditional conflict monitor-
ing. Reliable data and deep contextual understanding are essential for anticipating these threats. 
This study evaluates the forecasting potential of publicly available cyber incident datasets, iden-
tifying the European Repository of Cyber Incidents (EuRepoC) as the most suitable source for 
analyzing politically motivated cyber attacks against states. Drawing on similarities with conven-
tional conflict data, the study outlines key hypotheses for cyber threat prediction. It proposes 
advanced forecasting methods such as spatio-temporal graph models and ensemble techniques. 
The overarching aim is to assess the feasibility of cyber-specific early warning systems and con-
tribute to the development of predictive tools tailored to state-targeted cyber threats in an in-
creasingly digital conflict landscape. 
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Armed Conflict Location and Event Data 
(ACLED) and cyber attacks, adding to the im-
mense scope or research on and with ACLED 
(Vesco et al. 2022; Trivedi et al. 2021; ACLED 
2025a, 2025b; Raleigh et al. 2023). Based on 
the insights gained, promising directions for fu-
ture research will be outlined to guide further 
empirical investigation. Based on data explora-
tion, this study proposes a forecasting ap-
proach based on spatio-temporal models and 
graph neural networks. Through this, the work-
ing paper contributes to the emerging field of 
cyber event forecasting in several ways. First, it 
offers a systematic comparison of publicly 
available cyber event datasets, evaluating their 
quality, structure, and applicability for state-
level early warning and conflict research. Sec-
ond, it conceptually links insights from conflict 
forecasting — such as temporal dependencies 
and ensemble modeling — to the cyber do-
main. Third, it presents exploratory empirical 
findings that reveal temporal autocorrelation 
in state-targeted cyber attacks and correlations 
with physical conflict events. Finally, it identi-
fies methodological challenges related to at-
tribution, zero-inflation, and data harmoniza-
tion, and outlines directions for future research 
to address these gaps. 

 

Literature on Cyber Threats and Cyber Event 
Prediction 

Literature on cyber in the context of today’s 
conflicts revolves in some parts around under-
standing typologies of cyber events. According 
to Leigher (2021), referring to the gravity of in-
tervention and the purpose, offensive cyber 
acts can be roughly categorized in three types - 
cyber espionage, cyber crime and cyber war-
fare (Leigher 2021, p. 8). Each type of cyber at-
tack can appear in different forms. While data 
theft and data hijacking mostly fall under cyber 
espionage, system disruption for example via 
disruptive DDoS attacks (Mayne 2024), and 
malware that encrypts systems, files, or data 
for blackmail (ransomware) often exceeds 
mere espionage (EuRepoC 2025). Principally, 

cyber espionage and likewise cyber crime do 
not explicitly aim at destroying or disabling (vir-
tual or physical) targets, whereas cyber warfare 
does to achieve political objectives (Leigher 
2021, p. 8). In addition, literature on cyber 
deals with the diversity and number of actors 
involved and their motivations. Depending on 
the specific type of cyber operation, necessary 
expertise does not need to be highly sophisti-
cated to have an impact. Consequently, respec-
tive acts can be executed by both state or non-
state actors, by collective or individual actors, 
as well as by professionals as well as amateurs 
(Pawlak 2017, p. 2; Bewarder et al. 2025). Ac-
cordingly, the target group as well as actors for 
countering the threats and foster resilience 
vary, including state actors, civil society and in-
dividual citizens, as well as enterprises and the 
private sector (Pawlak 2017, p. 3; Tsetsos 2021, 
p. 9). In addition, other literature analyzes the 
threat potential of cyber in contemporary con-
flict. The nearly full integration of key areas in 
private and public life into cyberspace entails 
severe risks and vulnerabilities in society, econ-
omy, science, and state (Pawlak 2017, p. 8). For 
example, at the beginning of the full-scale Rus-
sian invasion of Ukraine the US-American cyber 
security company Cloudflare has shown how 
DDoS attacks accounting for over 80 percent of 
all ”.ua”-domain traffic by early March 2022 
could be related to the ongoing war (Cloudflare 
2023). 

Literature using cyber data most often decide 
for one data source without considering the 
potential of others (Devey 2024; Lakha et al. 
2023). However, a recent study by Song et al. 
(2024) reviews and optimizes existing cyber da-
tasets before using the CISSM Cyber Events Da-
tabase to apply intervention analysis to detect 
significant shifts in cyber attack patterns and 
their correlation with major events. Through 
this, Song et al. find that the COVID-19 pan-
demic and the Russia-Ukraine war reshaped 
the cyber threat landscape - for the former on 
a global, for the latter on a regional scale (Song 
et al. 2024, p. 9, 13). Other literature on cyber 
data often deals with qualitative challenges of 
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data availability, balance and completeness. In 
general, statistical analysis requires datasets to 
cover data in a constant manner over a long 
time capturing a significant number of inci-
dents. In brief, the larger and the more in-
formative a dataset is, the better for data-cen-
tric research approaches to analyze cyber 
events (Song et al. 2024). One of the reasons 
for data unavailability is that cyber attacks of-
ten concern security interests and conse-
quently information under disclosure. Another 
reason is that often, steps to hide or obscure 
information impede the clear and unambigu-
ous attribution of cyber incidents (Council on 
Foreign Relations 2025). So called cyber attack 
forensics requires a lot of time, financing, and 
a high degree of technical and investigative ex-
pertise (Boerbert 2010; Mueller et al. 2019). 
Hiding attribution of cyber attacks can also re-
sult from political factors. For instance, analyz-
ing the EuRepoC data, Ella M. Devey (2024) 
showed that countries with a higher degree of 
press freedom are more likely to publicly ad-
dress the attribution of a cyber attack to an ac-
tor (Devey 2024). Another reason for incom-
pleteness and limited dataset quality are data 
or coding inconsistencies and respective error 
rates (Song et al. 2024, p. 4), as well as different 
reporting biases. For example, data on cyber is 
subject to language and identification biases 
and slightly over-represents English-speaking 
countries or countries with English media 
(Council on Foreign Relations 2025). 

In view of the literature on cyber attack predic-
tion, the forecasting of cyber attacks has re-
ceived growing attention in the research com-
munity, driven by advances in machine learning 
and artificial intelligence. However, much of 
this work focuses on cyber attacks within a 
criminal framework, particularly targeting inci-
dents directed at private companies (Ali et al. 
2024). Companies share anonymized data on 
cyber incidents with researchers, offering a val-
uable foundation for quantitative analysis. The 
available data typically derives from network 
monitoring tools, web logs, or application logs, 
and are often characterized by high temporal 

granularity. Event counts for attempted cyber 
attacks can be recorded at the minute or even 
second level, enabling the application of a wide 
range of machine learning models, including 
deep learning techniques that require large 
volumes of data. Forecasting methods range 
from classical statistical time series models 
such as ARIMA and Markov Chains to more 
complex architectures like Long Short-Term 
Memory (LSTM) networks or other Deep Learn-
ing models (Landauer et al. 2025). Employing 
the idea of using public signals from online me-
dia, Okutan, Yang, and McConky (2018) 
demonstrate improved prediction perfor-
mance for cyber attacks against private-sector 
companies by incorporating event mentions 
and sentiment metrics about global conflict 
from the GDELT database (GDELT 2022; Okutan 
et al. 2018). These features, which relate to 
companies and cyber-relevant technologies, 
serve as predictor variables and enhance 
model accuracy (Okutan et al. 2018). 

In conflict research, several methodologies 
have been identified that are better suited to 
the characteristics of conflict event count pre-
diction than other algorithms. The 2022 and 
2023/2024 VIEWS (Violence Early Warning Sys-
tem) challenge aimed to forecast fatalities 
across the African continent - in 2023/2024 ad-
ditionally for the Middle East - at both the 
country level and the standardized spatio-tem-
poral global grid structure PRIO-GRID at a reso-
lution of 0.5 x 0.5 decimal degrees (Tollefsen et 
al. 2012; PRIO 2016) - using machine learning 
models submitted by researchers worldwide. A 
summary of the lessons learned by Hegre, 
Vesco, and Colaresi (2022) highlights that mod-
els incorporating temporal dynamics — such as 
LSTMs or Markov Chains — performed best, 
alongside more complex models utilizing graph 
neural networks. Overall, ensemble forecasts 
combining multiple algorithms consistently 
yielded the most accurate results (Hegre et al. 
2022, p. 547). At the PRIO-GRID level, ensem-
bles of hurdle regression models  — designed 
to account for the zero-inflated nature of 
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conflict data — demonstrated the highest pre-
dictive performance (Mittermaier et al. 2024). 

By contrast, relatively little research has ad-
dressed cyber attack forecasting at the geopo-
litical level in systematic quantitative manner, 
particularly with the aim of anticipating state-
targeted attacks. A recent study by Roumani 
and Alraee (2025) goes beyond the qualitative 
description of cyber attacks by examining the 
severity of cyber attacks on critical infrastruc-
ture. Using data from the EuRepoC dataset, the 
authors apply ordinal regression to investigate 
the factors that influence the severity of the at-
tack (Roumani and Alraee 2025). Their findings 
suggest that incidents involving ransomware 
tend to escalate the severity of cyber attacks 
(Roumani and Alraee 2025). They hypothesize 
that this is due to improved security protocols 
for other so-called Pertinent Alleviation Tech-
nologies (PATs), whereas ransomware remains 
highly lucrative for cybercriminal groups (Rou-
mani and Alraee 2025, p. 8). With regard to at-
tacker type, the study reveals that only state-
led cyber attacks significantly increase the level 
of damage inflicted, underscoring the need to 
develop robust forecasting methodologies spe-
cifically tailored to state-sponsored threats 
(Roumani and Alraee 2025, p. 8). Also, yet to be 
fully explored are the underlying drivers of 
cyber attacks at the state level. As outlined be-
fore, Song et al. find in their recent analysis of 
the cyber landscape that major geopolitical and 
societal events had a significant impact on the 
dynamics of international cyber aggression 
(Song et al. 2024). 

However, a few contributions have attempted 
to enhance cyber attack forecasting at the 
state level. In a study by Lakha et al. (2023), the 
authors identify periods of heightened risk for 
cyber attacks at the country, regional, and 
global level. They rely on datasets of state-level 
cyber incidents from the Cyber Operations 
Tracker and conflict-related event data from 
the Integrated Crisis Early Warning System 
(ICEWS) (Lakha et al. 2023; García-Durán et al. 
2018). Their approach involves generating 
news-based political event graphs using the 

SIR-GN framework (Lakha et al. 2023; Layne 
and Serra 2021). These graph-based represen-
tations encode the structure of overall interna-
tional conflict and they are integrated into a 
forecasting algorithm for anomaly detection. 
The study finds that both static and dynamic 
political event graphs derived from news 
sources can, in certain cases, enhance the pre-
dictive accuracy of cyber attack models (Lakha 
et al. 2023). 

A further approach focusing on state-level 
cyber event forecasting is presented by 
Almahmoud et al. (2025). The authors employ 
custom web scraping tools to detect emerging 
trends in PATs, such as ransomware and DDoS 
attacks, as well as developments in state-tar-
geted cyber incidents based on information 
from government reports, news media, and so-
cial platforms. These trends are then used as 
inputs for Bayesian spatio-temporal Graph 
Neural Networks (Scarselli et al. 2008) - as first 
proposed by Wu et al. (2020) - which aim to 
predict cyber threat patterns based on the evo-
lution of relevant technologies (Almahmoud et 
al. 2025). However, a statement regarding the 
completeness of their dataset on cyber attacks 
compared to sources as EuRepoC or the CISSM 
Events Database is lacking. Therefore, the au-
thors might miss cyber incidents that were ob-
tained in specialized web-scraping algorithms 
for cyber incidents like the one used in 
EuRepoC. In total, research increasingly re-
volves around cyber attacks and conflict analy-
sis. Its growing relevance is stressed by the 
availability of different open-source datasets 
on cyber incidents with a political dimension. 
While the quality of datasets vary, they offer a 
valuable starting point for further analysis. Be-
sides, existing forecasting research predomi-
nantly targets private-sector cyber incidents or 
general threat trends with limited attention to 
systematic, state-level prediction. No compre-
hensive modeling framework currently exists 
for anticipating state-targeted cyber attacks 
using quantitative methods, highlighting a sig-
nificant gap in literature and a need for further 
empirical development. 
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Empirical Exploration of Cyber Event Data and 
Prediction Approaches 

In the context of a first empirical exploration of 
cyber event data and prediction of cyber 
events, the following section compares publicly 
available datasets on cyber events and exam-
ines empirical potentials of forecasting cyber 
events. 

 

Datasets on Cyber Events 

For the development of robust models to pre-
dict cyber attacks data on cyber is indispensa-
ble. Event data on cyber appears mainly in two 
contexts - (1) either in specialized datasets that 
focus on cyber incidents entirely, or (2) in un-
specialized datasets in which cyber is a sub-
type among many other types of conflict-re-
lated events. Regarding the latter two promi-
nent examples are the Global Database of 
Events, Language, and Tone (GDELT) project 
and Political Event Classification, Attributes, 
and Types (POLECAT). The GDELT Event Data-
base codes event data on cyber events, for ex-
ample the mobilization or increase of cyber-
forces (CAMEO 155) or a cybernetical attack 
(CAMEO 176) (Schrodt 2012, p. 137). An exam-
ple on how GDELT is used in the analysis of 
cyber events is provided by Anna Piazza and 
Srinidhi Vasudevan (2025) who investigate the 
development of cyber threats in healthcare as 
a critical infrastructure (Piazza and Vasudevan 
2025). Likewise, POLECAT provides context 
data on discussions of cyber, including cyber  

attacks, cyber security, cyber warfare, and 
cyber crime (Halterman et al. 2023a, p. 15). For 
example, Halterman et al. (2023) analyzed the 
distribution of context labels in PLOVER in the 
time between June 2020 and February 2023. Of 
a total of 59.2 percent events with context, 0.8 
percent included cyber (Halterman et al. 
2023b, p. 22). However, as the cyber data from 
the conflict event datasets need extensive data 
pre-processing, this working paper only fo-
cuses on cyber event datasets in detail compar-
ing the European Repository of Cyber Incidents 
(EuRepoC), the Cyber Operations Tracker pro-
vided by the Council on Foreign Relations, and 
the Center for International and Security Stud-
ies at Maryland (CISSM) Cyber Events Data-
base. 

Overall, there has been few research examin-
ing the strengths and weaknesses of different 
public cyber databases for statistical analysis 
and other data-centric approaches. Principally, 
not all cyber acts warrant inclusion in state-
level security analysis. For that, a specific focus 
lies on politically motivated and state-spon-
sored cyber attacks. Moreover, sophisticated 
quantitative research - like event forecasts - re-
quires sufficient data of high quality. Compar-
ing the three cyber event datasets outlined 
above, Table 1 provides a brief overview over 
some similarities and differences.  

Table 1: Public Cyber Datasets in Comparison 

Category EuRepoC Cyber Operations Tracker CISSM 
Temporal Coverage Since 2000 Since 2005 Since 2014 
Spatial Coverage worldwide worldwide worldwide 
Event Focus political State-based Political, economic, 

other 
Total Events (05/25) 3414 917 14557 
Categories 84 11 16 
Examples Receiver, initiator, 

types, conflict issue, 
attribution, responses 

Types, sponsor, actor’s af-
filiation, victim, response 

Type, actor, motives, 
target, attribution 

Updates continuously quarterly monthly 
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The three datasets vary quite considerably. The 
differences make a standardized encoding 
across datasets and data integration rather dif-
ficult, raising the question about the added 
value of such a processing step. To illustrate, all 
three datasets provide information about the 
initiating or attacking actor(s) but in different 
manners. The Cyber Operations Tracker in-
cludes the initiating actor itself (”affiliations”, 
e.g. Lazarus Group) and the actor’s sponsoring 
state (”sponsor”, e.g. Korea (Democratic Peo-
ple’s Republic of)). This category implies the 
state-based or state-affiliated nature of the 
events. Compared to that, the CISSM Cyber 
Event Database includes the initiating actor it-
self (”actor”, e.g. Syrian Electronic Army), its 
type (”actor type”, e.g. criminal), and the ac-
tor’s country (”actor country”, e.g. Syria). Like 
this, the country refrains from automatically 
implying an actor’s sponsorship. Likewise, 
EuRepoC includes the initiating actor’s name 
(”initiator name”, e.g. Liazor), the country it is 
from (”initiator country”, e.g. Armenia), its 
group type (”initiator category”, e.g. non-state-

 group), and its group subtype (”initiator sub-
category”, e.g. hacktivist(s)). Moreover, re-
garding the attribution, there are significant 
differences. While the CISSM Cyber Events Da-
tabase only copies the attribution from the 
source without any additional validation, 
EuRepoC’s process involves their researchers 
to manually code the data. Furthermore, there 
seems to be coding inconsistencies due to arbi-
trariness in the data. To illustrate, although 
both record the same DDoS attack on Ukrainian 
government websites in February 2021 the 
CISSM Cyber Event Database does not assign 
an actor whereas EuRepoC assigns Russian 
threat actors to be the responsible actor as 
shown in Table 2. For a cyber attack on the In-
dian power grid infrastructure in November 
2020, CISSM Cyber Event Database clearly 
states RedEcho from China the responsible ac-
tor while EuRepoC categorizes the actor to be 
unknown. At the same time, the attack on the 
US-American agency websites in December 
2019 have been assigned to the same actor, be-
ing Iranian cyber units.  

Besides, initial attempts to match cyber inci-
dents among all three datasets based solely on 
the reported start date yielded no matches. 
These findings suggest a more sophisticated 
event alignment approach, potentially leverag-
ing large language models (LLMs) to compare 
detailed incident narratives, threat actor pro-
files, and operational characteristics across da-
tasets as well as to enhance dataset interoper-
ability and enable more robust cross-validation 
of cyber incident records. 

At this point a dataset integration does not 
seem feasible and a choice between the da-
tasets is inevitable to proceed with the analysis 
of cyber and conflict. On a conceptual level, 
due to its comprehensiveness EuRepoC seems 
to excel among the datasets. Conceptually, it 

covers the longest time, offers most frequent 
updates and provides most categories. For ex-
ample, EuRepoC is the only dataset that in-
tends to link cyber events to offline conflicts or 
to add information on the incident’s impact. 
Moreover, EuRepoC is the only dataset that in-
cludes detailed information on the reason for 
the integration of an incident (inclusion crite-
rion) and for the attribution. Comparing the re-
sponse categories, although the Cyber Opera-
tions Tracker focuses on a limited selection of 
six political responses, EuRepoC offers a broad 
variety of legal and political responses. 
EuRepoC’s focus on the political dimension - in-
cluding politicized or non-politicized attacks on 
political targets, politicized attacks on non-po-
litical targets, and attacks on critical infrastruc-
tures conducted by either a state or state-

Date Cyber Attack On Actor - EuRepoC Actor - CISSM 
Feb 2021 UKR gov. websites RUS threat actors (RUS) Undetermined (Unknown) 
Nov 2020 IND power grid infra. Unknown (Undetermined) RedEcho (CHN) 
Dec 2019 USA agency websites IRN cyber units (RN) IRN cyber units (IRN) 

Table 2: Cyber Events in Both EuRepoC and the CISSM Event Database 
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affiliated actor or politically motivated non-
state actor (EuRepoC 2023, p. 1) - is useful 
when addressing political dimensions of cyber 
events even if the total number of recorded 
events is only a fraction in contrast to the 
CISSM Cyber Events Database and thus strug-
gles to meet statistical preference for large da-
tasets. 

Apart from the conceptual level, all three da-
tasets suffer from different amounts of miss-
ing, unknown or unavailable data affecting 
data quality. As relevant information is often 
difficult to obtain, dataset concepts regularly 
diverge from their feasible implementation. 
This imposes challenges for potential future 
analysis when using their indicators and labels. 
For EuRepoC, this affects among others data on 
responses, impact, attribution as well as con-
crete names of the targeted entities. Likewise, 
the Cyber Operations Tracker underlines un-
certainties, for instance marking only possible 
or suspected links in actor’s affiliation. In con-
trast to challenges of physical conflict event 
data in quantitative conflict research, data on 
cyber events pose additional difficulties due to 
the numerous actors, attribution issues, irregu-
lar patterns and the rapidity of cyber incidents. 
Based on the selection of EuRepoC as the pri-
mary data source, several empirical results re-

garding the time series behavior of cyber at-
tacks will be presented in the following section 
as well as implications for suitable forecasting 
approaches. 

 

Analyzing & Forecasting State-targeted Cyber 
Attacks 

For the analysis, all EuRepoC entries attributed 
to at least one state on a given day are consid-
ered. In cases where a cyber incident is at-
tributed to multiple states, an event count of 
one is assigned to each attributed state. To ex-
plore the relationship between cyber and phys-
ical conflict, EuRepoC is combined with ACLED 
by matching events based on country code and 
event date. 

Similar to political violence data in ACLED - 
where daily events are categorized into types 
such as battles, violence against civilians, pro-
tests, or explosions (ACLED 2025d) - cyber at-
tack incidents display rare-event behavior, pos-
ing significant challenges for predictive model-
ing (Mittermaier et al. 2024). The highly sparse 
and non-normally distributed nature of these 
events reduces the effectiveness of many tra-
ditional machine learning techniques (Hegre et 
al. 2022). Table 3 presents a summary of daily 
event counts across countries, comparing polit-
ical conflict events in ACLED with cyber inci-
dents in EuRepoC.   

Dataset ACLED (Conflict) EuRepoC (Cyber) 
Data Coverage 2020-01-01 to 2025-05-07 2000-01-01 to 2025-05-05 
Zero-Inflation 61.039 99.756 
Mean 3.411 0.003 
Median 0.0 0.0 
Std Dev 12.241 0.079 
Min 0.0 0.0 
10% 0.0 0.0 
90% 8.0 0.0 
Max 924.0 22.0 
Skewness 10.811 72.717 
Kutosis 249.621 11319.736 
Country Coverage 210 countries and regions 169 countries 

Table 3: Summary Statistics for Daily Event Counts (ACLED and EuRepoC) Across All Avalable Countries and Regions 
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The comparison highlights that both datasets 
are highly zero-inflated. While 61 percent of all 
country-day observations in ACLED are associ-
ated with zero events, the proportion rises to 
99.76 percent for cyber events in EuRepoC. 
This extreme sparsity poses an additional chal-
lenge for developing reliable cyber forecasting 
models. Additionally, ACLED documents con-
flict events in 210 countries and territories, in-
cluding de facto states such as Palestine and 
Kosovo (ACLED 2025c), whereas cyber inci-
dents in EuRepoC are recorded for only 169 
countries. 

Despite these challenges, promising statistical 
properties can be identified. A time series ex-
amination of the EuRepoC dataset reveals 
strong temporal autocorrelation: the number 
of incidents in any given week is substantially 
influenced by the number of incidents in the 
preceding week. Autocorrelation means past 
cyber activity increases the likelihood of future 
attacks. This is useful for building alert systems 
that can detect threat escalation patterns. Fig-
ure 1 illustrates that, on average, the weekly 
number of detrended cyber incidents targeting 
the Ukrainian state was correlated at approxi-
mately 40 percent with the number of inci-
dents in the preceding week — exceeding the 
significance threshold. This pattern remains ro-
bust across the top ten countries most-affected 
by cyber attacks, even after accounting for 
long-term upward trends through differencing. 
Differencing is a common method in time se- 

ries analysis used to remove long-term trends. 
This allows for a clearer assessment of whether 
short-term patterns—such as week-to-week 
correlations—still exist once the general in-
crease in cyber attacks over time is accounted 
for. These findings indicate that, despite spar-
sity, meaningful temporal structures exist in 
the data that could be leveraged for predictive 
modeling. This finding aligns with conclusions 
from conflict research, which emphasize that 
past conflict remains one of the strongest pre-
dictors of future violence (Hegre et al. 2022). 

In addition to temporal dependencies, cyber in-
cidents also appear to exhibit spatial correla-
tion across countries, suggesting the presence 
of inter-state effects and relational dynamics. 
However, such correlations must be inter-
preted with caution, as they represent only a 
first step toward causal inference. Observed 
patterns may partially result from the structure 
of cyber operations themselves, for example 
attacks launched by the same attackers are of-
ten coordinated to target multiple interna-
tional organizations simultaneously, resulting 
in multi-country attribution. Similarly, when in-
stitutions such as NATO are affected, attribu-
tion may be distributed across several member 
states, further complicating efforts to assign re-
sponsibility or analyze country-level targeting 
patterns. Whether spatial correlations persist 
when controlling for simultaneous multi-target 
attacks has to be confirmed by further analysis.  

Figure 1: Weekly Autocorrelation of Cyber Attacks targeting the Ukrainian State. Y-
scale shows magnitude while blue area indicates significance level. X-scale shows the 
weekly lag. 
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Nevertheless, these initial findings offer im-
portant starting points for future research on 
the spatial dynamics of cyber aggression. Fur-
thermore, the findings suggest a tangible link 
between cyber attacks and physical conflict at 
the global level. When combining EuRepoC 
data with ACLED conflict data by matching on 
ISO3 country codes and event dates, a correla-
tion is observed between the weekly frequency 
of cyber attacks and concurrent episodes of po-
litical violence. As shown in Figure 2, spikes in 
cyber incidents targeting the Ukrainian state 
coincide with the onset of physical conflict in 
early 2022. While this relationship requires fur-
ther empirical investigation, it supports the no-
tion that cyber operations often accompany — 
or function as extensions of — physical conflict, 
enabling states to exert pressure and cause dis-
ruption through cyber means. Building on the 
approach by Almahmoud et al. (2025), where 
Bayesian spatio-temporal graph neural net-
works (GNNs) were employed to forecast cyber 
threats using counts of online mentions of spe-
cific attack types, a similar methodology could  

 

be adapted to forecast EuRepoC cyber attack 
counts. These methods are able to learn inter-
series correlations and temporal dependencies 
in the graph (Wu et al. 2020). This would in-
volve constructing a graph based on historic 
cyber incidents and conflict events to model 
the interplay between state-targeted cyber at-
tacks and physical conflict dynamics. As shown 
in the previous literature on cyber attacks (fo-
cusing on private companies), information on 
ongoing (physical) conflict in the target country 
can further improve predictive performance of 
cyber attack forecasting models. Such graph-
based models could be benchmarked against 
more easily implementable ensemble ap-
proaches, such as XGBoost (Extreme Gradient 
Boosting) - which is an efficient and scalable 
machine learning algorithm based on gradient-
boosted decision trees (Chen and Guestrin 
2016) - extended with zero-inflated hurdle 
model variants to account for the high propor-
tion of zero-event days in the EuRepoC dataset. 

Figure 2: Weekly Cybersecurity Incidents in Ukraine (EuRepoC) vs. Political Conflict Events in Ukraine (ACLED). 
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Implications and Conclusion 

This working paper sets out to describe and 
compare cyber datasets, evaluate their predic-
tive potential for crisis early warning, and 
hence propose a methodological framework 
for the prediction of state-targeted cyber at-
tacks. This was achieved through dataset com-
parison, exploratory analysis of EuRepoC - 
identified as the most promising dataset for 
forecasting state-targeted cyber attacks - and 
the transfer of conflict forecasting techniques 
to the cyber domain. Similar to physical conflict 
data, the analysis of cyber data reveals a high 
degree of zero-inflation as well as temporal de-
pendencies in cyber attacks, expressed through 
autocorrelation. Drawing on insights from the 
literature, the use of graph-based spatio-tem-
poral models is recommended for cyber attacks 
prediction. In addition, incorporating infor-
mation on ongoing physical conflict and attack 
severity to the models may help to enhance 
predictive performance. 

In summary, comparable data structures and 
statistical distributions - including strong tem-
poral autocorrelation and potential spatial de-
pendencies - between cyber attacks and physi-
cal conflict are observable and suggest notable 
parallels. Accordingly, methodological insights 
from traditional conflict prediction — such as 
the use of ensemble regression models — may 
be effectively applied to the forecasting of 
weekly or monthly state-targeted cyber at-
tacks. However, particular caution must be ex-
ercised due to the highly zero-inflated nature 
of cyber event data, which poses even greater 
challenges for prediction than those encoun-
tered in the context of physical conflict. The 
empirical work on the prediction of cyber at-
tacks is also bound to a couple of limitations: 
The often multinational nature of cyber attacks 
introduces attributional uncertainty. A single 
attack may be attributed to multiple states or 
organizations, resulting in highly correlated 
records. Methodological frameworks must ac-
count for redundancy and over-reporting, as 
same attacks might be targeted at different 
states or institutions. Furthermore, targeting 

might be ambiguous or incorrectly labeled. In 
this context, graph-based models may offer an 
advantage, as they are capable of representing 
complex actor relationships beyond state-
based tabular structures. Given the low fre-
quency of cyber attacks for most states, partic-
ular care must be taken to avoid overfitting and 
to validate models across diverse temporal and 
spatial contexts. Lastly, unlike physical conflict, 
where fatalities provide a clear outcome met-
ric, cyber incident impact is difficult to quantify. 
For example, EuRepoC intends to provide data 
on different types of impact and intensity but 
in fact, data is often unavailable. At the same 
time, the number of (attempted) attacks alone 
does not necessarily reflect the threat level. As 
such, models should incorporate severity indi-
cators or alternative proxies for impact. 

Despite growing attention to cyber threats in 
the research community, state-level cyber at-
tack forecasting remains underdeveloped. A 
systematic review of appropriate methodolo-
gies, datasets, and target definitions is needed 
to advance this field. However, in the cyber do-
main, these entities are often difficult to delin-
eate, as cyber actors operate across borders 
and are not confined by conventional geo-
graphic boundaries. This might put the useful-
ness of some concepts based on physical con-
flict into question for investigating and predict-
ing cyber events. Despite that and as the avail-
ability and quality of relevant data continue to 
improve, there is growing potential to better 
understand the role of cyber attacks within the 
framework of crisis early warning systems. For 
example, public data sources such as Cloud-
flare Radar (Cloudflare 2025) offer additional 
potential for enhancing early warning capabili-
ties by monitoring real-time shifts in internet 
traffic linked to cyber threats (Cloudflare 
2025). This may ultimately shed light on their 
interaction with, and possible connection to, 
ongoing physical conflicts and broader geopo-
litical dynamics. 

Overall, by laying out the current limitations in 
cyber data, demonstrating methodological par-
allels to classic conflict forecasting, and 
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identifying new research directions, it offers a 
foundation for future empirical work. To fur-
ther advance the field, we encourage the ex-
pansion of hybrid threat datasets and the de-
velopment of tailored prediction models that 
account for the unique dynamics of cyber 

operations in modern conflict environments. 
Developing predictive capacities in this field 
will not only advance academic knowledge but 
may eventually also contribute to more timely 
and effective responses to cyber-enabled crises 
in an increasingly interconnected world. 
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